Knowledge Base Article #APP637, Rev. B
Replacing a Controller Card in an ETM® 2100/3200 Appliance
Replacing a Controller Card

The instructions below provide step-by-step procedures for replacing and configuring a Controller Card in an ETM 2100 or 3200 Appliance. This procedure applies to the 8240 and 8540 Controller Cards, including upgrading from the 8240 to the 8540.
Before you begin
1. Collect essential Controller Card configuration parameters for the Card that you are replacing: In the Performance Manager tree pane, right-click the Card and then click Edit Card. Then right-click the first Span under the Card and click Edit Span; repeat for each Span on the Card. From the Card Configuration and Span Configuration dialog boxes, make note of the following details:
a. The number of enabled spans on the card. 
b. The line rate (T1 or E1) for the card, and the span type (CAS, PRI, or SS7) for each span.
c. The card name.
d. The card IP address, server IP address, network subnet mask, and gateway IP address.
e. The time zone of the card.
f. Authorized remote client IP addresses.
g. Card DES key.
h. Card security posture.
2. In the Card Configuration and Span Configuration dialog boxes, rename the card and each span on the card by appending the characters "-old" to the existing card and span names. This is necessary to prevent unique naming conflicts when the replacement card is configured. 
3. Review your NFAS and SS7 groups to determine whether they include spans from the card you are replacing. If so, make note of this: you will need to move the corresponding spans on the replacement card into these groups later in the configuration procedure.
4. For each span on the card you are replacing, determine and make note of the dialing plan files currently installed. You must push these same files to the spans on your replacement card before you can put the card into service.
5. Note the Span Group membership for each span on the card you are replacing. 
6. Review your Telco Configuration Switch configurations to determine whether the card you are replacing is used as an SMDR provider. If so, then you must update the Switch configuration later in this procedure.
To replace a Controller Card

IMPORTANT Remove only one controller card at a time. Do not remove the next controller until the first has been replaced, fully configured, and put into service.
1. Replace the Card following correct hot-swap procedures as follows:

· To remove the Card:

a. At the front of the Appliance, press the red button on each of the two black latches on the Controller Card. 
b. Wait for the blue hot-swap LED on the front of the Card to illuminate, indicating that the operating system on the Card has halted.

c. Disconnect the Ethernet cable (and SMDR cable, if applicable).

d. Remove the screws next to the latches on the Controller Card, flip the latches out, away from the Card, and pull the Controller Card from the chassis.

· To install the replacement Controller Card:

a. At the front of the Appliance, insert the Controller Card into the open slot. The components on the Card should face up.

b. Ensure that the card is aligned correctly with the backplane and carefully apply force on the latches until they lock in place. 
c. Install the screws to secure the card.
d. After the latches lock, the blue hot-swap LED should go off, indicating that the Controller Card is operating.
e. DO NOT reconnect the Ethernet and SMDR cables at this time. These cables will be reconnected later in the procedure.

To configure the replacement Controller Card
1. Using a serial connection to the console port on the replacement Card, complete the "out-of-the-box" setup procedures. When prompted, enter the card IP address, subnet mask, gateway address, and server IP address values that you collected earlier. When prompted, set the security posture to LOW. If a higher setting is needed, you can change it later in the GUI, but need it set to LOW now so you can complete security-related configuration via the GUI. 
2. At the end of the "out-of-box" process, the Controller Card will restart. Monitor the boot process on the terminal and press ENTER when the output stops. Verify that the terminal presents a command prompt. If a username prompt is displayed, log in using the temporary username and password you created during out-of-box setup.
3. If the original card had only one span enabled, then skip this step and continue with step 4. If more than one span was enabled on the original card, use the following steps to enable those spans on the replacement card:
a. Type SHOW MAC at the command prompt and note the card MAC address. Call SecureLogix Customer Support to obtain a new license string for the replacement card. Be prepared to provide the card MAC address and the number of spans that were licensed on the original card.
b. Enter the new license string. At the prompt, type: LICENSE <license_string> where <license_string> is the 16-digit hexadecimal value provided by SecureLogix Customer Support.
c. At the prompt, type REBOOT NOW to reboot the Card. Monitor the boot process on the terminal and press ENTER when the output stops. Verify that the terminal presents a command prompt. If a username prompt is displayed, log in using the temporary username and password you created during out-of-box setup.
4. The out-of-box procedure leaves the card in a default state with all spans set to the T1 CAS line type. If all the spans on the original card were T1 CAS, then skip this step and continue with step 5. If your original card was set to E1, or if any span on your original card had a span type other than T1 CAS, use following steps to configure those spans:
a. Type RESTART FAILSAFE to restart the Card in failsafe mode. At the failsafe mode menu, type 1 to enter failsafe mode.
b. To keep the card at the T1 rate, skip this step. To change the card line rate: 
· To E1 with CAS spans, type: 
MAINT CARD TYPE E1 CAS 
· To E1 with PRI spans, type:
MAINT CARD TYPE E1 PRI 
· If the original card was E1 with a mix of PRI, CAS, or SS7 spans, use one of the previous commands, and then set the span type for each individual span using the command MAINT SPAN TYPE <span_number> <type> where <span_number> is the number of the span, and <type> is CAS, PRI, or SS7.
c. To keep the line rate at T1 but change the span type on one or more spans, type: 
MAINT SPAN TYPE <span_number> <type>
where <span_number> is the number of the span, and <type> is CAS, PRI, or SS7.
d. After the type of all spans is configured, reboot the card by typing REBOOT NOW. 
e. Verify that the card has completed the boot process before continuing.
5. Reconnect the Ethernet cable and, if applicable, the SMDR cable. The replacement Card connects to the ETM Management Server and creates a new Card icon in the Performance Manager tree pane, identified by the Card's MAC address. The replacement card and its associated spans may connect and disconnect several times as a part of the initial connection process. Do not continue until the Card and its enabled spans have been continuously connected to the ETM Management Server for at least one minute.
6. Upgrade the card software.
a. In the Performance Manager, expand the Platform Configuration subtree, right-click the Card, and then click Manage Software. The ETM Platform Software Installation dialog box appears.

b. In the Software Package area, click Modify. The Software Version Selection dialog box appears.

c. Click the software package applicable to your Span type, and then click OK.

d. The packages name appears in the ETM Platform Software Installation dialog box, and the Install check box is selected. Click OK to install the software on the Card.

IMPORTANT Once you have initiated the upgrade process, it is imperative that you do not reboot or power cycle the Card until the upgrade is complete, or the firmware may become corrupted, rendering the Card inoperable. The Card automatically reboots when the upgrade is complete. If you believe the Card has become unresponsive, be certain that at least 15 minutes have elapsed before you manually power cycle or reboot the Card.

You can view the progress of the software download in the Diagnostic Log and Status Display.

7. Install the correct World and Local Dial Plans for each new Span. 
IMPORTANT Install the correct Dialing Plans before you move the Spans to their Span Groups or calls may be wrongly terminated when the Voice Firewall Policy is installed!

· To install the Dialing Plans, right-click the Span(s), click Manage Dial Plan, and then select and install the correct files. 

8. Complete Card configuration.
a. Right-click the Card icon in the Platform Configuration subtree pane, and then click Edit Card(s). 

b. In the Card Name box, type the name for the Card.

c. Click the Details tab and select the correct time zone.

d. Click the Remote Clients tab and add any valid Telnet IPs that were configured in the original card.

e. Click the Security tab and change the Card Security Level to a higher value than Low, if needed. 

9. Configure the newly connected Spans by importing the configuration from the corresponding spans on the old Controller Card. 
a. Right-click the new Span and then click Edit Span(s). 

b. At the bottom of the Edit Span(s) dialog box, click Import, click the old span that corresponds to the current span, and then click OK. 

The Spans appear in the tree pane in ASCII order. If you want the Spans to appear in Span order, you must name them appropriately.

c. In the Name box on the General tab, type the name for the Span. Use the same name as the corresponding span on the original card (without the "-old" string that was appended earlier in the procedure). 

IMPORTANT Use the original span names so that you can correctly identify the old and new spans. If you would like change the names of your spans, do this after all your cards have been replaced and the spans are fully configured and operating correctly.
d. Click OK. The configuration is downloaded to the Span and the Span automatically restarts offline. 

e. Repeat for each Span.

10. Move the Card to its Appliance. In the Platform Configuration subtree, right-click the icon for the replacement card, click Move Card. Select the appliance and click OK. 
11. Move each span to its associated Switch. If the span is not part of an NFAS or SS7 group, you will simply move the span to the Switch. If the span is part of an NFAS or SS7 group, additional configuration steps are required. 
a. If one or more of the new spans are part of a PRI NFAS group, move the spans to the NFAS group and then reconfigure the group. In the Telco Configuration subtree, right-click the span and click Move Span(s) | To NFAS Group. Click the NFAS group and then click OK. Next, edit the NFAS group: right-click the group and select Edit NFAS Group. Both the old and new spans are displayed in the Members list. If the old span is listed as a primary or backup D channel span, transfer that function to the new span by selecting the new span and clicking Set Primary or Set Backup as appropriate. Next, transfer the interface ID on the old span to the new span. First set the interface ID on the new span to match that of the old span, and then change the interface ID on the old span to a value that does not conflict with any other span. When all changes have been made, click OK to save the configuration.
b. If the new span is part of an SS7 group, in the Telco Configuration subtree, right-click the span and click Move Span(s) | To SS7 Group. Click the SS7 group and then click OK. Note that since the SS7 group now contains both the old and new spans, CIC values are duplicated and the status tool will display errors. However, you can safely ignore these errors since the old span is no longer operational and will be removed later in the procedure. If the span contains one or more SS7 signaling links, right-click the SS7 Group and click Edit SS7 Group. Under Associated Signaling Links, click Edit, select the link to add, and click the right arrow; repeat for any other links and then click OK to save the signaling link configuration, and then OK again to save the SS7 Group configuration.
c. If the new span is not a member of a PRI NFAS or SS7 group, move it to the appropriate Switch. In the Telco Configuration subtree, right-click the span and click Move Span(s) | To Switch. Click the owning switch and then click OK.

12. If the original card was an SMDR provider, edit the Switch configuration to designate the replacement card as the SMDR provider. 
13. Move each new span to its Span Group. You can identify the correct span group by finding the corresponding old span. To move the span, right-click the span in the Unassigned Span Group node, click Move Span(s), click the span group and then click OK.
IMPORTANT Moving the Span into the Span Group automatically installs the active Policies for that Span Group. 

14. Put the new spans inline using the following procedure.

a. In the Performance Manager tree pane, right-click the Span, and then click ASCII Management. (You can select multiple Spans and open a multi-select ASCII Management Interface to place multiple Spans inline simultaneously. To do so, hold down CTRL or SHIFT while selecting the Spans, and then right-click the selection).

b. In the Enter Command box, type: SPAN INLINE, and then press ENTER. 

c. In the Enter Command box, type RESTART.

15. Confirm that each Span is monitoring calls by viewing call activity in the Call Monitor. Verify that phone numbers in the Call Monitor are correctly displayed. If not, verify that the correct Dialing Plans were installed and that those Dialing Plans are correctly configured.
16. When proper operation has been confirmed, remove the old Card icon from the Platform Configuration subtree. 
· To remove the Card icon, right-click the icon, and then click Edit Card(s). In the Card Configuration dialog box, click Remove.
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