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About SecureLogix Corporation

SecureLogix Corporation enables secure, optimized, and efficiently managed enterprise voice
networks. The company’s ETM® (Enterprise Telephony Management) System hosts a suite of
integrated telecom applications that protect critical network resources from telephony-based attack and
abuse, and simplify voice network management.

SecureLogix® Solutions address real-world problems for real-world voice networks. The flexible ETM
System scales to support any voice environment, no matter how large or small. Engineered with full
hybrid voice technology, the ETM System supports multi-vendor networks containing any mix of
converging VolP and legacy voice systems.

SecureLogix Solutions are currently securing and managing over two million enterprise phone lines.
The company’s customers span nearly every industry vertical, from regional banks and hospitals, to the
largest military installations and multi-national corporations.

For more information about SecureLogix Corporation and its products and services, visit our website
at http://www.securelogix.com.
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San Antonio, Texas 78232
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Training:
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Email: training@securelogix.com

Web Page: http://training.securelogix.com

Documentation:
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IMPORTANT NOTICE:

This manual, as well as the software and/or Products described in it, is furnished under license with
SecureLogix Corporation ("SecureLogix") and may be used only in accordance with the terms of such
license.

Except as permitted by such license, no part of this publication may be reproduced, stored in a retrieval
system, or transmitted, in any form or by any means, electronic, mechanical, recording, or otherwise,
without prior written permission of SecureLogix.

The content of this manual is subject to change without notice. SecureLogix assumes no responsibility
or liability for any errors or inaccuracies that may be contained herein or to correct the same.

ETM, TeleWatch Secure, TWSA, We See Your Voice, SecureLogix, SecureLogix Corporation, the
ETM Emblem, the SecureLogix Emblem and the SecureLogix Diamond Emblem are trademarks
and/or service marks or registered trademarks and/or service marks of SecureLogix Corporation in the
U.S.A. and other countries. All other trademarks mentioned herein are believed to be trademarks of
their respective owners.

© Copyright 1999-2011 SecureLogix Corporation. All Rights Reserved.

This product is protected by one or more of the following patents: US 6,249,575 B1, US 6,320,948 B1,
US 6,687,353 B1, US 6,718,024 B1, US 6,735,291 B1, US 6,760,420 B2, US 6,760,421 B2,

US 6,879,671 B1, US 7,133,511 B2, US 7,231,027 B2, US 7,440,558 B2, CA 2,354,149,

DE 1,415,459 B1, FR 1,415,459 B1, and GB 1,415,459 B1. U.S. Patents Pending.

ETM is used herein as shorthand notation to refer to the ETM® System.
This product includes:

Data Encryption Standard software developed by Eric Young (eay@mincom.oz.au),
© Copyright 1995 Eric Young. All Rights Reserved. (see DESL.icense.txt on ETM software CD)

Style Report software owned and licensed exclusively by InetSoft Technology Corp.
© Copyright 1996-2000 InetSoft Technology Corp. All Rights Reserved.

Software developed by The Apache Software Foundation (http://www.apache.org/)
© Copyright 2000 The Apache Software Foundation. All Rights Reserved.
(See ApacheL.icense.txt on ETM software CD.)

Linux kernel software developed by Linus Torvalds and others; and Busy Box software developed by
Bruce Perens and others. Distributed pursuant to the General Public License (GPL). See the Open
Source Code directory on the ETM software CD for related copyrights, licenses, and source code.

GNU C Library software; Distributed pursuant to the Library General Public License (LGPL). See the
Open Source Code directory on the ETM software CD for related copyrights, licenses, and source
code.



Customer Support
for Your ETM® System

1-877-SLC-4HELP
(1-877-752-4435)
support@securelogix.com
http://support.securelogix.com

SecureLogix Corporation offers telephone,
email, and web-based support.
For details on warranty information
and support contracts, see our web site at

http://support.securelogix.com
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Preface

ETM® System
Documentation

About the ETM® System Documentation

The complete documentation for the ETM® System consists of a set of user
guides in PDF format and in-depth, context-sensitive online Help. The
electronic PDFs are available from the SecureLogix directory on the
Start menu (Windows systems), the Documentation folder in the ETM
System installation directory (all systems), and the root of the ETM
Software installation CD.

The following set of guides is provided with your ETM® System:

ETM® System User Guide—Explains ETM System Concepts and provides
task-oriented instructions for using the ETM System, including a Quick
Start.

ETM® System Installation Guide—Provides task-oriented installation and
configuration instructions and explanations for technicians performing
system setup.

Voice Firewall User Guide—Provides an overview of the Voice Firewall,
examples of and instructions for creating and managing Firewall Policies,
and instructions for viewing results of Policy monitoring and enforcement.

Voice IPS User Guide—Provides an overview of the Voice IPS (Intrusion
Prevention System), examples of and instructions for creating and
managing IPS Policies, and instructions for viewing results of Policy
monitoring and enforcement.

ETM® Call Recorder User Guide—Provides an overview of the Call
Recorder system, instructions for installing, configuring and using the
system, examples of and instructions for creating and managing Call
Recorder Policies, and instructions for accessing and managing the
recordings.

Usage Manager User Guide—Provides task-oriented instructions and
tutorials for producing reports of telecommunications accounting and Policy
enforcement. Includes an appendix describing each of the predefined
Reports.

ETM® System Administration and Maintenance Guide—Provides task-
oriented instructions for using the ETM System to monitor telco status and
manage ETM System Appliances.
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ETM® System Technical Reference—Provides technical information and
explanations for system administrators.

ETM® Database Schema—Outlines the schema of the SecureLogix
database, to facilitate use of third-party reporting tools.

ETM® Safety and Regulatory Compliance Information—Provides
statements regarding safety warnings and cautions; includes statements
required for compliance with applicable regulatory and certification
authorities. (Provided as a package insert with new Appliance hardware.)

Tell Us What We welcome your suggestions or comments on the user guides and the
You Think online Help provided with your ETM System. Please send your
documentation feedback to the following email address:

docs@securelogix.com
Additional SecureLogix Corporation provides corrections and additional

Documentation documentation for its products via the SecureLogix Knowledge Base online
at the following web address:

on the Web
http://support.securelogix.com
Conventions The following conventions are used in this guide:
USQd in This e Functions that require two or more mouse clicks to open a dialog box
Guide or make a selection are written using the pipe symbol. For example:

Click View | Implied Rules.
e Names of keys on the keyboard are uppercase. For example:
Highlight the field and press DELETE.

e If two or more keys must be pressed at the same time, the PLUS SIGN
(+) is used as follows:

Press CTRL+ALT+DELETE.

e Bold text indicates GUI labels, menu items and options, literal file
names, and paths. For example:

Click Edit, and then click Preferences.
C:\Program Files\SecureLogix\ETM\TWLicense.txt

e Keyboard input is indicated by monospaced font. For example:
In the Name box, type: My report tutorial

o ltalics indicate web addresses and names of publications.

e ETM System components and features are capitalized.
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ETM® System Concepts

Introduction

Traditional data and voice network security procedures and technologies do
not effectively address the primary vulnerabilities plaguing voice networks:
voice fraud, including toll fraud and social engineering attacks; threatening
calls, such as bomb threats; voice service abuse, such as theft of long-
distance service and unauthorized ISP calls; and unauthorized modems and
non-secure authorized modems that produce an unmonitored “back door”
into the data network. Most of these threats exist whether the voice network
is TDM, Voice-over-1P (\VolP), or hybrid. Additionally, the migration to
VolIP introduces an additional set of vulnerabilities alongside these existing
ones.

The vast majority of enterprises maintain a presence on the Internet in order
to conduct business and provide Internet access for work-related activities.
To secure the connection from the Internet and protect internal networks,
enterprises deploy a variety of security measures, including firewalls,
VPNSs, intrusion detection/prevention, anti-virus, and content monitoring.
When properly deployed and configured, these products help to protect the
internal IP network from attacks originating from the enterprise’s Internet
connection. However, none of these Internet-related security technologies
protects the internal IP data network from attacks through back-door
connections from the voice network created by unauthorized or non-secure
modems and poorly configured voice systems. Nor do they protect against
malicious activity targeting the voice network itself, such as voice fraud,
harassing and threatening calls, and toll service theft or abuse.

The best solution to all of these voice network threats lies in applying
security concepts from the IP network to the voice network—specifically,
the deployment of expandable, inline security devices on the enterprise
voice network. This solution supports transparent voice security and
management, providing unified visibility and security while simplifying the
transition to VVolP for voice managers.
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The ETM System provides this solution. The centrally managed inline ETM
Appliances support multiple security applications such as a voice firewall,
voice intrusion prevention system (IPS), call monitoring and alerting, and
call content recording. This approach provides the voice network with the
same security protections that have been present on IP data networks for
years. Additionally, these security devices support usage and utilization
reporting applications that provide a significant Return on Investment
(ROI).

The ETM System protects the following TDM circuit types: T1 (CAS, SS7,
and PRI), E1 (PRI and CAS), and analog (North American and European).
On TDM circuits, the ETM System performs call type detection, which
provides a level of control and accuracy that PBX configuration cannot
provide, since PBXs do not detect call type.

The ETM System:

e  Enhances visibility and control of the telecom network through Policy-
based resource access limits, calling pattern thresholds, usage
monitoring, CDR reporting, and Call Accounting features, and QoS
measurements

e  Provides security by limiting access to protected resources, tracking
suspect calling patterns, and alerting for fraudulent or malicious access
attempts.

The ETM System allows you to seamlessly secure and monitor all of your
voice traffic, supporting the migration from a legacy PBX to a VVolP
network.

With the ETM System, you can.

o Define Rule-based Voice Firewall Policies to track and allow or deny
calls based on call attributes such as the call type, time of day, called
and calling numbers, duration, and direction.

o Define Rule-based Voice IPS Policies to detect and protect against
anomalous call patterns that could indicate toll fraud or other intrusion
attempts.

e Enhance security of authorized modems by using AAA Services for the
Voice Firewall to allow access only to authenticated callers.

o  View real-time call activity and terminate suspect calls in the Call
Monitor.

e View real-time voice network health and status.

e Receive real-time notification of security or availability events.
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e Centrally monitor and manage diverse, geographically dispersed
telecommunications resources via a distributed, scalable, client/server
architecture.

e Generate reports of call data from a centralized relational database that
stores ETM System data across the enterprise, for accurate resource
utilization tracking, departmental billback, and cost accounting.

e  Monitor QoS parameters for VolIP using real time data and historical
reports.

Traditional data and voice network security procedures and technologies do
not effectively address the primary vulnerabilities plaguing voice networks:
voice fraud, including toll fraud and social engineering attacks; threatening
calls, such as bomb threats; voice service abuse, such as theft of long-
distance service and unauthorized ISP calls; and unauthorized modems and
non-secure authorized modems that produce an unmonitored “back door”
into the data network. Most of these threats exist whether the voice network
is TDM, Voice-over-1P (VolP), or hybrid. Additionally, the migration to
VolIP introduces an additional set of vulnerabilities alongside these existing
ones.

The vast majority of enterprises maintain a presence on the Internet in order
to conduct business and provide Internet access for work-related activities.
To secure the connection from the Internet and protect internal networks,
enterprises deploy a variety of security measures, including firewalls,
VPNs, intrusion detection/prevention, anti-virus, and content monitoring.
When properly deployed and configured, these products help to protect the
internal IP network from attacks originating from the enterprise’s Internet
connection. However, none of these Internet-related security technologies
protects the internal IP data network from attacks through back-door
connections from the voice network created by unauthorized or non-secure
modems and poorly configured voice systems. Nor do they protect against
malicious activity targeting the voice network itself, such as voice fraud,
harassing and threatening calls, and toll service theft or abuse.

On TDM networks, attackers can also use war-dialing techniques to find
unauthorized and insecure modems, which are present in nearly every
enterprise. These can then be used to bypass the perimeter-focused IP
security technologies. Once attackers have access to an internal system, they
can exploit it and move to other systems in the network.

Migration to a VoIP network introduces additional vulnerabilities. It is less
secure than the circuit-switched voice network (and less secure than other
IP services) due to issues such as reliance on real-time packet delivery,
complex protocols, insecure implementations due to a rush-to-market
approach by vendors, and a weak common methodology for authentication
and admission control. Vulnerabilities on the VolP network can be
exploited to launch Denial of Service attacks on voice servers and calls, and
protocol attacks using malformed signaling (both intentional and
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unintentional). These vulnerabilities also provide the means to commit toll
fraud, voice eavesdropping, Quality of Service abuse, and IP phone attacks.

The ETM System provides the tools and visibility you need to solve the
many security and management issues associated with voice services
delivered over the increasingly complex hybrid TDM and VolP networks.

Besides providing unprecedented security for the data network, the
ETM System provides complete visibility into and control of
telecommunications resource usage. The ETM System can immediately
alert specified personnel and optionally terminate offending calls in
response to unauthorized telecom network access attempts, usage
violations, anomalous VolIP signaling, telco events, and call pattern
accumulations in excess of a set threshold. Email, SNMP traps, and real-
time alert messages in the ETM Client GUI are all available notification
methods.

All of the data for each call, including the call type, is stored in Call Logs
in the ETM database. This enables you to use the ETM System'’s Usage
Manager call accounting feature to generate reports that provide the
information you need for accurate telecommunications accounting.

This visibility into your telecom network provides the following benefits:

o Identifies over- and underutilized resources to enable you to size your
resources for maximum efficiency and reduce telecommunications
costs.

e Enables you to attribute telephone usage to individual extensions (for
example, long distance or international calls).

e Provides a tool to prevent misuse of resources such as toll fraud (for
example, using a dedicated fax line to place long-distance calls).

e  Provides call-accounting visibility for IP trunks that may otherwise be
unmonitored.

e Provides a tool for comparison and ROI calculations when using a toll-
bypass VolP network for toll cost reductions.

For large enterprises with geographically separated offices, a LAN, WAN,
or the Internet can interconnect the separate components of the

ETM System. This distributed, scalable architecture allows for remote,
centrally managed, enterprise-wide visibility into telecommunications usage
and status, enforcement of corporate telephony security and usage Policies,
and real-time notification in specified instances of security or usage
violations or telco alarms.

Remote, centralized management enables leveraging of personnel expertise,
with fewer security and telecommunications personnel required to manage
dispersed telecommunications resources. Larger enterprises with dispersed
telecommunications resources can monitor all of those resources, both
remote and local, simultaneously from a single ETM System Console.
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Each communication link between components of the ETM System is
protected through FIPS/NIST-certified Triple DES (3DES) encryption.

The ETM System provides real-time visibility into issues that can impact
availability of your telecommunications network. Visual alarms in the
Performance Manager tree pane alert you to telco alarms at a glance. You
can also configure the ETM System to generate automatic notifications for a
variety of telecommunications events that impact availability, such as loss
of a PRI D-channel, excess bipolar violations, or T1 alarms. For each
configurable event, you can configure the ETM System to send an email
notification to the appropriate personnel, generate an SNMP trap, or display
and sound a real-time alert at the ETM System Console. This capability
provides telecom personnel with a proactive tool for managing the
telecommunications infrastructure, while lessening dependence on the
service provider for real-time information.

To support migration from IPv4 to IPv6, the ETM System has added
support for IPv6 extended address spacing throughout the system. Stateless
autoconfiguration of Appliances during installation is also supported. The
ETM System supports hybrid IP networks.

Note: The EOL 1010 Appliance and the AAA 1050 Server Appliance
support only 1PvA4.
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Overview of the ETM® System
The ETM System consists of both hardware and software components.
Hardware:

e ETM® Communication Appliances are switch/media independent
hardware and software devices that are installed inline on your TDM,
analog, and VolIP trunking to continuously monitor, secure, log, and
control all inbound and outbound voice traffic in real time. Each
Communication Appliance contains one or more Cards that provide one
or more span interfaces (called Spans in the ETM System). Several
versions of the ETM communication Appliance are available to suit
different sizes of enterprises and circuit types. All Appliances can be
remotely managed and upgraded.

e ETM® Application Appliances, such as the AAA Server Appliance,
which provides authentication, authorization, and accounting for the
Voice Firewall. Application Appliances are also remotely managed.

Software—A distributed, scalable Client/Server architecture
consisting of:

e ETM Client Applications and Tools. These include the:

- ETM System Console, the "launch pad" for the ETM System
applications, from which you log in to the ETM System, launch
each of the ETM Client Applications, manage the ETM Server and
users, set system viewing preferences, and view system-wide status
and alerts.

- Usage Manager, an application from which you generate reports
of ETM System activity, Policy processing, telecom cost
accounting, and resource utilization. Both web browser and client
GUI interfaces are provided.

- Directory Manager, a client tool from which you manage the
phone numbers and URIs used in the ETM System.

- Performance Manager, an application that provides the
dashboard from which you manage and monitor your ETM
Appliances, view real-time monitoring and Policy processing, view
system diagnostics, and use the ETM Rules-Based Policy
Applications, which include:

- Call Recorder
- Voice Firewall
- Voice Intrusion Prevention System (IPS)
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ETM Web Portal, a web application from which you can view
and schedule Usage Manager reports and access Call Recorder
recordings.

ETM Server Applications and Relational Database. These
include the:

ETM Management Server, the background processing engine
that controls all access to and aspects of the ETM System. You log
in to the ETM Server via the ETM System Console. The Server
receives data from the Appliances, pushes configuration and
Policies to them, generates Track messages, and controls access to
the system.

ETM Database, a relational database that serves as a central data
repository for most of the data captured by the ETM System. This
includes call and Policy processing data, diagnostic logs, and
system settings and configuration. The ETM Server maintains an
active connection to the Database at all times. If this connection is
lost, the Server enters Standby Mode until the connection is
restored.

ETM Report Server, which retrieves Usage Manager data from
the database when you generate a report.

The illustration below depicts components of the ETM System in a sample
deployment.

ETM®& Management Server
ETM® Report Server
ETM® System Console
ETM® Database

Demars ETM® 3200
m b )

Telephone 1 COI‘I‘II‘I‘I.UI'IIGatIOI'IS Applllaﬂce ::
Network y [—1

! 1 ]

PEX

Ethernet Switch ETM® System Console:
- Performance Manager
- Usage Manager

- Directory Manager

Corporate IP
MNetwork

In the ETM System, a Span is defined as the interface between the ETM
Appliance and the telecommunications network.

Analog Span—Interfaces with 12 or 24 analog lines.

E1 Span—Interfaces with a circuit carrying 30 digital channels using
CAS, PRI, or SS7 signaling.
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Detection

Call Types

T1 Span—Interfaces with a circuit carrying 24 digital channels using
CAS, PRI, or SS7 signaling.

VolIP Span—A pair of IN/OUT Ethernet NIC interfaces, which provide
the “tap” point for the ETM Appliance to monitor VolIP traffic.

Call-type detection on TDM calls provides a level of control and accuracy
unique to the ETM System. On VoIP Spans, the call type is determined by
the codec used.

Policies can prescribe specific actions based on the call type. For example,
you can implement a Firewall Policy to terminate modem calls from or to
specific numbers, send email notifications of voice calls on fax lines, and
add an entry to the Policy Log for each unanswered call to your call
center. And since all of the call monitoring data for each call, including the
call type, is stored in the Call Logs in the ETM Database, you can use the
Usage Manager to generate reports that provide the information you need
for accurate telecommunications accounting.

The table below defines each of the call types reported by the ETM System.

Reported by the All of these call types can be used in Policy Rules. The appropriate call

ETM® System

type(s) for a Policy Rule depend on the Span type on which the Policy is to
be installed.

Call Type

Definition

Busy

On TDM Spans, busy signal detected (typically on an unanswered call).
On VolP Spans, SIP message received indicating a busy line.

Note: Sometimes a message is played on busy lines instead of a busy signal, offering auto-
redial when the line is free. In this case, the call type is identified as Unanswered or
Undetermined rather than Busy, depending on the signaling on the trunk.

Data Call

(Applies to PRI, SS7, and VolP) Determined via specific D-channel or SS7 messaging,
denotes a specific type of data call that may use more than one channel. Videoconferencing
is a typical example. For VVoIP, a data codec was used.

Fax

Fax calls. Reported when distinct fax handshake messages are detected on the line. For
VolIP, a fax codec was used.

Modem

(Does not apply to VolP) Modem calls. Reported when distinct modem handshake messages
are detected on the line. See also Modem Energy.

Modem
Energy

(Does not apply to VolP) Calls for which a type of energy characteristic of modems is
detected (in-band call audio with the characteristics of modulated modem data) but that do
not present a standard modem handshake. For example, very old modem protocols and non-
standards-based data transmission devices lack a standard modem handshake. These calls
are reported as Modem Energy. See also Modem.

STU

(Does not apply to VolP) Secure Telephone Unit 111 (STU-I11) calls. Reported when distinct
STU handshake messages are detected on the line.

Unanswered

The calling party hung up after the call was dialed, but before the call was answered.
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Call Types, continued

Call Type Definition

Undetermined | A distinct call type has not been detected. This can occur in the following situations:

e The calling number hung up after the call was answered but before the call type was
determined. These may occur, for example, when a voice mail system answers the call,
but the caller decides not to leave a voice mail message and hangs up.

o Silent or indistinguishable calls are reported in the Call Monitor as Undetermined
until one of the following occurs:

- A distinct call type is detected.
- When Call Type Timeout is reached, the call defaults to Voice.

e For VolP, this call type is set if the codec in use has a type of Unknown, or if multiple
codecs are negotiated, but no media packets are detected.

o Ifan Undetermined call ends before it is answered, it is logged as Unanswered.

Video (Only reported on VolP Spans) A video codec was used.

Voice Voice calls.

On TDM Spans, reported when voice energy is detected on the line, or when answered calls
identified as Undetermined reach Call Type Timeout.

On VolP Spans, reported when a voice codec is used.

Continuous Call Continuous call type monitoring is an important function of each Span in

Type Monitoring the ETM Platform. Because the call type detection is continuous, the Span
detects and reports any change in call type on TDM Spans throughout the
duration of a call. For example, if someone makes a voice call and then
manually initiates a fax transmission during that same call, both of those
call types are logged and reported. Any time the call type changes during a
call, the call is again compared to the installed Policies.

VoIP codec selection and SIP messaging are similarly monitored and
recorded throughout the call. However, in certain scenarios on VolP, an
intermediate determination of Busy is discarded and replaced with the
terminal state of the call. For example, if a call reaches a busy endpoint but
is then redirected to a voicemail system on a different network resource, the
call type associated with the codec used to reach the voicemail system is
reported instead of the interim Busy state.

How the ETM® How the ETM System determines source (calling) or destination (called)
System phone number depends on the services provided by the CO and PBX, the
Det . Span type, and the trunk configuration. For example, destination digits are
etermi nes_ typically available in call data for both inbound and outbound calls, and
Called/Calling source numbers may be available on the line for inbound calls as Caller 1D,
Numbers Automatic Number Identification (ANI), or Calling Party Number (CPN).

However, the source phone number may not be available in call data for
outbound calls on T1 or analog lines; in this case, Station Message Detail
Recording (SMDR) or Call Detail Recording (CDR) data from the PBX can
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be used to determine the source of the call. For dedicated lines, a Channel
Map is provided to identify the associated phone numbers.

The ETM System is configured during installation to suit the
telecommunications environment at your location. Configuration settings
for each monitored channel on each Span specify what numbers are
expected to be available on the line (such as Caller ID or CPN) and what
numbers are to be used for call accounting and Policy enforcement (for
example, extensions obtained from SMDR data). In addition, Dialing Plans
installed on each Span provide information used to recognize and classify
phone numbers.

Each Span uses a local and world Dialing Plan to process calls against
ETM System Policy Rules and to accurately classify calls for call
accounting. Local Dialing Plans are specific to the Appliance locale; world
Dialing Plans are specific to the country in which the Appliance is located.
These Dialing Plans provide necessary information that the Span uses to
recognize, normalize, and classify various types of phone numbers. Dialing
plans accomplish the following:

e Provide information that the Span uses to convert the dialed digits in
call data into numbers containing a country code, area code, and phone
number. These are called normalized numbers. By normalizing called
and calling numbers, the Dialing Plan enables the Span to accurately
match calls from all trunk types and dialing environments against
Voice Firewall and IPS Policy Rules.

e Specifies which area codes and exchanges are local and long distance
for the Appliance locale, enabling the ETM System to classify calls and
source and destination numbers for telecommunications auditing.

e  Specifies Emergency and Information phone numbers.

By default, Spans have default local and world Dialing Plans installed that
enable the ETM System to process calls. The world Dialing Plan is unlikely
to require changes; however, various local Dialing Plan sections must be
customized for the specific Appliance locale to ensure proper number
recognition (for example, if DID is in use) and call classification (for
example, local vs. long distance), and to provide labels used to identify
Service Types used in Intrusion Prevention System (IPS) policies and for
call accounting.

On the telco network side of a PBX where the Appliance is typically
installed, the source extension for an outgoing call may not be present on
the line, particularly on T1 lines. However, Spans can use SMDR or CDR
information available from a PBX to obtain station-side extensions and
other call data. Several outbound SMDR settings are available to suit
different types of trunks. For example, if CPN is available on PRI trunks,
SMDR is not needed to identify the source for Policy processing, but you
may want to augment the data in the database; on T1 trunks, however, you
may need to obtain the source number for Policy processing from SMDR.
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The following outbound SMDR settings are available:

e  Off—The Span does not request SMDR data from the Server. The
source number in signaling is used if available; if not, the value in the
Extension map is used, if available; otherwise, no source is available.
The call data available during the call is used to populate the database.

e  On—The Span requests and waits for SMDR data from the Server. The
source number collected from signaling, if any, is not used, but the
source number collected from SMDR is used for Policy processing and
is inserted into the database.

e Augment—The Span performs Policy processing with the source
number in the signaling if it is present, but requests and waits for the
source number from SMDR if necessary. If the source number is
collected from the signaling, it is used to populate the database; the
source number collected from SMDR is only inserted into the database
if no source was received in the signaling. Any non-signaling fields
(Access Code, SMDR1, SMDR?2, etc.) available in SMDR are inserted
into the database.

e Replace—The Span performs Policy processing with the source
number in the signaling if it is present, but requests and waits for the
source number from SMDR if necessary. The source number collected
by the Span from signaling is used for policy processing, but after the
call ends, the value received from the signaling is replaced in the
database with the source number collected from SMDR. Any non-
signaling fields (Access Code, SMDR1, SMDR?2, etc.) available in
SMDR are inserted into the database.

To enable the ETM System to use SMDR from the PBX, one ETM
Appliance Card is physically connected to the PBX SMDR serial port and
configured during installation as the SMDR Provider for all of the Spans
being monitored at that PBX. The SMDR Provider Card passes SMDR data
to the ETM Server, which reconciles call logs with the SMDR/CDR data
and distributes extension information to the appropriate Spans for call
progress logging and Policy enforcement.

Since the PBX does not typically transmit SMDR data until after the call
ends, Firewall Policy Rules cannot enforce call termination based on source
number for calls that require SMDR data. However, on these types of lines,
you can install policies that prescribe security logging, email, and/or SNMP
notification of key personnel when a Rule fires.

AAA Services for the Voice Firewall can be particularly valuable for
securing modems on lines on which real-time source numbers are not
available. See the Voice Firewall User Guide for more information about
AAA Services.
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The ETM Call Recorder can use inbound SMDR to determine inbound
destinations for Protected Extension processing. Protected Extensions are a
defined list of internal extensions for which inbound calls are never to be
recorded. See the ETM® System Call Recorder User Guide for more details.
Unlike outbound SMDR, inbound SMDR is only used for Protected
Extension processing. It is not used in Policy enforcement.

The ETM Appliances are designed to be remotely upgraded as software
updates become available, using a convenient dialog box in the
Performance Manager. All Appliance software is fully upgradeable,
including the operating system and application software, boot software,
DSP software (if applicable), and Field Programmable Gate Array
(FPGA)/Programmable Logic Device (PLD) firmware (if applicable).

The ETM System employs various security features to secure Appliance
Cards and their Spans from unauthorized access:

e To change Card or Span configuration, ETM System users must have
the appropriate permission settings on their user accounts. All
configuration changes are logged, indicating which configuration item
was modified by which user.

e Access to the Cards/Spans in an Appliance is only allowed for
authorized users. To log in to a Card via the Console port on the
Appliance, a valid username and password are required. User access
and access attempts are recorded in the Diagnostic Log.

e When accessing a Span via the Console port or Telnet, authorized users
must know a separate “enable” password to make changes to
configuration settings.

e Each Card in an Appliance can be placed into one of three security
modes (low, medium, or high), which limit the manner in which
security and network settings can be changed and determine whether
Telnet is allowed.

e You can enable and disable availability of the Telnet server on the
Card, and Telnet connections are only accepted from authorized IP
addresses. By default, no access is allowed. Also, three successive
failed Telnet attempts disconnect the Telnet port. Six failed attempts
within ten minutes shut down the Card's Telnet server for sixty real
minutes.

o Besides optional Telnet, the only other forms of TCP/IP
communication with the Card are through a configurable port the Card
uses to connect to the Server. A single port is used to simplify
operation through enterprise IP firewalls.
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The ETM System supports a FIPS compliant mode. The Appliance
software is FIPS 140-2 and Common Criteria EAL 2+ certified. In

accordance with the FIPS 140-2 Security Policy guidance, the Card
uses only 3DES for communication to the ETM Server.

To connect to the ETM Server, the Card must know the ETM Server IP
address, port, and DES key, and the Card's IP address must be listed in
the ETM Server's Authorized Cards list. The Card always initiates
the connection to the Server and validates that connection with a Triple
DES encrypted message sequence, eliminating the possibility of a
rogue “Server” connecting to a Card and thereby potentially impacting
voice service. Subsequent communication is protected with 3DES
encryption.

All ETM Appliances use a tailored version of Linux, based upon the
2.6 kernel and a custom version of BusyBox. The version used includes
the basic kernel and networking support. The approximate size of the
entire Linux disk footprint is 2.5 megabytes. Networking support
includes TCP/IP sockets and required network services (ICMP and
ARP), which are used to communicate with the ETM Server and other
Appliances (for NFAS and SS7). A custom and very restricted version
of Telnet is provided as an optional service and can be used to directly
manage the Appliances. (For security reasons, this service is disabled
by default). The Appliance uses the “IP Tables” capability provided by
Linux to discard any IP packet that is received from a host with which
the Appliance is not programmed to communicate.

AAA Appliances answer calls in voice mode; therefore, they are
identified as "voice" by war dialers. AAA Appliances cannot make
outbound calls.

Several types of ETM Appliances are available to suit the size and
complexity of any organization’s phone network.

Communication Appliances

The ETM® model 1012— (1U) Monitors international or North
American analog lines. Can optionally support Call Recording.

The ETM® model 1024— (1U) Monitors up to 24 international or
North American analog lines. Can optionally support Call Recording.

The ETM® model 1090— (1U) Monitors one TDM digital (T1 CAS,
T1PRI, E1 CAS, E1 PRI) Span. Can optionally support Call
Recording.

The ETM® model 2100—(1U) Monitors up to four T1 (CAS, PRI,
and/or SS7) or E1 (CAS, PRI, and/or SS7) Spans. Can optionally
support Call Recording.
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e The ETM® model 3200— (2U) Monitors up to 16 T1 (CAS, PRI,
and/or SS7) Spans; or up to 16 E1 (PRI and/or CAS) Spans. Can
optionally support Call Recording.

e The ETM® 5000 Series—(1U or 2U) Monitors SIP trunks. Five
versions of the SIP Appliance are available to suit various sizes of
enterprises: the 1U model 5100 (no HA support) and 5110 (supports
HA); and the 2U models 5200, 5300, and 5400. All of these except the
5100 can be installed in a High-Availability configuration.

e Software-only SIP application for Cisco AXP—Identical in
functionality to the 5100 Appliance but runs on an SRE or NME in an
ISR that supports AXP.

Application Appliances

e The ETM® model 1050—AAA Server Appliance with 2 or 4
interactive voice response (IVR) ports. Provides remote authentication
that allows authorized callers to access modems and other protected
services on lines secured by the Voice Firewall. The ETM 1050 AAA
appliance requires one to four standard analog phone lines, one per
modem port, used for incoming calls for AAA authorization. (These
modems cannot be used to make outbound calls and answer calls in
voice mode only.)

e The ETM Model 1060—A Call Recording Cache Appliance. Optional
component of the Call Recorder. Accepts and stores call recordings
from up to 32 Recording Spans concurrently, with a maximum call
volume of 120 simultaneous calls.

Circuit Type The following types of circuits and signaling are supported:
Support e VoIP—SIP trunking support.

e Analog—Supports loop start, ground start, and reverse battery loop
start trunks. Supports FXS and FXO. Analog support is available on the
ETM 1012 and 1024 Appliances.

e T1 CAS—Supports Super Frame and Extended Super Frame framing
formats. Supports Alternate Mark Inversion and Bipolar 8 Zero
Substitution line coding. Supports ground start, loop start, wink start,
immediate start, and asymmetrical signaling. Supports various cable
lengths (line build outs). Supports DTMF and MF digit detection. For
fractional T1s, the non-voice channels are ignored. T1 CAS support is
available for the ETM 1090, 2100, and 3200 digital Appliances.

e T1 PRI—Supports a 24-channel T1 Span using PRI signaling (often
referred to as ISDN PRI). Supports the DMS100, ATT 5ESS, ATT
4ESS, and NI-2 variants. Supports Non-Facility Associated Signaling
(NFAS). NFAS allows multiple PRI Spans to be controlled from a
single D channel. Supports use of backup D channels. T1 PRI support
is available for the ETM 1090, 2100, and 3200 digital Appliances.
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E1 CAS—Supports CAS signaling on a 30-channel E1 Span.
Supports the CRC4 Multiframe and Non-CRC4 Multiframe framing
formats. Supports Alternate Mark Inversion and High Density Bipolar
Order 3 line coding. Supports the R1 signaling type only. Supports
MF and DTMF digit detection. E1 CAS support is available for the
ETM 1090, 2100, and 3200 digital Appliances.

E1 PRI—Supports a 30-channel E1 Span using European variants of
ISDN PRI. Supports the NET5, 1TR6, VN, and QSIG protocol
variants. Certification testing was performed against the NET5 protocol
version, as customer demand for the other protocol variants is limited
due to the widespread standardization on NET5. Support for DASS2
and DPNSS is also provided. Available for the ETM 1090, 2100, and
3200 digital Appliances.

T1/E1 SS7—Both fully associated and dedicated SS7 signaling are
supported.

- For fully associated SS7 signaling Links, each SS7 Bearer Span
provides support for up to two fully associated SS7 signaling links,
allowing SS7 signaling links and bearers to be managed on the
same Card.

- For dedicated SS7 Cards, the cPCI Card sets support 1 to 4 ANSI
SS7 signaling links carried over a single DS1. The signaling links
may be 56Kbps or 64Kbps (but must all be the same). This Card
set is only packaged in the ETM 3200-Series Appliance. Note that
in this configuration, the Card set cannot process bearer Spans, but
can communicate signaling information to other Card sets
managing the bearer Spans.
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Span The illustrations below provide a general overview of the architecture of
Architecture each type of telecom line interface, or Span, in the ETM Appliances.

Overview

Analog Interface The Span interface in an Analog appliance uses internal relays to maintain a
continuous circuit. This circuit is complete even when the appliance chassis
is powered off or the span experiences a software error state. This design
adds no latency to the voice and does not reduce the reliability of the voice
network. The circuit is opened for only a configurable number of seconds,
to terminate a call when a policy rule fires or a user issues a Terminate

command.
o Relays are nammally CLOSED. In the event of
High impedance failure (ncluding loss of power) they REMAIN
bridge taps CLOSED allowing calls ta continue unaffectad.
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T1/E1 CAS
Interface

T1 Signal
Frem CO

The T1/E1 CAS Span interface uses relays, which remain closed when
power is off to the appliance chassis, when a span is booting, or when the
span is placed offline. When closed, there is a complete circuit through the
span, allowing all call traffic to pass unaffected. When the span is ready to
begin monitoring call traffic, the relays open. The T1/E1 signal is then
terminated and regenerated by two line interface circuits, just as a CSU
does. The system taps the data between the two circuits to monitor for
signaling and content. This path adds an extremely low latency to the signal
(measured in microseconds). If power is interrupted, the relays close, with
no loss of voice service.
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T1/E1 PRI The T1/E1 PRI Span interface uses relays, which remain closed when

Interface power is off to the appliance chassis, when the span is booting, or when the
span is placed offline. When closed, there is a complete circuit through the
span, allowing all call traffic to pass unaffected. When the span is ready to
begin monitoring call traffic, the relays open. The T1/E1 signal is then
terminated and regenerated by two line interface circuits, just as a CSU
does. The system taps the data between the two circuits to monitor for
signaling and content. This path adds an extremely low latency to the signal
(measured in microseconds). If power is interrupted or the span is rebooted,
the relays close, with no loss of voice service.
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SIP Trunk
Interface

The ETM SIP Appliance application is installed logically inline (by IP
address) with the SIP trunk signaling and media. It has defined IP addresses
and acts as a SIP trunk endpoint to the local enterprise proxy and the remote
service provider proxies. These are configured to route all SIP traffic on the
specified trunk through the ETM SIP Appliance application, which proxies
messages between the SIP Trunk endpoints within the Enterprise and at the
Service Provider. The primary benefit of being logically inline is that the
SIP application need not sit physically inline on a chokepoint link. This
enables the application to see all signaling and media traffic regardless of its
physical location, reduces the scope of the traffic that must be processed,
and enables clean and effective call termination. However, since the
application is inline, it must be deployed in a redundant manner to prevent
loss of service, with one or more backup Signaling/Media Proxies ready to
seamlessly take control if the processing Signaling or Media Proxy becomes
unavailable.

On receipt of a command to terminate a call (or termination due to a reject
rule), the Signaling Proxy statefully terminates the call by sending out call
teardown messages to the SIP Trunk endpoints. Termination is performed in
a stateful manner to facilitate proper call teardown and perform any
necessary re-transmissions. In addition to terminating calls via SIP
signaling, the Signaling Proxy also prompts media connections to be torn
down in the Media Proxy, if media processing is active.
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SS7 Bearer The SS7 Bearer Span interface uses relays, which remain closed when

Interface power is off to the Appliance chassis, when the Span is booting, or when
the Span is placed offline. When the relays are closed, there is a complete
circuit through the Span, allowing all call traffic to pass unaffected. When
the Span is ready to begin monitoring call traffic, the relays open.
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SS7 Signaling
Link Interface

From CO

As with the other digital Span types, the SS7 Signaling Link span interface
uses relays. During call monitoring, the relays are open. They close when

power is off to the Appliance chassis, when the Span is booting, or when
the Span is placed offline. When the relays are closed, there is a complete
circuit through the Span, allowing all call traffic to pass unaffected.
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ETM® Appliance
Reliability

The ETM® Communication Appliances are installed in-line between the CO
and the PBX or in-line on an IP segment. Because of this deployment, it is
essential for the Appliances to be reliable to avoid impacting voice trunk
operation, and to perform necessary security functions. Reliability is the
primary requirement driving the Appliance design. The use of custom
hardware allows an in-line but fail-safe architecture, and maintains the
reliability of voice networks. The hardware is highly reliable; the cooling
fans are the only moving parts.

All ETM Appliances are designed to be very reliable and fault tolerant. All
Appliances and Card sets operate autonomously from one another. For a
site with multiple Appliances and/or Card sets, no single point of failure
exists. In the unlikely event that an Appliance or Card set fails, it will not
impact other Appliances or Card sets. The only dependency between
Appliances or Card sets is for PRI NFAS Groups or SS7 Groups, in which
the signaling from one Span is sent to one or more other Spans. This
dependency is normally mitigated by use of backup PRI D channels or SS7
signaling links.

The software that runs on the ETM Series 1012/1024/1090 Appliances and
the 2100/3200 Communication Appliance Card sets is structured so that
multiple instances of processes are used for each active Span. In the
unlikely event of a software issue, it only impacts processing for one Span.
If a process fails, the Card software restarts it. If the issue is severe, the
Card will generate a “panic,” which causes the event to be recorded, and the
Span is taken out of line and restarted.

ETM Communications Appliances include three monitoring capabilities
that ensure that failures do not impact trunk availability:

o If the device driver is processing input signaling information (PRI D-
channel packets or T1 CAS A-B bits), but detects that the signaling is
not being transmitted, this indicates an issue with the Span-level
application software. In this case, the Card generates a system panic,
which causes the Card/Span to record the event, take the affected Card
out of line, and reboot it.

e  Each of the main components of the ETM Card software maintains an
interface to a software monitor watchdog. If a component experiences a
logic or hardware error that results in an “endless loop,” the software
watchdog detects the unresponsive component, logs the error, and
reboots the Card.

e All ETM Platform Appliances have a hardware watchdog that detects
whether a hardware issue has “hung” the Card or a Span. In this case,
the Card generates a system panic, causing the Card to record the event,
take itself out of line, and reboot.

As described, this reboot process is transparent to the active calls. This is
always verified when the Appliance is installed at a customer site.
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Local Appliance
Storage

See the ETM® System
Installation and
Configuration Guide for
Appliance technical
specifications.

User Account
Permissions

User Password
Security

Each Card in an ETM Appliance has a Compact Flash device to store the
Card software, Policies, and call log events/authentication database. This
allows Spans to execute the installed Policies even if they cannot
communicate with the ETM Server. If communication with the Server is
interrupted, the Card can store up to a week of call and Policy event
information, depending on call load. This information is sent to the ETM
Server when communication is reestablished. Call Recording and Firewall
Policies continue to be executed, including prescribed Firewall call
terminations. However, events are not logged on the ETM Server and real-
time tracking events, such as emails, are not generated until communication
is reestablished.

Breached IPS Rules cannot be recognized until communication is restored.
The thresholds continue to be monitored, but no terminations based on
breaches can occur until communication is reestablished. See "Voice IPS
Policy Processing" in the Voice IPS User Guide for more information about
IPS Policy processing in the event of a communication disruption.

User accounts control access to the ETM System. A comprehensive set of
user account permissions enables you to control who is allowed to log in to
the ETM System and which ETM System features they can access. See
"User Administration” in the ETM® System Administration and
Maintenance Guide for complete instructions for managing user accounts
and details about available permissions.

The user password security policy determines:

e Whether user account passwords expire, and if so, how often. By
default, ETM System passwords do not expire.

e If passwords are set to expire, whether a warning is presented in
advance, and if so, how far in advance.

e Whether new passwords are checked for uniqueness against previous
passwords, and if so, with how many they are compared.

By default, the user password policy applies to all user accounts on a
Management Server; however, you can prevent the passwords on specific
accounts from expiring. See "User Password Security" in the ETM® System
Administration and Maintenance Guide for instructions for setting user
password security.
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ETM® System The ETM System provides Policy applications to enable you to define
Policies various types of Rule-based Policies to identify, monitor, and control your
telecom network usage, access, security, and costs. These include:

e The Voice Firewall, used to monitor and control individual VolP and
TDM calls according to call criteria you define.

e The Voice IPS (Intrusion Prevention System), used to identify
and control calling patterns that might indicate toll fraud, war dialing
attempts, misuse of resources, and other undesired events.

e The Call Recorder, used to record calls of interest for security and
quality control, such as harassing calls or calls to your Customer

Support department.
Voice Firewall Firewall Policies are used to control individual calls according to call criteria
Policies you define. A Firewall Policy consists of one or more user-defined Rules to

which each monitored call is compared. Each Rule is defined to look for any
combination of one or more of the following: source, destination, call
direction, type of call, VVolP call attributes, call duration, and/or specific call
times. A call must match all of the parameters in the Rule before it is
considered to match the Rule. When all of the parameters of a Rule match, the
Rule is said to fire, or to have been triggered by the call.

Voice IPS Policies IPS Policies monitor and protect your telecom resources against calling
patterns over time, according to criteria you specify and thresholds you set.
Thresholds can be based on accumulated cost, count, and/or duration of
calls that match the other criteria in the Rule.

Rules can be based on any combination of the source, destination, call type,
direction, service type, time, termination disposition, and duration of calls.

For each IPS Policy Rule, you prescribe a time Interval during which
thresholds are monitored, define one or more thresholds, and dictate an
action to occur when these thresholds are breached—allow calls when the
threshold is breached, allow active calls to continue when the Rule is
breached but terminate future calls that match the Rule, or terminate the
current calls that match the Rule and prevent future matching calls.

Call Recorder A Recording Policy consists of a set of Rules that define specific calls to be

Policies recorded. Calls can be identified for recording by any combination of call
direction, called and/or calling phone numbers, call time, and call type.
Recording begins at the start of a call while Policy processing is performed.
Only recordings of calls that match all of the criteria in a Rule throughout
the life of the call are retained. As with other Policy types, a call can match
more than one Rule if call type changes during the call. An available
Protected Extension list enables you to define internal extensions to which
inbound calls are never to be recorded.
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Objects Used in
Policies

Limit to the
Number of Phone
Numbers in
Policies

The calls or call patterns to which a Policy Rule applies and what actions
take place when a Rule matches are specified using Objects. Two types of
Objects are used: predefined Objects, which cannot be user-modified; and
managed Objects, which can be user-defined. Many of these Objects can
also be used to filter logs and reports. See "Objects" on page 79 for
instructions for defining each of the managed Objects.

Obijects that can be used in Policies include:

e Call Types (predefined; all Policies)

o Directory entities (managed; all Policies)

e Tracks (email Tracks managed, others predefined; all Policies)

e Durations (managed; all Policies)

e Times (managed; all Policies)

e  Subnets (managed; all Policies)

e  Span Groups (managed,; all Policies)

e  AAA Service Users (managed; Firewall Policies)

e Billing Plans (managed; IPS Policies)

e Intervals (managed, IPS Policies)

e  Service Types (managed; IPS Policies)

As with any computing platform, the ETM Appliances have a limit to the
amount of data that can be held in memory. This translates to a limit to the

number of phone numbers that can be included in all of the Policies
installed on a given Span (Call Recorder, Voice Firewall, and IPS).

During Policy installation, the ETM Server evaluates the size of the Policy
against the available space on each Span in the included Span Groups. If the
policy is too large to fit on any one of the Spans, verification fails and the
Policy is not installed.

Normally, the existing Policy remains installed during installation of a new
Policy of the same type, and calls in progress are processed against the
existing Policy until the new Policy is completely downloaded to the Span
and ready to immediately assume processing. At that point, the previous
Policy is uninstalled and the new Policy seamlessly assumes processing,
leaving no gap in Policy enforcement.
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How Many Phone
Numbers?

Policy
Permissions

See "User
Administration" in the
ETM® System
Administration and
Maintenance Guide for
instructions for
managing user
permissions.

However, for large Policies, it is possible that the new Policy will only fit if
the existing Policy is first uninstalled to free up the necessary memory it is
using. To accommaodate this possibility, two installation mode choices are
provided:

Normal mode—An evaluation is performed to determine whether the
new Policy will fit on all Spans in the assigned Span Groups without
first uninstalling the existing Policy. If so, the Policy installs normally.
If the existing Policy must be uninstalled from any Span before the new
Policy will fit in memory, Policy installation fails and a message is
presented onscreen. You can then determine how to proceed: choose
Priority mode to allow the current Policy to be uninstalled first and
complete the installation, perhaps waiting until an off-peak call time to
minimize risk from lack of Policy enforcement during the installation.
Or you can modify the Policy to contain fewer objects, if practical, and
then repeat Normal installation.

Priority mode—If the existing Policy must be uninstalled from any
Span to free up space for installation of the new Policy, this is
performed automatically. Calls are processed using the default Policy
until installation of the new Policy is complete.

The number of objects that can be used in Policies depends on the ETM
Appliance Card model on which you are installing the Policies.

1012, 1024, and 1090 Appliances—30,000 phone numbers.

8240 Controller Cards in 2100/3200 Appliance—30,000 phone
numbers.

8540 Controller Cards in 2100/3200 Appliance, 5000-series SIP
appliances, and the SIP AXP implementation —50,000 phone numbers.

* Does not include EOL Appliance models or those running pre-6.1
appliance software, which are limited to 8000 objects.

The level of access and control you have for each type of ETM System
Policy is governed by several user permissions: Access Policy
Features, View & Reinstall <Policy_type> Policies, and Full
Control.

Since Policies are managed from within the Performance Manager, you
must have Access Performance Manager permission to view or
edit any type of Policy or the Objects used in them.

The ability to edit items used in Policies (Intervals, Tracks, Contacts,
Billing Plans, Service Types, Times, Durations, and Span Groups) is
governed by the Access Policy Features user permission, which
must be granted before any other Policy permissions can be granted.
Users who do not have Access Policy Features permission can
view lists of and print reports of the items used in Policies, but cannot
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Span Groups

Default Policies

create or modify them. They cannot see the Policy trees in the
Performance Manager tree pane or on the View menu.

e For each type of Policy, two options are available: View & Reinstall
<Policy_type> Policies, and Full Control.

- View & Reinstall <Policy_type> Policies enables you to
view the Policy tree for that Policy type, open any Policy of that
type, and reinstall Policies of that type that are already installed (for
example, to update the Policy on the Span Group when Listings
used in the Policy change).

- Tocreate, edit, delete, or uninstall any Policy, view Policy Logs, or
install a Policy other than the one currently installed on a Span
Group, you must also have the Full Control permission for that
Policy type.

Span Groups organize Spans into logical units according to circuit type and
Policy needs. Span Groups aid in Span management, much as trunk groups
are used for trunk management.

Before you can install Policies on Spans, you must place the Spans into one
or more Span Groups. Policies are installed on Span Groups rather than on

individual Spans. However, a Span Group can contain only a single Span if
appropriate. Only one Policy of each type can be installed on a Span Group.

When you move a Span into an existing Span Group on which user-defined
Policies are already installed, the Span automatically receives and begins
enforcing those Policies.

IMPORTANT All Spans enforcing the same IPS Policy must be in the
same time zone, since IPS Policies apply to time intervals.

One Policy of each type can be installed on a Span Group. The default
Policies are installed when no user-defined Policies are installed.

e The default Firewall Policy contains two Implied Rules: the Emergency
Rule, which allows and logs calls to numbers in the default Emergency
Group; and the Catchall Rule, which allows calls that did not match a
prior Rule.

e  The default IPS Policy contains no Rules.

e The default Call Recorder Policy contains one Implied Rule: the Do
Not Record Rule that prevents recording of calls that did not match a
prior Rule.
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Active-to-
Historical Data
Transfer

For each ETM Server, the ETM Database stores two sets of call, IPS, and
Diagnostic Log data: active and historical. This enables the ETM
Database to function as both a transactional and a data warehouse database,
and improves performance for reports. The Policy Log (used to view
recent Policy processing results) retrieves data from the active data area; the
Usage Manager (used to generate reports of ETM System data) retrieves
data from the historical data area. Once data has been copied to the
historical area, it is available for Reports. Once data has been deleted from
the active area, it is no longer viewable in the Policy Log. By default, the
copy frequency is twice as often as the delete frequency. Note that data is
never deleted from the active area unless it has been copied to the historical
area and is older than the specified delete frequency. By default, data is
copied every 6 hours and copied data is deleted every 12 hours. The
frequency at which data is transferred from the active to historical area is
configurable; the default is every 6 hours from the time the ETM Server is
started. See "Changing the Active-to-Historical Transfer Properties™ in the
ETM® System Administration and Maintenance Guide for instructions for
modifying these frequencies.
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Tour of the ETM® Applications

The sections below provide an overview of each of the ETM System
applications, including an introduction to the GUIs.

Tour of the The ETM System Console is the launch pad for the ETM System. It is used
ETM® System to:
Console e Log into one or more ETM Management Servers.

e Launch the ETM System client tools.
e Manage user accounts.

e Manage ETM Server settings.

e  Set viewing preferences.

e  Shut down the ETM Server.

e View real-time alerts and status information.

Servers Edit Tools Help
|n|n|ela|®|E|e|n B o|s|x]|s|=]
Find Serverl Mext | Previous

Tologinto an ETM B ETMManagement Seners

. o P = crver 2 (10,1,13,214)

Server, right-click it, \ .. Server 3 (10.1.1.173)

and then click [ Server 4(10.1.200.10)

Connect, or click the =& Server1 (127.0.0.1): admin

ETM Server, and --Directory Manager

then click Servers I é----Perfarmance Manager

Connect; or click the ;-\sage Manager

Connect to Server “-Performance Monitor

icon.

You can log in to multiple ETM Servers at the same time from the ETM
System Console to view and modify settings. Each ETM Server provides a
separate set of client tools (Performance Manager, Usage Manager,
Directory Manager, and Performance Monitor). For example, you open one
Performance Manager for ETM Server A and a second Performance
Manager for ETM Server B. Real-time alerts for all of the ETM Servers you
are logged in to are consolidated in a single Alert Tool, launched from the
ETM System Console. When you log in, only the tools you have permission
to access appear below the ETM Server in the tree.

Multiple users can log in simultaneously to the same ETM Server to
monitor activity and modify settings. The Management Server uses item-
level locking to ensure that only one user modifies configuration of the
same item at a time. For example, two users can create contacts at the same
time, but they cannot modify the same contact at the same time.
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The ETM System Console main menu provides the following set of menus:

Main Menu e Servers—Opens a drop-down menu with the following options:

=8 Connech Chrl+L
=% Disconnect Ctr+
€ User Management Chrl+L
= Server Management Chrl+HM

X1 ETM Server File Management  Chrl+F

i3 ETM Server Properties Chrl+P
5 ETM Server Data Management  Chrl+-A
B Shutdown Server Chrl+H
[ Mew... Chrl+M
&= Edit... Chrl+E
% Delete Chrl+D

Exit

Connect—Opens the Login dialog box so you can log in to
the selected ETM Server. Not available unless an ETM
Server is selected in the tree.

Disconnect—Logs you out of the selected ETM Server. Not
available unless an ETM Server you are logged in to is
selected in the tree.

User Management—Opens the User Administration
Tool, in which you define and manage user accounts.

Server Management—Opens the Server Administration
Tool, in which you manage ETM Server settings.

ETM Server File Management—Opens the ETM Server
File Management Tool, in which you can remotely access
files on the ETM Server and copy files to and from it.

ETM Server Properties—Opens the ETM Server
Properties Tool, in which you can change various ETM
Server properties.

ETM Server Data Management—Opens the Data
Management Tool, in which you configure items related to
city/state data and Directory Import Set imports.

Shutdown Server—Shuts down the ETM Management
Server.

New—Opens a blank Edit ETM Management Server
Definition dialog box where you can define a new ETM
Server for the tree.

Edit—Opens the Edit ETM Management Server
Definition dialog box showing the information for the
selected ETM Server so you can view or change it. Not
available unless an ETM Server is selected in the tree.

Delete—Deletes the selected ETM Server definition from
the tree. Not available unless an ETM Server is selected.

Exit—Logs you out of the ETM Server and closes all client
applications.

o Edit—Opens a drop-down menu with the following option:

[Edic Preferences—Opens the Preferences dialog box in which

Preferences |

you set display options.

e Tools—Opens a drop-down menu with the following options:
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| Tools Alerts—Opens the Alert Tool, which displays real-time alerts
O dlerts  Ctri+a from policy processing and system events.

= Status  Cirds Status—Opens the Status Tool, which shows progress and
P Cpen Tool Chri+o status as configuration is downloaded to appliance components.

Open Tool—Opens the tool(s) selected in the ETM System
Console tree. Not available unless one or more tools
(Performance Manager, Usage Manager, or Directory Manager)
are selected under a Management Server you are logged in to.

¢ Help—Opens a drop-down menu with the following options:

| Help Help—Opens the online Help file for the ETM System. All of
Help the information in the printed documentation is also provided in
. About the online Help. A keyword search allows you to locate

information quickly.

About—Opens the About screen for the ETM System
Console, which provides the software version identification, the
end-user license agreement (EULA), the website address for

SecurelLogix Customer Support, and trademark and copyright
information.

Toolbar The ETM System Console toolbar provides easy access to the options on
the Server and Tools menus.

Delete
Open ETM Server
Server Definition
Disconnect Open Server ~ Properties Define Open Status
from Server  Admin Tool TT' New Server Tool

comes_| 33| 23| @ | & S

=|n]o]=|x|o]=]r]

to
Server | | | | | |
Manage Open ETM Edit Server Open
Users Server File Shutdown Definition Alert Tool Open Tool(s)
Management Server Selected
Tool i
00| Open ETM in Tree
Server Data
Management
Tool
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Tour of the The Performance Manager provides the dashboard you use to:
Performance R

Monitor voice activity and status.

Manager . .
9 e Monitor Policy enforcement.
e  Administer the ETM Appliances.
e Define and manage ETM System Policies.
e View system and telco diagnostic information.
The following illustration identifies the components of the Performance
Manager.
Server ar|1d user
] Perfnrmance Manager : Server 1 {10.1.1.173) : admin
Main menu ____ File Edit Wiew Manage Policy Tools Window Help
Toolbar  ____ Jlg)l W e|l«lelelslelels
( iretvall Pio L JFirewall Policy - Houston YoIP |2 1]
Rules | attributes | info |
Telco Configuration Mo.| Call Direction | Source Destination | Call Type I Time
Plattart Canfiguration - Outhound S Any B Ernergen. . | & ey S mpy 2
Tree pane <
1 |8 fny 5 sccourti.. | © any e S Ay
2 |9 Outbound | 59 Fax Mum... | € Any ! @Fax S any
L 3 |4 Inbound © iny & Any %, Data Call ! (0 Bu
Kl | _'|J
N _
Y
Policy Editor Pane
Tree Pane The Performance Manager tree pane displays the following items and
provides right-click access to configuration and monitoring options for

them:

e The Firewall Policies subtree is used to define and manage Voice
Firewall Policies. It shows all of the Firewall Policies, the Span

Group(s) to which they are assigned, and which Span Groups are
currently enforcing each Policy.

e The IPS Policies subtree is used to define and manage Voice IPS
Policies. It shows all of the IPS Policies, the Span Group(s) to which

they are assigned, and which Span Groups are currently enforcing each
Policy.=

o The Recording Policies subtree is used to define and manage Call
Recorder Policies. It shows all of the Recording Policies, the Span
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Real-Time Status

Group(s) to which they are assigned, and which Span Groups are
currently enforcing each Policy.

The Span Groups subtree is used to define and manage Span Groups.
It shows all of the defined Span Groups defined and the Spans
belonging to each Span Group.

The Telco Configuration subtree is used to configure SMDR,
NFAS, SS7 Groups, AAA Services, and Protected Extensions and to
monitor telco status. It shows switches (a logical representation of the
PBX) and their associated Spans, NFAS Groups, and SS7 Groups.

The Platform Configuration subtree is used to configure, manage,
and monitor status of appliance components. It shows the Appliance(s),
Card(s), and Span(s) and how they are associated with one another and

provides access to configuration and viewing options.

The tree pane provides real-time status indicators. These indicators appear

Indicators next to the affected item in the Span Groups, Telco Configuration,
and Platform Configuration subtrees, so issues are evident even if one or
more subtrees is hidden. If a subordinate item experiences an issue, the
indicator appears at each level of the tree, so that the issue is evident even
when the tree is rolled up.

Alarm Type | Icon Color Meaning

Network 5, Red At the Span or AAA Service level, indicates the Span has lost network
communication with the Server. At a higher level of the tree (such as
Card level), indicates that all of the subordinate components have lost
communication with the Server.

Orange | One or more components subordinate to the level where the orange
lightning bolt appears has a network error, but not all components are in
the same state.

Q N/A The Recording Span cannot connect to its Call Recording Cache (CRC).
Telco at Red The Span is in telco red alarm.

Yellow [ The Span is in telco yellow alarm.

Blue The Span is in telco blue alarm.

Orange | One or more Spans subordinate to the level where the orange bell appears
are in telco alarm.

1_“@5 N/A The Span is offline (acting as a passive pass-through device).
Slink, N/A The SS7 signaling link time slot is inoperative (down).
Dicn N/A The D-channel on the Span is inoperative (down).
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Real-Time Status Indicators, continued

Alarm Type |lcon Color Meaning

Card Fsr N/A The Card is in Failsafe mode. (The telco interface is not enabled in
Application Failsafe mode, but the network interface is.)
& N/A A Card has lost network communication with the Server, but one or more

subordinate Spans are still connected to the Server. This is treated as an
application error rather than a network error, because if a Card remains in
this state after it has fully initialized, an application error is likely the
cause. Note that it is normal for this state to occur briefly when a Card
initially connects to the Server or is rebooted.

Loos N/A The Span is currently in Loopback Test Pass-through Mode.
A N/A One or more Cards subordinate to the level where the yellow triangle

appears are in an application error state, but not all subordinate Cards are
in the same state.

Main Menu The Performance Manager main menu provides the following menus of
Options options, which are used for all types of ETM System Policies:
Contains
Menu
File Options for saving, refreshing, and printing Policies, and for closing the Performance Manager.
Edit Options for working with Policy Rules (adding, cutting, copying, pasting, deleting, undo, redo)
and for opening the Properties dialog box to set user display preferences for logs and the Call
Monitor.
View Options for showing/hiding display elements in the tree pane and in Policies.

Manage | Options for managing Contacts, Times, Tracks, AAA Service users, Span Groups, Appliances,
Intervals, Service Types, Codecs, Billing Plans, Subnets, Switches, and the list of valid Appliance
Card IP addresses allowed to connect to this ETM Server.

Policy Options for verifying, installing, and uninstalling Policies.

Tools Option for accessing the Diagnostic Log.

Window | Options for arranging the display of open Policies and for selecting which of the open Policies
has the focus.

Help Option for opening the ETM System online Help.
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Toolbar Icons The Performance Manager toolbar provides icons for easy access to many
Policy editing tasks. These icons are used with all types of ETM System
Policies. When you hover your mouse cursor over an icon, a tool tip appears
indicating the icon’s purpose. The table below describes each of the
available icons.

Icon Purpose

The Save the Policy icon saves the open Policy that has the focus. If the Policy is currently
E installed, saving the Policy also causes it to be downloaded to the Spans.

) The Refresh the Policy icon discards all unsaved changes and reverts the Policy that has the
et o focus to its last saved state. (A warning message appears for you to confirm.)

cHJ The Cut rule to clipboard icon removes the selected Policy rule from the display and transfers it
to the system data buffer.

The Copy rule to clipboard icon copies the selected Policy rule to the system data buffer.

The Paste rule from clipboard icon pastes the contents of the system data buffer (a previously
cut or copied rule) into the open Policy that has the focus.

- The Undo icon causes the last Policy edit to be undone.
The Redo icon restores the last Policy edit for which Undo was applied.

oo The Add rule to top icon adds a rule to the top of the list of user-defined Rules.

B
B The Add rule to bottom icon adds a Policy rule to the bottom of the list of user-defined rules.
[

==1 The Add rule before selected icon adds a Policy rule immediately preceding the selected rule.
| =2]

==] The Add rule after selected icon adds a Policy rule immediately following the selected rule.
[mm]

| ﬁ The Delete selected rule(s) icon deletes the selected Policy rule(s).

Policy Editor Each type of ETM System Policy has its own Policy Editor. The Policy
Pane Editors open in the Policy Editor Pane. The options on the main menu and
toolbar apply to all types of Policies.
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Tour of the The Performance Monitor Tool, launched from the ETM System Console,
Performance proyides a dashboa_rd vie_vv of_the heqlth and status of the Appliances/Spans
Monitor so issues can be quickly identified without the need to open the

Performance Manager. Right-clicking a resource in the Performance
Monitor provides a menu of options for further troubleshooting and
corrective action.

@ Performance Monitor : Serverl (127.0.0.1) : admin
File Help
Application Name Comments Application Type Status
T1Span: 1 T15pan Disconnected o
10,1.2.21-T1 5pan/Span: 1 T15pan Disconnected
0019d2012542 ICard Pisconnected
Recording Card 2 Card Disconnected
0000C7, 557 Signaling Link. .. 557 Signaling Link Disconnected
mard Pisconnected
ITim's 1012 M St ICard Pisconnected
e Health & Status BAMS Server Pisconnected
3200 Card A ASCII Management Card Disconnected
1090 Card Call Monitor Card Disconnected
0030F6111E04 Card Disconnected
0030F6111F70 ICard Pisconnected
Analog Span Analog Span Disconnected
0030FE111E06 [Card Pisconnected
Sparn: 3 T15Span Disconnected ;I
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Tour of t

he

The Directory Manager is used to import and manage phone numbers and

Directory their identifying information in the ETM System. The items in the Directory
Manaaer Manager are collectively referred to as Directory entities. These entities are
9 used throughout the ETM System in Policies, Reports, and Filters.
Server and user
DirECtlJr‘_f Manager : Server 1 {10.1.1.173) : User1
Main _ File Help
menu e[ 5 ) a
[ j T [~ Location I —I
£ ] Groups [~ site I
[#-_] Rangss
Tree pane. -] vildeards [ JCemments !
. - de Sets
Provides —l Access Co Resolve I
(-] Import Sets
folders for < -~ 4
creating and ~Results
managing Query returned 32 listing(s) at 08,/17,/2005 9:26:22
each type of sion T... LRI Site Mail Code Department Location | Authorizat
Directory cified
entity_ adam... [sipijausten@  [Main Office 15 Accaunting San Ankonio 223
, Woice |sipiwhblake@  |Branch Office |15 Documentation|San Antonio (130
Fai, ... |sipitburns@  Branch Office |23 Engineeting  |San Antonio (122
odem... |sip:eburrows@ Main COffice |20 Administration |San Antonio (723
nice sipibyron@  [Main Cffice 17 Sales San Ankonio 423
Fax, ... |sipigchaucer@ Branch Office |19 CTO San Ankonio 126
[=E mim mmbeimbiad @ R Sim CFF—~ Lelr] Mmoo 1% T e Ambmmie {alrie]
Kl I
Mew | Edit | Delete | Brinit | First Page | Brew Page | Mext Pag |
| | _'I_
Editing pane. Displays and provides editing options for the item selected in the tree pane.
Directory Entities The Directory contains the following types of entries, collectively referred

in the Directory

Manager

to as Directory entities:

o Listings, consisting of a single telephone number and its identifying

information.

o Filters, which define a set of criteria for including Listings. Any
Listings in the Directory that match the criteria are dynamically
included anywhere the filter is used.

Wildcards, Filters, and/or other Groups.

Ranges, consisting of a consecutive series of phone numbers.

Groups, consisting of any combination of Listings, Ranges,

Tour of the ETM® Applications e 51



o Wildcards. Two different types of Wildcards are available:

- Phone Number Wildcards, which enable you to define Rules
or filters to match selected portions of a phone number (country
code, country and area code, a portion of the local number) rather
than all digits.

- URI Wildcards, which represent any portion of a URI.

o Import Sets, which contain a set of Listings imported from a text file
or from an LDAP server.

e Access Code Sets, which correlate dialing Access Codes obtained
from SMDR with Directory Listings.

See "Directory Manager" on page 107 for complete information and
instructions for using the Directory Manager.
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Tour of the
Usage Manager

The Usage Manager GUI provides access to all of the Usage Manager
features. The Usage Manager is launched from the ETM System Console
after ETM Server login. You can also view and schedule reports via the

ETM Web Portal, a browser-based interface.

The toolbar

provides easy-

access icons to

common menu
options.

The main menu
provides options for
managing reports.

The title bar shows
the ETM Server
name, IP address,
and logged-in
username.

The Properties area shows the item
name, the top-level folder to which the
selected item belongs, the date and
time the item was last modified and
by whom.

Usage Manager - Server 1 (127.0.0.1) : admin

File Edit Help

|| 0| B|n|x|2|=] ©

=[] PUBLIC
gj Shorkcuk ta Shared Reparts
EI[:I Securelogix
(-] Relative Date Ranges
-] Report Elements
EI[:I Reports
-] Cost Allacation Reports
[:l Resource |tilization Reports
[:l Telecom Diagnostic Reports
-] Telecom Metwork, Auditing Reports
[:l Telecom Operations Reports
-] Telecom Security Reports
=] admin
L] My Elements
] My Scheduled Reports
] My Templates
-] Shared Reparts
- af A...

1E__] The tree pane displays,

Marme

Ciner

Last modified by Iadmin

Last modified on IOct 1, 2005 1:03:31 PM I

IList aof Ackive Modem Murmbers From Last Week,

Iadmin

From [ 21, 2003 » | [e:on:00pm i
g

To [z8z003 » | [Esamapm

Relative Date Ra... I Previous Full week - Last Sunday throu...

Reference ...

J
Joct 01, zoos
The Retrieval
Range area
Wl & KAl | shows the time
— period for which

Options for printing, data is to be

organizes, and provides
options for editing and
running reports.

retrieved when
the selected
item is a Report
Template.

previewing, running, and
saving the report. Available
when the selected item is a
Report Template.
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The Usage The Usage Manager GUI consists of a tree pane, an application pane, a
Manager GUI toolbar, a title bar, and a main menu, as illustrated above.

The Usage Manager tree pane organizes the report components and
provides options for generating and editing reports, and viewing saved
reports. The item selected in the tree pane appears in the application pane.
The tree pane contains the following types of items:

Report Templates, which define a complete Report.
Report Elements, which provide the content for Reports.
Relative Date Ranges, which define the period a Report is to cover.

Shortcuts to Templates, Elements, Relative Date Ranges, and other
folders.

Folders to organize the items.

Generated Reports that were saved to the tree.

These items are organized into three top-level folders:

PUBLIC contains items that can be used by anyone allowed to use this
Usage Manager. All users can create, edit, and delete items in the
PUBLIC folder.

SecurelLogix contains the predefined Report Templates, Elements,
and Date Ranges provided with your system. This folder is read-only—
no one can edit or create items in this folder, regardless of user
permissions. However, you can run and schedule reports from this
folder, including specifying a different Retrieval Range for the current
case, and you can copy items from this folder to the PUBLIC folder or
your user folder, where they become editable.

<user> bears your login username and contains items that belong only
to your user account. Only you can see, create, edit, or delete the items
in your user folder. Your user folder is empty until you add items to it.
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ETM® Web Portal The ETM® System provides a web-based interface called the Web Portal
that enables you to view and schedule Usage Manager reports using the
Internet Explorer web browser. Note that you cannot create or edit Report
components from the Web Portal; it is used only to view and generate
Reports. To edit Report Components, you must use the Usage Manager
GUL.

G Securelogix

The ETM® System Web Portal

Username:

Password:

B |
G Securelogix
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Tour of the Voice Firewall Policies allow you accomplish one or more of the following
Voice Firewall actions for a given call:
e  Allow or terminate the call.

e Log the call in the Policy Log.

e Alert someone of the call via a real-time alert, email message, or
SNMP trap.

A Policy consists of one or more user-defined Rules to which each
monitored call is compared. Each Rule is defined to look for a specific
source, destination, call direction, type of call, VoIP call attributes, call
duration, and/or specific call times. A call must match all of the parameters
in the Rule before it is considered to match the Rule. When all of the
parameters of a Rule match, the Rule is said to fire.

After you define Policies, you install them on the Spans in the
ETM® Appliances, which are inline with your telco system. The Spans then
automatically enforce the Policy in real time.

Performance Manager : Server 1 {10.1.1.173) : Userl =] E3
File Edit ‘iew Manage Policy Tools Swindow Help
: = | =, | =
@2 s|e|e]|ale|e|g|e|e|s
Firewall [=-Firewsll Policies K 3Firewall Policy - Main Office PRIs
Policies =R i Oiice PRI (e e il
subtree. L o Main Office PRIs
Used to Mo. | Call Direction Source Destination Call Type Time Call Dun
create, open, & Outbound | € Any i Emergency... | € Any & Any & Any
edit. and ---Telco Configuration - — -
mar’]age [-Flatform Configuration 1| & any & Accourtin... | & any & Any (YU Busines... | € Any
Firewall 2 |# Outbound | € Any S fny ﬁFax 9 fny Ay
Policies. 3 |4 Inbound = Telemark... | € Any & any & any & Any
4 |4 Inbound &2 Caller 1D | € Any & any & any & Any
© fny € Any S fny © any S fny & any
— —

——
Firewall Policy open in the
Policy Editor.

See the Voice Firewall User Guide for complete instructions for defining
and managing Firewall Policies and viewing policy enforcement. For a
quick introduction to defining Firewall Policies, see "Voice Firewall Policy
Quick Start" on page 71.
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Tour of the
Voice IPS

kraPerformance Manager : Server 1 {(10.1.1.173) : Userl

File Edit iew

Voice Intrusion Prevention System (IPS) Policies enable you to use rule-
based Policies to manage usage of your telecom resources and protect your
network against potential intrusion attempts, based on calling pattern
Thresholds over a specified Interval. Thresholds can be based on
accumulated cost, count, and/or duration of calls that match the other
criteria in the Rule. For each Voice IPS Policy Rule, you prescribe one or
more Thresholds and dictate an action to occur when these

Thresholds are breached: allow the call that breached the Rule, allow the
calls that breached the Rule but prevent future calls that match the Rule, or
terminate ongoing matching calls and prevent future calls that match the
Rule.

Manage Policy Tools window  Help

---Firewall Palicies
IPS Policies| || &IP3 Palicies

b me| ale

subtree. SR =} 1=in Office LD Cos|

Used to Lo W Main Office PRIs | Call Directi...l SOUrce I Destination | Call Type | Time I Service T\,fpesl

create, open, || #--Span Graups

- : 1|9 Outha... | & An & An B podem | € An & &n

edit, and &l Telco Configuration - 4 ! ! s ’

manage IPS |l i platfarm Canfiguration 2| Outbo... | © Any O Any O Ay | O Any | Long Dis..

Policies. 2
3 | 4 |nbound | € Any & Lny & Lny & Lny | © Lny
4|9 Outbo. | B Sales-.. | © Ay  Any (0 Bus... | & any
5|8 Any € Any € Any & Lny & Any | € Any

Kl | | '

(==1

==
7|e|% u|
Q IPS Policy - Main Office LD Costs

Rules | .a\ttributesl Inf-:ul

=

==
==M
B

— |

IPS Policy open in the Policy
Editor.

See the Voice IPS User Guide for complete instructions for defining and
managing IPS Policies and viewing policy enforcement. For a quick
introduction to defining IPS Policies, see "IPS Policy Quick Start" on page
74.
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Tour of the Call

The ETM® Call Recorder provides policy-based capture of the audio and

Recorder data content of calls. For example, you can:
e Record all inbound calls for quality assurance and security monitoring.
e Record calls on selected fax, modem, or STU-1II lines to verify that
classified or sensitive information is not being disclosed.
e Record calls from/to customer support lines, to provide an audit trail.
e  Capture threatening or harassing calls to your staff for investigation.
e Ensure that calls to protected extensions are never recorded.
Since the recording is policy-based, no user intervention is needed to begin
recording—recording begins automatically at the start of a call for the lines
you specify. You can also define a list of protected extensions, such as
pharmacy lines, to which calls are never to be recorded.
Calls are recorded and stored locally, and are accessible remotely,
enterprise-wide, via a web-browser interface. To locate and listen to
recorded calls, you log in to the ETM Web Portal via a standard web
browser and then use a rich set of search tools to locate calls of interest.
After locating a call you want to listen to, you can transfer it to your client
computer and use Windows Media Player to listen to the recorded call. A
remote storage option is also available.
Performance Manager : Server 1 {10.1.1.173): Userl !EE
File Edit Yiew Manage Policy Tools “Window Help
RO R REEHEEE
[#-Firewall Policies Recurding Policy - Recording Policy MEE
---IPS Policies Riles I 7 =
El-Recarding Palicies ttriues | 1nfo |
= Birecording Policy Mo, | Call Direct...| Source Destination | Call Tvpe | Time Ackion Priatity
to w7 Bnalog Spans-Main Of | | & outh... | B Sales | © any o any | € any E Record Wi medium
PRI Spans-Main Ofc - — "
e T Spans-Branch Ofc Z |4 Inbo... | & Any %3 Call Center | & Any & Any E Record ”; edium
[#-5pan Groups 9 Ay O any | © any © any | © Any | @D Do Mot Record | i Medium
---Telco Configuration
[#-PlatFarm Configuration
« [ |1 | 2

Recording Policies
subtree. Used to
create, open, edit,
and manage
Recording Policies.

—
Recording Policy open in the
Policy Editor.

See the Call Recorder User Guide for complete instructions for recording
calls and accessing call recordings.
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Tour of the
Syslog Alert

Tool

The SecureLogix Syslog Alert Tool automatically notifies a workstation
user when a system event and/or policy alert, such as a 911 call, is received
from the ETM® Syslog Server. When a user logs in to a workstation on
which the Syslog Alert Tool is installed, the program automatically
launches and runs continuously as a background process.

When a system event and/or policy alert, also referred to as a syslog alert, is

received, all of the following actions occur:

e An audible tone sounds.

e  The SecureLogix Syslog Alert Tool window and the Acknowledge
Alert(s) window are both proximately displayed in front of all other
currently running applications with detailed information about the
syslog alert.

e The Syslog Alert Tool icon in the system tray displays a “New Alert(s)
Received” message.

e The alert is written to an alert log text file.

T8 securelogix Syslog Alert Tool

£ |

File Help

Tme Aeceived Acknavdedged Measage =

r8/2 08P 187 " b
3.-.SDI]'II.U...M a.a.fUIHI.]D el edge Alert(s) :I’Ud Policy Trgger tem Fred.
B0 1110 PM /4201111016 pired.  Policy Tnoger tem Fred,
A0 110 PM /42011 1116 pired.  Pelicy Tnoger tem Fred,
B4R I0FM | 8/4201111:16 pocceriio Fred, Felioy Troger tom Fred, ||
B/4/2011 11:25 FM /472011 11:28 — Fired.  Policy Tngger tem Frad,
842011 1137 PM 8/4/2011 11:38 fefireree EERTN 201107405 103007, = pired.  Policy Tngger em Frad,

842011 11:50 PM

B40INFD - cdBoul & 10:50:07 127.0.0.1 INFD: Firewall Fule Fred,

Paliey Trigaer kam Fired
Policy: Emergancy Sysleg 1305966057356,
Fule: 0,

Call Dispoesition: Allowed.

Saures Number: +1{210]1214647,
Dastinalion Mumber: unavai,

Cal Direction: Cutbound,

Type: Veice.

Seart Time: Wed Jul 06 10:45:00 COT 2017,
End Time: unavai,

Commeent: The defauit rule for allowing Emergency hpe cals.,

Source Hame:unavail.
Sowrce Location: unaval,
Savrce Bd. Type: unaval,
Sourca Sfe: unavail,
Sourca Dept: unavail,

Acknowledge

sy T om .

The Syslog Alert Tool window remains displayed until each alert is

individually acknowledged by the user. If the alerts are not acknowledged,
any new alerts that occur are added to the Syslog Alert Tool window with
the most recent alert highlighted.

After all alerts have been acknowledged, the Syslog Alert Tool window can
be minimized to the system tray by clicking the minimize button. When a
new alert is later received, the Syslog Alert Tool and Acknowledge Alert(s)

windows are again proximately displayed.

All syslog alerts received by the Syslog Alert Tool are added to a daily alert
log text file allowing system administrator access to historical information.

See the SecureLogix Syslog Alert Tool User Guide for complete instructions

for installation, configuration, and usage.
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Getting Started

For a quick start to
running reports, see
"Quick Start" in the
Usage Manager User
Guide.

Starting the
ETM® Server

Quick Start

This chapter is designed to quickly get you started using the ETM System.
You will learn how to:

1. Start the Management Server.

2. Log in to the Management Server.

3. Launch the Usage Manager, Performance Manager, and Directory

Manager.

The ETM Management Server usually runs continuously to manage the
Appliances. If the ETM Server is not running, use the procedure below to
start it. You cannot start the Server from a remote ETM Client.

To start the ETM® Server

e Solaris—Execute the following script, located in the ETM software
installation directory:

ETMManagementServer
e  Windows—Do one of the following:

- Double-click the ETM Management Server icon on the
desktop.

- Click Start | Programs | SecureLogix | ETM System
Software | ETM Management Server.

- Start the ETMManagementService in the Windows Services
dialog box.
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Logging In to
the ETM® Server

A client installed on the
same computer as the
ETM Server is always
authorized to connect,
whether or not its IP
address is listed.

Opening the
ETM® System
Console

Multiple users can log in simultaneously to the same ETM Server to view
and modify settings. The ETM Server uses item-level locking to ensure that
only one user modifies configuration of the same item at a time. For
example, two users can create Contacts at the same time, but they cannot
modify the same Contact at the same time.

You can log in to multiple ETM Servers simultaneously from a single ETM
System Console and easily switch between them to monitor system activity
and administer the ETM System.

As a security feature, the ETM Server only accepts connections from
remote client tools (ETM System Console or Usage Manager) whose IP
addresses are listed in the Management Server's Client Hosts list. One
authorized Client IP address is specified during system installation. The
ETM System administrator then authorizes other remote clients as needed.
For instructions for authorizing other remote clients, see "Authorizing
Client Connections” in the ETM® System Administration and Maintenance
Guide.

To log in to an ETM Server, you must have a user account defined on that
Server. For information about defining user accounts, see "User Profiles"” in
the ETM® System Administration and Maintenance Guide. The permissions
granted to your user account determine the features you can access and the
configuration settings you can modify.

The ETM System Console provides access to all of the other ETM System
features. It is used to log in to the ETM Server, launch the ETM Client
Tools (Usage Manager, Performance Manager, Directory Manager), view
real-time alerts and status, manage user accounts, configure ETM Server
settings, and set viewing preferences.

To open the ETM® System Console

e Solaris—Execute the following script, located in the ETM software
installation directory:

ETMSystemConsole
e Windows—
- Double-click the ETM System Console icon on the desktop.

- Click Start | Programs | SecureLogix | ETM System
Software | ETM System Console.

The ETM System Console appears.

e Ifno ETM Servers are defined, the ETM Console appears as shown
below. For instructions for defining an ETM Server, see "Defining an
ETM® Server Object" on page 64.
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ETM System Console [_ O]
Servers Edit Tools Help
|plelelaj@on]ojs(x|o|m]r
E|---ETM Management Servers
Mo servers defined

If one or more ETM Servers have already been defined, the ETM
Console appears similar to the following. If the ETM Server you want
to log in to appears in the list, continue with "Logging In to the ETM®
Server" on page 62. For instructions for defining a ETM Server, see
"Defining an ETM® Server Object" on page 64.

ETM Systemn Console [_ O]

Servers Edit  Tools Help
|s|n|e|la|lE|s|n|o|s|x]| 8=
EHETM Management Servers
e =crver 1 (10.1.1473)
L Server 201001 1 .95)
L Server 301001.1.136)
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Defining an ETM®  To define an ETM® Server Object

Server Object 1. Inthe ETM System Console, right-click ETM Management Servers
and click New.
ETM System Console [_ (O] x|

Servers Edit Tools Help

|n|n|ele|m|e|n]o|=|x]|e|=|»

W Mew... Chrl+M

2. The Edit ETM Management Server Definition dialog box
appears.

@ Edit ETM Hﬂnagemrnl Server Definibion &l

Pame |

Comment

TP Address

RMI Port :I
£a90 =

Encryption passphrase  gagrelagix TWMS 2 TW GUT Sec PPID

LWh Credentals Uwﬁmwu‘d -

ok || cancel || Help |

3. Inthe Name box, type the name you want to use for this ETM Server.
The name can contain up to 265 characters and spaces.

4. In the Comment box, type a comment, up to 265 characters and
spaces in length.

5. Inthe IP Address hox, type the IP address of the computer on which
the ETM Server is installed.
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9.

The RMI Port is the port on which the ETM Server accepts client tool
connections. This port is specified in the twms.properties file on the
ETM Server computer. The default is 6990.

If your site uses a different RMI port, type or select the correct value.
Do not change this value unless instructed to do so by your ETM
System administrator.

The Encryption passphrase must match the value specified in the
ETM Server's twms.properties file, because the initial negotiation is
always encrypted to establish the connection. The default automatically
appears in the box. If your site uses a different DES key, type or paste
that string here. Do not change this value unless instructed to do so by
your ETM System administrator.

In the Login Credentials drop-down box, select one of the
following:

e User/Password - to enable username and password login for
both default login and LDAP login.

o Certificate —to enable CAC login.

{::'} Edit ETh |‘.1-:|na5emen|: Servar Definition w
Name ETM Server
Comment
TP Address 127.0.0.1
ML Part Ao :l
Encryplion passphrase  Gaeurel agix TWMS 2 TW GUT See PSS
Legin Credentals |userPassword =l

Ok

Click OK.

How to Log In to The ETM System provides the following methods for logging into an ETM
the ETM® Server Server:

Username/Password login - the user enters either their default local
username/password or their LDAP username/password to connect to an
ETM Server. See “To log in to an ETM® Server with
username/password” on page 66.

CAC (Common Access Card) login - the user inserts their card into a
CAC reader to connect to an ETM Server. CAC authentication must be
enabled. See “To log in to an ETM® Server with a CAC” on page 67.
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For information on
creating user accounts,
see “User Profiles" in
the ETM® System
Administration Guide.

See "Defining a Login
Banner" in the ETM®
System Administration
and Maintenance
Guide for instructions
for defining a Login
Banner.

To log in to an ETM® Server with username/password

Tip: If only one ETM Server is defined in the ETM System Console, you
can optionally configure the system so that the Login dialog box
automatically appears when you open the ETM System Console. See
"Enabling Single Server Autologin" on page 243 for instructions.

1.

In the ETM System Console, click the ETM Server and then click the
Connect icon. (If you have only a single server defined and have
single-server autologin enabled, skip this step and continue with Step
2).

The Login dialog box appears. In the Username and Password
boxes, type your login credentials for the ETM System: the username
and password for your user account on this ETM Server, or your LDAP
username and password.

Login

U=sernarmes I
Password I
Login I Cancel | Help |

Press ENTER or click Login.
You are logged in to the ETM Server.

e If the ETM Server is configured with a Login Banner, it appears in
front of the ETM System Console when you log in. Click OK to
close the Login Banner.

The tools your user permissions allow you to access appear below the
ETM Server icon in the ETM System Console. For example, if you
have permission to access the Directory Manager, the Usage Manager,
and the Performance Manager, the display appears similar to the
illustration on the following page.
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ETM System Console [_ O]

Servers Edit Tools Help

|

5 [2]ga]i]s]n] o|=]x|e[=])]

EHETM Managemert Servers

= =erver 1 (10411732 admin

Directory Manager
Perfarmance Manager
sage Manager

See "Opening Client Tools" on page 69 for instructions for launching
the tools.

To log in to an ETM® Server with a CAC

1.

Insert your CAC into the card reader. (On many Window systems
with CAC, you will have already inserted your CAC in order to log
into Windows.)

In the ETM System Console, click the ETM Server and then click
the Connect icon.

If this is your first CAC login, the Authentication dialog box
appears.
ﬂ}.ﬂ.um entication @

CAC has nat been configured For this user account,
Authenkbicate wikh your wser acoount o configuss CaC,

Us=rrname

Password

[ Logn || cancel || Hel

a. Inthe Username and Password boxes, type your login
credentials for the ETM System: the username and password
for your user account on this ETM Server.

b. Press ENTER or click Login. Your login information will be
validated and with successful login, the ETM System will
automatically update your user account with your UID
(Unique Identification) and certificate from the card so that the
next time you connect to a server connection will be
automatic. If you receive an error message and login fails,
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contact your Help Desk or System Administrator to confirm
your login credentials.

In the Choose Certificate dialog box, select a certificate from
the Available Certificates drop-down list, and then click OK.
Choose Certificate

Puailable Ceroficates
k" (W ICK, DWIEHT 2001 200140's L5, Goy L Encryption Certficate | =

[ [0];8 ” Cancel ]

With successful CAC authorization, you are logged in to the ETM
Server.

If the ETM Server is configured with a Login Banner, it appears in
front of the ETM System Console when you log in. Click OK to
close the Login Banner.

The tools your user permissions allow you to access appear below
the ETM Server icon in the ETM System Console. For example, if
you have permission to access the Directory Manager, the Usage
Manager, and the Performance Manager, the display appears
similar to the illustration on the following page.

ETM Systemn Console H=]

Servers  Edit  Tools Help
sslels|s|s(n] o|s|x| |||

[EHETM Management Servers

E'I— Server 1010.1.1.173): admin
Directory Manager
Perfarmance Manager

sage Manager

See "Opening Client Tools" on page 69 for instructions for
launching the tools.

You can log in to multiple ETM Servers at the same time if your user
accounts on multiple ETM Servers have identical login credentials, using
the procedure below.

Simultaneously
Log In to Multiple
ETM® Servers
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If you have different logins on each ETM Server, you simply repeat the
single-ETM Server login procedure in "How to Log In to the ETM®
Server" on page 65 to log in to each ETM Server.

To simultaneously log in to multiple ETM® Servers

1. Inthe ETM System Console, hold down CTRL and click each ETM
Server to which you want to connect.

2. Right-click the selection and click Connect. CAC users are
automatically connected to the ETM Servers (If CAC login fails,
contact your Help Desk or System Administrator to confirm login
credentials. If this is your first CAC login, see “To log in to an ETM®
Server with a CAC on page 67.)

3. If you login with a username and password, the ETM Server Login
dialog box appears. In the Username and Password boxes, type the
username and password for your user account on these ETM Servers,
and then click Login or press ENTER.

format
For information on
creating user accounts, Usetnane |
see Use@g Profiles" in Passwor [
the ETM™ System
Administration and Login I Cancel | Help |

Maintenance Guide.

How to Log Off of  To log off of an ETM® Server
®
an ETM™ Server e Inthe ETM System Console, do one of the following:
- Right-click the ETM Server and click Disconnect.

- Click the ETM Server and click the Disconnect from Server
icon

- Click the ETM Server and then click Servers | Disconnect on
the main menu.

Opening Client Client tools include:
Tools e The Performance Manager.

e The Directory Manager.

e The Usage Manager GUI.

Quick Start e 69



The ETM Database To open client tools

Maintenance Tool is . .
accessed via the e Inthe ETM System Console, while logged in to the ETM Server, do

Windows Start menu, one of the following:

not from the ETM . .
System Console. See - Double-click the client tool you want to open.

®
the ETM' System - Click the client tool you want to open, and then click the Open

Technical Reference Selected Tools icon
for more information. '

- Right-click the client tool you want to open, and then click Open
Tool.

- To open multiple tools simultaneously, hold down CTRL and click
each tool, and then click the Open Selected Tools icon.

You can also configure the system to automatically open specified tools
when you log in. See "Setting Client Tools to Autostart upon Login™ on
page 244 for instructions.
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See the Call Recorder
User Guide for
instructions for defining
and managing
Recording Policies.

Voice Firewall
Policy Quick
Start

You must have the Full
Control user
permission for Firewall
Policies to create them.

Policy Quick Start

The ETM® System provides several types of Policies, including:
e Voice Firewall Policies.

e Voice IPS Policies.

o Call Recorder Policies.

These Policies have a common look and feel so that once you are familiar
with defining one type of Policy, you know much about defining any type
of ETM System Policy. All Policies consist of a set of Rules with user-
definable fields that you use to specify the criteria for calls that match the
Rule. All Policies use the Policy management and editing features provided
through the Performance Manager main menu and toolbar. After you define
or modify the Policy, you install it on one or more Span Groups to begin
enforcement.

Policies can be defined at a central location and then distributed throughout
the enterprise, or they can be defined at each location. For Firewall and IPS
Policies, the resulting Policy enforcement data is stored in a central
database along with all other call data. Call Recorder data is available
remotely from the Web Portal or locally from the Collection Server.

The sections below introduce IPS and Firewall Policy definition. Separate,
detailed guides for defining and managing each type of Policy are also
provided in your ETM System documentation set. Although the look and
feel is similar for all Policies, the purpose and approach to effective
development of each is very different. So is the way in which the ETM
System processes each type of Policy. It is important that you refer to the
guide for the type of Policy you are developing to familiarize yourself with
these concepts.

The instructions below provide a Quick Start for defining a VVoice Firewall
Policy. For detailed information and instructions, see the Voice Firewall
User Guide.

To create a Voice Firewall Policy
1. Open the Performance Manager.

2. Intree pane, right-click Firewall Policies and click New. The New
Policy dialog box appears.

New Policy

Palicy MNatme

K I Cancel | Help |
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3. Inthe Policy Name box, type a name to identify the Policy, and then
click OK. The Assign Span Groups dialog box appears.

nssign Span Groups
~Zelect Span Group
See the "Assigning a Include | Span Group I Installed Policy I
Span Group to a o |Span Group 1 |Defaurt |
Policy" in the Voice
Firewall User Guide
instructions for adding
Span Groups to an
existing Policy.
Ok | Carncel | Help |

4. Select each Span Group on which you want to be able to install the
Policy and clear the check boxes for Span Groups on which you do not

want the Policy installed, and then click OK.
The sample Policy

below shows the two e If the Span Group(s) you want to use have not yet been defined,
implied Policy Rules. If clear any unwanted check boxes and click OK to close this dialog
these are not visible, box and create the Policy. You can select Span Groups later.

you can show them ) ] _ ) o )

using the View menu. The Policy appears in the Policy Editor. The asterisk in the title bar

indicates it has not yet been saved. The Policy does not appear in the
tree pane until you save it.

Perfnrmance Manager : Server 1 (10.1.1.173) : admin

File Edit “iew Manage Policy Tools Window Help

@2 4|n|a|s|r|els]s 25|

irewvall Policies
Bl austin Policy 5 -
Dallas Palicy i Aﬂrlbutesl Infol

Galveston Palicy Mo.|  Call Direction I Source I Diestinstion I Call Type I Tirne I
ElHouston Foiicy & Outhound & Any £ Emergen. | € Any & Any
Housion “olP
Blsan Artonio - | ® Any S any © any S any © any
Default
PS Policies

Span Groups
Telco Configuration

Flatform Configuration Kl | LI

L-JFirewall Policy - Sample Firewall Policy*

5. Click the Save icon, or click File | Save. The Policy appears in the
Firewall Policies subtree.

6. Right-click in the blank area of the Policy and click Add Rule |
Bottom.
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Perfnrmance Manager : Server 1 (10.1.1.173) : admin

File Edit “iew Manage Policy Tools Window Help
. oo | = |
@2 4|n|e|q|r|e|s|z]=|5]
iresvall Policies L-JFirewall Policy - Sample Firewall Policy
Austin Policy S I : I I
Dallas Palicy Attributes | Info
Galveston Palicy Mo.| Call Direction I Source I Diestinstion I Call Type I Tirne I
BlHouston Palicy & Outhourd | © Any i Emergen... | © sny O tny
Housion “olP
Elsatple Firewal | © Any O Ay & Any © Any © any
San Antonio
Default
+HPS Policies = Add Rule » B Bottom
Span Groups T L ::
+Teloo Confiauration X 2] el
4 3| Rl | i

New blank Rule
added. Rules are
auto-numbered
according to their
order in the Policy and
identified by this
number in logs.

7.

A new Rule is added to the Policy with all of the fields at their defaults,
as shown below.

Q Firewall Policy - Sample Firewall Policy*®

Rules | attributes | nta |

Mo.|  Call Direction I Source Destingtion | Call Type I Titne I
* Outhound | € Any 3 Emergen... | & Any & fny

1 | & any S tny & tny & iny & Any
& any & Any & Any & any & any

To add a value to a field, right-click in the field. A menu of options for
that field appears. Select the applicable value. In any field in which you
do not want to specify a value, leave the default of Any.

Each Rule has the following fields that determine whether a call
matches and what actions occur when one does.

e Call Direction—The direction of the call: Inbound,
Outbound, or Any.

e Source—The originator of the call.
o Destination—The destination of the call.

e Call Type—The traffic type(s) to which the Rule applies. You can
also negate the Call Type field so the Rule applies to all call types
other than those specified in the field. To negate the field, add one
or more call types, and then right-click in the field and click
Negate.

o Time—The time(s) and day(s) the Rule is in effect. You can also
negate the Time field so the Rule applies at all times other than
those specified in the field. To negate the field, add one or more
times, and then right-click in the field and click Negate.

e Call Duration—The length of the call.
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IMPORTANT Rule
order is important in
Firewall Policies. See
the Voice Firewall User
Guide for a discussion
of Policy processing
and Rule order.

IPS Policy Quick
Start

All Spans in the Span
Groups assigned to a
given IPS Policy must
be in the same time
zone, because
Intervals are calculated
based on the Span’s
time zone.

o Attributes—Specific VolIP call attributes, which can include:
unknown codec, media timeout, excessive media rate, or signaling
anomaly.

e Action—Allow or terminate calls that match the Rule.
e Track—Natification and logging for calls that match the Rule.

e Install On—Which of the Span Groups assigned to the Policy are
to enforce the Rule. Any means all of the assigned Span Groups
are to enforce the Rule, or you can apply the Rule only to some
assigned Span Groups and not others.

¢ Comments—Optional notes about the Rule. Very useful for
identifying the purpose of the Rule for reference in archival
historical data and Reports.

Repeat Steps 6, 7, and 8 for each Rule in the Policy. When you are
done, click the Save icon, and then right-click the Policy in the
Firewall Policies subtree and click Install. The Policy is verified
and installed on the assigned Span Groups.

The instructions below provide a Quick Start for defining an IPS Policy. For
detailed information and instructions, see the Voice IPS User Guide.

To define an IPS Policy

1.

In the Performance Manager tree pane, right-click IPS Policies and
click New.

The New Policy dialog box appears.
New Policy

Palicy MNatme

K I Cancel | Help |

In the Policy Name box, type the name by which you want to identify
this Policy, and then click OK.

The Assign Span Groups dialog box appears.
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~Select Span Group
Inciude: | Span Group I Installed Palicy I
[ IP Spans
v Span Group 1
Ok | Cancel | Help |

In the Include column, select the check boxes for Span Groups on

which you want to install the Policy; clear the check boxes for any

Span Groups on which you do not want to install the Policy. By

default, all Span Groups on which the default Policy is currently

installed are selected. (If no Span Groups are defined, no check boxes
appear.)

e If one or more of the Span Groups on which you want to install
this Policy are not yet defined, you can add them later using the
Attributes tab of the Policy Editor.

4. Click OK.

The Policy appears in the Policy Editor. The asterisk in the title bar

indicates it has not yet been saved. New Policies do not appear in the

tree pane until they are saved.
L3 IPS Policy - Anomaly 2* I =] E3
Rules | attrioutes | infa |
M Call Dir...I Source |Destina...| Call Type I Titne: IService I Disposition | Call Du...l Threshold
Kl | |

5.

On the Performance Manager main menu, click File | Save. The new
Policy appears in the IPS Policies node of the tree pane. The red X
next to the Span Group name indicates the Policy is not installed.

= Palicies
[=] Anomaly 1
- " 'Span Group 1
[=] Anomaly 2
I—)‘(Span Group 2

Default
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6.

Add a Rule to the Policy. To add a Rule, right-click in the blank area

and click Add Rule | Bottom.

E-J1PS Policy - Anomaly 2%

Rules | attributes | nfo

M Call Dir... I FOUrCE |Destina...| Call Type | Titne: IService I Disposninnl Call Du...l

Threshald

1 |@Any|@'.&.ny|@.&ny|@.ﬂ\ny |@'Any|@.ﬁ.ny |@Any |@Any|2a‘\n’alues

J|

| |

A new Rule is added to the Policy with all of the fields at their defaults.

Define the fields as needed. The Thresholds field is undefined by
default and must be defined before the Policy can be installed. For any
field other than Threshold in which you do not want to specify a
value, leave the default of Any.

To add values to the fields:

Call Direction—Right-click in the field and click Inbound or
Outbound.

Source—Right-click in the field and click Add, and then click
the type of source you want to add: Listings, Filters, Groups,

Ranges, Wildcards, Subnets, No Source, or Caller ID Restricted
calls. You can add multiple sources of different types if needed.

- Ifyou click Filters, Groups, Ranges, Wildcards, or Subnets, a
dialog box appears containing the selected type of Object.
Click the items you want to add, and then click OK.

- Ifyou click Caller ID Restricted or No Source, it is added
to the Rule.

- Ifyou click Listings, the Listing Search dialog box
appears. Search for the Listing(s), and then select them in the
Results window and click Add. See "Searching for a
Directory Listing" on page 112 for instructions for using a
simple or advanced search to locate Listings.

Destination—Right-click in the field and click Add, and then
click the type of destination you want to add: Listings, Filters,
Groups, Ranges, Wildcards, or Subnets.

- If you click Filters, Groups, Ranges, Wildcards, or Subnets, a
dialog box appears containing the selected type of Object.
Click the items you want to add, and then click OK.

- Ifyou click Listings, the Listing Search dialog box
appears. Search for the Listing(s), and then select them in the
Results window and click Add. See "Searching for a
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For instructions for
defining Durations, see
“Durations” on page
87.

Directory Listing" on page 112 for instructions for using a
simple or advanced search to locate Listings.

Call Type—Right-click in the field and click Add. The Call
Types dialog box appears.

- Click the call type(s) you want to add, and then click OK.

- To negate the call type field so it applies to all types other than
those listed, after adding one or more call types, right-click in
the field and click Negate.

Time—Right-click in the field and click Add. The Times dialog
box appears.

- Click the Time you want to add to the Rule, and then click
OK. See "Times" on page 83 for instructions for defining
Times and Time Groups.

- To negate the Time so that the Rule applies at all Times other
than the one specified, after adding a Time, right-click in the
field and click Negate.

Service Types—Right-click in the field and click Add. The
Service Types dialog box appears.

- Click one or more Service Types to add to the Rule, and then
click OK. See "Service Types" on page 92 for instructions for
defining Service Types.

- To negate the Service Type so that the Rule applies to all
Service Types other than those specified, after adding a Service
Type, right-click in the field and click Negate.

Dispositions—Right-click in the field and click Add. The
Dispositions dialog box appears. Click one or more termination
dispositions, and then click OK.

Call Duration—Right-click in the field and click Add. The
Durations dialog box appears. Click a Duration, and then click
OK. In IPS Palicies only, you can add a "less-than" < operator to
the Duration field. The default is "greater than or equal to" 2. To
apply "less than," right-click in the Call Duration field and click
<. (Does not apply to Firewall Policies; their Duration field
always denotes "greater than or equal to" 2.)

Threshold—You must define the Threshold field before the
Policy can be installed.

a. Right-click in the field and click Edit. The Threshold
Properties dialog box appears.
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ErdThreshold Properties E

-Threshold Valuesdnts—————
I Eoun I =
[ Durstion I 00 Hours 01 Mins ﬂ

[~ Cost | 1 3:

Billng Plan |Detaut Biling Folicy = |

Interval ITest LI

Ok I Cancel | Help |

In the Threshold Values/Units area, select one or more of
the following:

Count—To set a threshold based on the number of calls that
match the Rule, select Count, and then type or select a
number.

Duration—To set a threshold based on the cumulative
duration of calls that match the Rule, select Duration, and
then type or select the duration in hours and minutes.

Cost—To set a threshold for the cost of calls that match the
Rule, select Cost, and then type the whole dollar limit and
select the Billing Plan to use to calculate the cost. See "Billing
Plans™ on page 95 for instructions for defining Billing Plans.

In the Interval box, click the down arrow and select the time
Interval over which the accumulations are to be tracked. See
"Intervals" on page 88 for instructions for defining Intervals.

Click OK to save the changes and close the dialog box.

By default, greater than or equal to 2 is applied to the
Threshold. To specify less than, right-click in the Threshold
field and click <.

Repeat steps 6 and 7 for each Rule in the Policy.
Click File | Save.
10. Click Policy | Install to install the Policy on the Spans.
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Objects

Directory entities are
discussed separately in
"Directory Manager"
beginning on page
107.

Contacts

Objects Used in the ETM® System

The ETM System provides various types of Objects that are used in
Policies, Filters, and Reports. An Object is a “container” that holds a set of
information that you can then use as a single unit to perform a task.
Examples include Contact Objects, which contain a person’s email contact
information, and Time Objects, which identify one or more time ranges.
Group Objects can hold other Objects. For example, a Contact Group
Obiject can hold multiple Contact Objects as a set, such as all telecom
managers.

Some of these Objects are predefined and cannot be user-modified, such as
Call Types and SNMP Tracks. Other Objects are user-defined with
information specific to your organization. User-defined Objects include
Contacts, Email Tracks, Times, and others.

User-defined Objects "belong" to the Management Server you are logged in
to when you define them. After they are defined, Objects are available for
reuse throughout the ETM System applications. For example, a Time
Object can be inserted into Voice Firewall Policy Rules to specify the
time(s) when the Rule is to be enforced, and can also be used to define
filters to tailor report content in the Usage Manager.

Some default user-definable Objects are included with the ETM System,
such as the Business Hours Time. These Objects are used in some
predefined Usage Manager Reports. You can modify these Objects to suit
your business practices. Caution If you delete the default Objects used in
predefined Reports, the Reports that use them will no longer be properly
defined.

The sections below provide instructions for defining the Policy-related
Obijects defined in the Performance Manager. You must have the Access
Policy Features user permission to create or modify these components.

Contacts specify email information for people to be notified about various
aspects of ETM System operation. Contacts are used in email notification
Tracks. For example, you might want your system administrator to be
notified when an ETM System security event occurs, such as three failed
login attempts or a Telnet login. And you might want your telecom manager
to be notified if a telecom-related system event occurs, such as if the D
channel on a PRI trunk goes down.
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You must have
Access Policy
Features permission to
create or modify
Contacts.

Defining a
Contact

To accomplish this, you define a Contact for each of these people and then
use those Contacts to define Email Tracks for your system administrator
and your telecom manager. You then use those Tracks in Policies and
System Events as needed to generate notifications.

Each Contact specifies a single email address. Multiple Contacts can be
grouped into a Contact Group to aid in Contact management.

To define a Contact

1. On the Performance Manager main menu, click Manage | Contacts.
The Contacts dialog box appears.

L] Contacts

e Ancther contact (tennis@securelogix.com)
~off} Test Contact (ji@slc.com)
e Test contact (tennis@securelogix.com)

Close | Help |

2. Right-click in the dialog box and click New | Contact.

The Contact Properties dialog box appears.

Enntact Propetties [ x|

Manme

Comments

Emnail Address I

CK I Cancel | Help |

3. Inthe Name box, type a unique, descriptive name for the new Contact,

up to 28 characters and spaces in length. For example, type:
Telco Manager.

Note that the name is case-sensitive. That is, "Sysadmin" and
"sysadmin™ are treated as two unique names.
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Grouping
Contacts

Optionally, in the Comments box, type a comment up to 100
characters and spaces in length.

In the Email Address box, type the email address to which a
notification is to be sent.

Click OK. The new Contact appears in the Contacts dialog box.

Contact Groups aid in Contact management. Contact Groups work much
like email alias groups—you group Contacts with similar interests or
functions. This simplifies the task of adding like Contacts to a Track. A
Contact Group can be used anywhere an individual Contact is used.

To group Contacts

1.

On the Performance Manager main menu, click Manage | Contacts.
The Contacts dialog box appears.

Right-click in the dialog box and click New | Group.

The Contact Group Properties dialog box appears.

Mame I
Comment I
Matingroup———————————— Angroup—————————

ﬂ Karla Marsh (Docsi@se
f‘} Pat Doe (etmserverdy:
‘3 Security Team (etmser
ﬂ Sue Stth (etmzerverd

<| I 3
ik I Cancel | Help |

In the Name box, type a unique, descriptive name for the new Group,
up to 28 characters and spaces in length. For example, type:
ETM System Administrators

= Remove

€ Bob Jones (etmserveri™
Add= |
ﬂ Finance Directar (etins:

As with most items in the ETM System, the name is case-sensitive.

Optionally, in the Comment box, type a comment up to 100
characters and spaces in length.

In the Not in group box, click the name of each Contact you want to
add to the Group. To select multiple items, hold down CTRL or SHIFT
while clicking.

Click Add to move the selected name(s) to the In group box.

Click OK. The new Group appears in the Contacts dialog box.
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Tracks

You must have
Access Policy
Features permission to
create or modify
Tracks.

Defining an Email
Track

If you need to change
information for an
email Track, right-click
the Track, and then
click Edit.

A Track defines one or more follow-up actions that can be executed in
response to a specified event—for example, when a call matches a Voice
Firewall Policy Rule or a T1 Span is in telco alarm. Email Tracks can also
be used in the Usage Manager to send scheduled reports as attachments.
The ETM System provides five types of Tracks. Email Tracks are user
defined. Log, SNMP, Syslog, and real-time alert Tracks are predefined and
cannot be user-modified.

The subject and content of Email and Real-Time Alert Policy Track
messages are defined by a file named delivery.properties, located in the
ETM® System installation directory. See the ETM® System Technical
Reference for instructions for modifying this information.

To define an Email Track

1. On the Performance Manager main menu, click Manage | Tracks.
The Tracks dialog box appears.

=&l Email Alert
=& ETM Admin
---E& HR.Admin
~[@] sysLoG

-2k IT Security
-2k Sales Manager
-2k Telco Magr
@‘ Log

:;@\ Realtimealert
e

OK | Cancel | Help |

2. Right-click in the dialog box, and then click New Email. The Email
Track Properties dialog box appears.
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If you need to change
information for a
Contact, click the
Contact in the Email
Track Properties
dialog box, and then
click Edit.

To add multiple

Contacts at once, hold

down CTRL or SHIFT
while clicking.

Times

Email Track Properties E3

IMatne I

Camment I

-Cortacts Mot Included —————— “Contacts Included ———————

Add=
€ Eob Jones (etmserveri®

‘3 Finance Director (etms:
‘3 Karla Marzh (Docsibse
f‘} Pat Doe (etmzerverdy:
ﬂ Security Team (etmser
‘3 Sue Smith (etmzerverd _

1| I 3
OK I Cancel | Helg |

3. Inthe Name box, type a unique identifier for this Email Track.

i

= Remove

M.

Edlit....

4. Optionally, in the Comment box, type a comment providing
additional information about the Email Track.

5. Inthe Contacts Not Included box, click a Contact, and then click
Add. All of the Contacts defined on this Server appear in this dialog
box. If a Contact you want to add has not yet been defined, you can do
that on the fly by clicking New in this dialog box. See "Defining a
Contact"” on page 80 for instructions, if necessary.

6. Click OK. The new Email Track appears in the Tracks dialog box.

Before the ETM® System can send email, an email server and an email
Reply-to address must be specified. See "Specifying an Email Server" in
the ETM® System Administration and Maintenance Guide, if necessary.

Times are used for the following purposes:

e In ETM® System Policies to specify call days/times at which Rules
apply.

e In filters for logs and reports to limit the information to specific
days/times.

The default Business Hours Time defines business hours as 8:00 AM to
noon and 1:00 PM to 5:00 PM Monday through Friday. You can edit this
Time Obiject to apply to your business hours, if different, and the change
will automatically apply to all report elements and Policies using this
component.
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Defining a Time To define a Time
1. On the Performance Manager main menu, click Manage | Times. The

You must have Times dialog box appears.

Access Policy

Features permission to
create or modify (1) Business Hours

Times.

Close | Help |

Right-click in the white area of the dialog box, and then click New |
Time. The Time Properties dialog box appears.

Mame I

Comment I

Ok I Cancel | Help |
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Click the General tab.

In the Name box, type a descriptive identifier for the Time, up to 28
characters and spaces in length.

Optionally, in the Comment box, type a comment up to 100
characters and spaces in length.

In the upper-most From box in the Time of day area, type the start
Time, in 24-hour format (00:00-24:00), of the first period. In the
adjacent To box, type the time this period ends.

You can specify a maximum of three different start and stop periods.
For example, the default Business Hours Time specifies 08:00 to
12:00 and 13:00 to 17:00, so that the lunch hour is not included. To
create an Off-Hours Time, you might specify 17:00 to 24:00, 00:00 to
08:00, and 12:00 to 13:00.

Repeat Step 6 for additional periods if needed.
Click the Days tab.

Time Propetties

-Diarys specification

General

" any " Day in manth ™ Day in week

-Days in month
1 I~z ] I~ 4 I~ = I~ E v
| ] I s ] = Iz R e
[~ 15 [1E [T I [~ 18 [~ /20 =21
I~ 2z [~ 23 [~ 24 I~ 25 I~ 26 [~ zr [~ 25
| ] I~ a0 il

~Marith | rDayinweek
| I~ Man [~ Tue I~ iz
I~ Thu I~ Fri I~ sat
EI'Sun

i aliig] Jan v

Ok I Cancel | Help |

By default, the Time applies to all days. Do one of the following:

e Ifthe Time is to apply on all days, click leave the default of Any
selected and click OK to save the changes and close the dialog
box.
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Defining a Time
Group

To select multiple
items, hold down CTRL
or SHIFT while
clicking.

e If the Times apply only on certain dates in a specific month, select
Day in month in the Days specification area and then:

a. Inthe Month area, select the appropriate month.

b. Inthe Days in month area, select as many check boxes as
needed to define the days of the month that the Times apply.

e Ifthe Times apply only to specific day(s) of the week, select Day
in week in the Days specification area and then select the
check boxes for the day(s) to which it applies.

8. Click OK. The Time appears in the Times dialog box.

To define a Time Group

1. On the Performance Manager main menu, click Manage | Times. The
Times dialog box appears.

2. Right-click in the dialog box, and then click New | Group. The Time
Group Properties dialog box appears.

Time Group Properties E
IMatne I
Camment I
Matingroup———————— Ingroup————
@ Afterhours
i A= |
@ Buziness Hours
@ Wieekend
= Remove |

OK I Cancel | Helg |

3. Inthe Name box, type a descriptive name for the new Group, up to 28
characters and spaces in length.

4. Optionally, in the Comment box, type a comment of up to 100
characters and spaces.

5. Inthe Not in group box, double-click each Time you want to add to
the Group. The selected Times move to the In group box.

6. Click OK. The new Time Group appears in the Times dialog box.
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Durations

Defining a
Duration

Durations are used in Firewall and IPS Policies to apply Rules based on the
length of calls.

To define a duration

1.

In an open Firewall or IPS Policy, right-click in the Duration field of
the Rule to which you want to apply a duration and click Add.

The Durations dialog box appears.

Ck Cancel | Help |

Right-click in the white area of the dialog box and click New
Duration. The Duration Properties dialog box appears.

Duration Propetties

Duration I 00 Hours 00 Mins 3:
(828 I Cancel | Help |

Type or select the number of hours and/or minutes to represent a call
length.

Click OK. The duration appears in the Durations dialog box. Once a
duration is added to this dialog box, it is available for use in any
Firewall or IPS Policy Rule.

Do one of the following:

e To add the new duration to the Rule and close the Durations
dialog box, click OK.
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e Toclose the Durations dialog box without adding any durations
to the Rule, click Cancel. The durations have already been created
and remain in the dialog box; this simply cancels adding one to the
Rule. This is useful if you want to define a number of durations at
one time for later use in Policies.

Intervals Intervals define a contiguous range of time. They are used in IPS Policies to
define the period over which an IPS threshold is monitored. They are also
used in Usage Manager Reports and in time-based filters. The maximum
period an Interval can cover is one week. Two types of Intervals are
available: week or day. You can also partition each week or day Interval by
hour, into hour subintervals.

See the IPS User
Guide for a detailed
understanding of IPS
Policies.

Week Interval—A week Interval can be any subset of a week and
cannot exceed one week in duration. The time range must be
contiguous and can be specified to the minute. For example:

Calendar week: Starts Sunday at 00:00 and ends Saturday at 24:00.
Workweek: Starts Monday at 00:00 and ends Friday at 24:00.
Weekend: Starts Friday at 19:00 and ends Monday at 08:00.

Long Saturday: Starts Friday at 19:00 and ends Saturday 24:00.

Day Interval—The day Interval can be any subset of the days of the
week and can be specified to the minute. The days selected do not have
to be contiguous, but the hours within each day must be contiguous and
the same hours apply each day. For example:

Workdays: 8:00 to 17:00 Monday through Friday.
Workday Lunchtime: 11:45 to 1:15 Monday through Friday.

Mon, Weds, and Fri mornings: 08:00 to 12:00 Monday, Wednesday,
and Friday.

Tues/Thurs afternoons: 12:00 to 17:00 Tuesday and Thursday.

Hour subinterval—Day and week Intervals can be divided into
hourly subintervals. An hour subinterval must start at the top of an hour
and last the full hour. For example:

Weekend hours: Each one-hour period from Friday at 17:00 to Monday
at 08:00. (Uses either a Day or Week Interval.)

Workweek hours: Each one-hour period from 08:00 to 17:00, Monday
through Friday. (Uses a Day Interval.)

Nighttime hours: Each one-hour period from 17:00 to 08:00, Sunday
through Saturday. (Uses a Day Interval.)
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Predefined A number of predefined Intervals are provided with your ETM® System.
Intervals These Intervals are used in some predefined Reports and can be used in IPS
Policies. The following predefined Intervals are included:

Business Hours 8:00 AM -5:00 PM Mon-Fri

Business Hours, By Hour  Business Hours with hourly subintervals
Daily 12 AM - 12AM Sun-Mon

Week Nights 5:00 PM - 8:00 AM M-Th

Week Nights, By Hour Week Nights with hourly subintervals

Weekend 5:00 PM Friday - 8:00 AM Monday
Weekend, By Hour Weekend with hourly subintervals
Weekly 12:00 AM Monday - 11:59 PM Sunday
Weekly, By Hour Weekly with hourly subintervals
Defining an To define an Interval
Interval 1.  On the Performance Manager main menu, click Manage | Intervals.

The Intervals dialog box appears.

2. Right-click in the white area of the dialog box and click New Interval.

The Interval Properties dialog box appears.

Objects Used in the ETM® System e 89



Interval Properties

Name“

Recurrence (0 Weekly O Daily [ Hour subirterval

Commerrtl

StartISun L"

12:00 Ak

Mon [ Tue | wed | Thu [ Fi | sa

J EndISun L” LI Durationl J
|

r r r r r r

1:00 Abd

2:00 A

300 Ak

4:00 Abd

S:00 Ahd

5.00 Ak

700 Abkd

G:00 Ahd

2.00 Ak

10:00 Abd

11:00 Ak

1200 P

100 Prd

200 P

300 P

4.00 Prd

000 Pt

500 Prd

700 Prd

00 P

900 Prd

10:00 Phd

11:00 Pt

Ok I Cancel | Help |

In the Name box, type a unique identifier for this Interval.

Optionally, in the Comment box, type a comment to provide

information about the Interval.

Do one of the following, according to the type of Interval you are

defining:

Week Interval

a.
b.

In the Recurrence area, select Weekly.
Select the duration of the Interval in one of the following ways::

Use the Start and End fields: In the Start and End boxes,
select the day of the week and the time of day on which the

Interval is to start and end. The graphic area and the Duration box
automatically update to match the selected days and times.

Specify Start day/time and duration: In the Start box, select
the day of the week and time of day at which the Interval is to start,
and then type or select the duration in the Duration box. The
graphic, Start, and End boxes automatically update to reflect the
selection. Use this approach if you want a full week. For example,
to specify Sunday at 12:00 AM to the following Sunday at
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Tip: You can select a
contiguous time over
multiple days by
SHIFT-clicking the
days of the week
headings.

Tip: Check the Start
and End fields to
ensure that you have
selected the correct
time range. You can
easily fine-tune the
Interval by modifying
the Start field; the End
field will automatically
update to retain the
same span of time.

Midnight, select Sunday 12:00 AM in the Start fields and select
168 in the Duration field.

Highlight the graphic: In the graphic area, click in the cell for
the time and day at which the Interval is to start, and then hold
down the left mouse button and drag your cursor to the cell
representing the hour and day at which the Interval is to end. The
Start, End, and Duration boxes update to reflect the selection.
The check box for the day the Interval starts is selected. That is, if
you click in the Thursday 2:00 PM cell and drag to Monday at 8:00
AM, the Interval begins on Thursday and ends Monday, so the
Thursday check box is selected.

If you want hourly subintervals of the time you selected, select the
Hour subinterval checkbox. Note that if you have specified the
start or end time in minutes rather than the top of an hour, when
you select Hour subinterval, the start and end times reset to the
top of the displayed hour (that is, a start time of 1:45 becomes
1:00). This is because hourly subintervals represent one whole
hour from the top of the hour.

Day Interval

a.
b.

In the Recurrence area, select Daily.
Select the duration of the Interval in one of the following ways::

Use the Start and End fields: Select the checkbox for the first
day the Interval is to apply. In the Start and End boxes, type or
select the time of day on which the Interval is to start and end. The
graphic area and the Duration box automatically update to match
the selected days and times. Then select the checkboxes for the
other days on which the Interval applies, if any. The time is
automatically applied, since it must be the same on all days.

Specify the Start Day/Time and Duration Select the
checkbox for the day of the week on which the Interval is to start,
and then type or select the Start time and the Duration. Then select
the checkboxes for the other days on which the Interval applies, if
any. The time is automatically applied, since must be the same on
all days.

Highlight the graphic: In the graphic area, click in the cell for
the time and day at which the Interval is to start, and then hold
down the left mouse button and drag your cursor to the cell
representing the hour at which the Interval is to end. Then select
the checkboxes for the other days on which the Interval applies, if
any. The time is automatically applied, since must be the same on
all days. The Start, End, and Duration boxes update to reflect
the selection.
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Service Types

Default Service
Types

c. If you want hourly subintervals of the time you selected, select the
Hour subinterval checkbox. Note that if you have specified the
start or end time in minutes rather than the top of an hour, when
you select Hour subinterval, the start and end times reset to the
top of the displayed hour (that is, a start time of 1:45 becomes
1:00). This is because hourly subintervals represent one whole
hour from the top of the hour.

Service Types are used to map each Call Label defined in the Spans' Dialing
Plans to a class of service for cost accounting. After you have defined the
necessary Service Types, you define one or more Billing Plans to associate
each Service Type with a cost. These Billing Plans can then be used to run
billing reports and define IPS Policies based on cost. Each label can be used
in only a single Service Type, but a Service Type can be used in more than
one Billing Plan.

Default Service Types are defined for several default Call Labels. You can
modify these if the Call Labels in your Dialing Plans differ and create your
own Service Types as needed.

The table below lists the predefined Service Types.

Service Type Dialing Plan [ Denotes
Call Label

Toll-free Calls FREE Toll-free calls

Tolled Calls TOLL NANP toll calls to numbers in the following area codes: 500, 533,
600, 700, 880..882, 900, 976

International Calls | INTL International calls

Long Distance LD Long-distance calls

Calls

Local Calls LOC Local calls

Unknown UNK Calls for which the relationship between called and calling number
cannot be determined. Occurs when the source for an inbound call or
the destination for an outbound call is unavailable.

You may need to adjust your Dialing Plan to ensure that the Call Labels for
which you want to define Service Types occur in the Dialing Plan. The Call
Labels in use in the Dialing Plans on your Spans can be viewed in the Call
Details field of logs and reports, or in the Dialing Plan files.
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Defining a
Service Type

To define a Service Type
1.

On the Performance Manager main menu, click Manage | Service

Types. The Service Types dialog box appears.

=] Mot-Local Calls
5 International Calls
= Long Distance Calls

 Local Calls

* Mew Toll Service
: Toll-free Calls

: Tolled Calls

s Unknown

Close | Help |

2. Right-click in the white area of the dialog box and click New |

Service Type.

The Service Type Properties dialog box appears.

5ervi|:e Type Properties

Mame I

Commert I

Call Detailz String |

Ok I Cancel

| Helg |

This name appears in logs,
dialog box.

4. Inthe Comment box, opti

In the Name box, type a unique name to identify this Service Type.

reports, Policies, and the Service Types

onally type a comment. A comment can

consist of up to 255 alphanumeric characters.
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Creating a
Service Type
Group

In the Call Details String box, type a string that matches a Call Label
exactly as it appears in the Call Details field of the Call Log when a
call is processed. The string is case-sensitive and can contain up to 20
alphanumeric and special characters except the pipe | symbol and
single/double quotes.

The string in each Service Type Object must be unique, must
match the Dialing Plan entry exactly, and is case-sensitive. That is,
you cannot define two Service Types for the string INTL, and the
strings INTL and intl are treated as unique. If you need different
Service Types for different locales, you must first define custom,
case-sensitive labels in your Dialing Plans and then define Service
Types for each.

Some Dialing Plan sections produce an entry such as the
following: LD,CONUS. A separate Service Type for each of these
results is needed if you want to associate a cost with them. The
string LD will not match a value of LD,CONUS in the Call
Details field, nor will the string LD,CONUS match a value of LD
in the Call Details field.

Service Type Groups are used to organize Service Types. Note that only
individual Service Types can be used in Billing Plans; Service Type Groups
cannot be used in Billing Plan Rules.

To create a Service Type Group

Right-click in the Service Types dialog box and click New | Group.

The Service Type Group Properties dialog box appears.

SErvil:e Type Group Properties E

Mame I

Comment I

Mt ity g oug I group

-%‘E Long Distance Calls
‘%: Mewy Toll Service
(5] Man-Lacal Calls
s Tall-free Calls

s Tolled Calls

‘%: Unknoseen

‘%5 Irternational Calls
% Local Calls 2l - |

= Remave

Ol I Cancel | Help |

In the Name box, type an identifier for the Group. Note that the Name
is case-sensitive: Toll-free calls and Toll-free Calls would be
created as two distinct Objects.
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Billing Plans

You cannot use a
Service Type Group in
a Billing Rule.

Important
Considerations
for Billing Plans

4. Optionally, in the Comment box, type a comment.

5. Inthe Not in Group box, click a Service Type you want to include in
the Group, and then click Add. The Service Type moves to the In
Group box.

6. Repeat until you have added all the Service Types you want in the
Group, and then click OK.

A Billing Plan associates Service Types with costs for call accounting. A
Billing Plan consists of a set of Billing Rules; each Billing Rule associates a
specific Service Type with a cost. Within a Billing Plan, each defined
Service Type can be associated with a single cost. However, you can create
multiple Billing Plans, and a given Service Type can be assigned different
rates in different Billing Plans. For example, one rate for LD calls might
apply on one set of Spans, while another might apply on a different set of
Spans. You can define separate billing Policies to use when dealing with
data from each of these Spans.

A Billing Rule specifies either a cost per minute or a fixed cost per call that
applies to the selected Service Type. If cost per minute is used, rounding
criteria and duration method—whether the cost begins to accrue when the
call goes off-hook or when it is answered—are also specified. You can
define a variety of Billing Plans and Rules to suit your internal call
accounting requirements. The Default Billing Plan contains predefined
Rules for each of the default Service Types in the NANP Dialing Plan, but
they do not contain a cost until you edit them to suit your environment.

Several important points must be considered when defining and using
Billing Plans:

e Only one billing rate can be specified per Service Type and each
Service Type must contain a unique string. For example, by default,
INTL denotes an international call. However, not all international calls
have the same billing rate. If you want to create a Billing Plan that
addresses multiple international rates, you need to add custom, locale-
specific Call Labels to your Dialing Plan and then define Service Types
based on them. See the ETM® System Administration Guide for
instructions for editing and installing Dialing Plans.

e When you define a Billing Rule for a given Service Type, the rate you
assign applies at all times of day.
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e If the Call Labels in the Dialing Plan are modified, be sure to update
your Service Types to reflect the changes, or Billing Plans based on the
outdated Call Labels will be invalid.

e Billing plans can be valuable for tracking costs and comparing actual
call traffic with the charges assessed by your provider. However, inputs
that vary from the actual Billing Plan your provider uses produce
results that do not reflect actual charges. Therefore, no guarantee that
results are accurate is expressed or implied.

Defining a Billing Before you begin defining a Billing Plan, be sure you have defined the
Plan Service Types to be used in it. Service Types are predefined for the default
Call Labels in the default NANP Dialing Plan.

You cannot define Service Types from within the Billing Plans dialog
box. For instructions for defining Service Types, see "Defining a Service
Type" on page 93.
Billing Plans cannot be
put into groups,
because they can only
be used singly. 1. On the Performance Manager main menu, click Manage | Billing
Plans. The Billing Plans dialog box appears.

Q Billing Plans E
[#] Defautt Biling Plan
[#] Upgraded Biling Plan 1
Lingraded Billing Plan 2
[#] Upgraded Eiling Plan 3

To define a Billing Plan

Edit. .. Chrl+E
Mews Billing Plan..,  Ctr+B

Remove From group CerlH-R

Delete Delete
Search... S
Sort.., ChrlHO
Report 3
Classic vigw Cerl+L

Close | Help |

2. Right-click in the white area of the dialog box and click New Billing
Plan. The Billing Plan Properties dialog box appears.
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BiIIing Plan Properties

Natne I

Carmment I

Service Type VI tlethodd Round To Duration | Rate |

Acdcd Edlit Remoyve |
(a9 I Cancel | Helg |

In the Name box, type a unique identifier for the Billing Plan. Note
that the Name field is case-sensitive: Home office and Home
Office would be created as two distinct Objects.

Optionally, in the Comment box, type a comment. A comment can
consist of up to 255 alphanumeric characters.

Click Add. The Billing Rule Properties dialog box appears.

E3Billing Rule Properties

Service Type IInternationaI Calls LI

Method

RoundTo [ 12 [rinutes -]
Duration |OFf Hook -]
Rate | 0.0000 =

(a4 I Cancel | Help |

In the Service Type box, click the down arrow and select the Service
Type for the Billing Rule. All of the defined Service Types appear in
the drop-down list. For instructions for defining Service Types, see
"Defining a Service Type" on page 93.

In the Method box, choose a method for rounding the cost: Fixed
means the rate represents the cost per call. Exact means no rounding
occurs; Round results in classic rounding; Round Up means the cost
is always rounded up to the nearest unit selected in the Round To box;
Round Down means the cost is always rounded down to the nearest
unit.

(Not applicable if you selected Exact or Fixed, since no rounding
occurs) In the Round To boxes, specify the rounding unit:

a. Inthe first box, type or select a number from 1 to 32767.
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10.

11.

12.
13.

b. Inthe second box, select the unit to which the cost is to be
rounded: Minutes or Seconds.

For example, if you want the cost rounded to the nearest 5 seconds, you
would select 5 in the first box and Seconds in the second box.

(Does not apply if you selected Fixed) In the Duration box, click the
down arrow and select how duration is to be calculated for assigning
cost to this Service Type: Off Hook means that cost accrues from the
time the phone goes off hook; Answered means that cost accrues
from the time the call is answered.

In the Rate box, type or select the billing rate for this Service Type. If
you selected Fixed, this rate applies per call. If you selected any other
method, this rate applies per minute.

Click OK. The Billing Rule appears in the Billing Plan Properties
dialog box.

Repeat steps 5-11 for additional Service Types as needed.

When you have added all of the applicable Service Types to the Billing
Plan, click OK. The Billing Plan appears in the Billing Plans dialog
box.
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Subnets a A Subnet, which consists of an IP address and netmask or prefix length,
is used as a "Wildcard" to match multiple IP addresses. For example, the
IPv4 subnet (10.1.1.0 / 255.255.255.0) matches any of the internal IP
addresses in the 10.1.1.x network. You can use subnets in IPS and Firewall
Policies to apply the Rules to all calls in a given subnet.

Defining a Subnet  To define a Subnet

1. On the Performance Manager main menu, click Manage | Subnets.
The Subnets dialog box appears.

—_E_ Internal (192.168.1010/255.255.255.0)

Cloze | Help |

2. Right-click in the dialog box and click New.

The Subnet dialog box appears.
5ubnet

Mame I

Comments I

Subnet

éIPAddress I
s =]
l (o] 4 I Cancel | Help |

3. Inthe Name box, type a unique identifier.

4. Optionally, in the Comments box, type a comment.
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Grouping
Subnets

In the IP address box, type the IP address (IPv4 or IPv6)..
In the drop-down box, select Mask (IPv4 only) or Prefix.
o If you select Mask, type the subnet mask.

o If you select Prefix, type the prefix length.

Click OK to save the changes. The new Subnet a appears in the
Subnets dialog box.

To group Subnets

1.

On the Performance Manager main menu, click Manage | Subnets.
The Subnets dialog box appears.

Right-click in the dialog box and click New | Group. The Subnet
Group Properties dialog box appears.

Suhnet Group Properties

Marme I

Comment I

rMatingrowg———————— Pl

& irtemeal (192.168.10.10i255
| ® Test (1041 2550255 29525 e |

= remave |
s _'I

Ok I Cancel | Help |

In the Name box, type a name for the Group.

Optionally, in the Comment box, type a comment.

In the Not in Group box, double-click each Subnet you want to add to
the Group. The selected Subnets move to the In group box.

e Toremove a Subnet from the Group, double-click it in the In
group box.

Click OK.
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Media Timeouts
for VoIP Spans

See the Voice Firewall
User Guide for a
description of the other
values in the
Attributes dialog box.

A VolP Media Timeout is the amount of time with no media passing
through the Span, after which a call is considered to have timed out. The
value must be greater than 10 seconds. You can define Firewall Policy
Rules to prescribe actions based on Media Timeout values.

To define a Media Timeout

1. Right-click in the Attributes field of a Firewall Policy Rule and click
Add. The Attributes dialog box appears.

Unknown Codec
Excessive Media Rate
Sigraling Anarnaly

Ol Cancel | Help |

2. Right-click in the blank area of the dialog box and click New Media
Timeout. The Media Timeout Properties dialog box appears.

Media Timeout Properties

Duration I 00 Hours 00 Mins 3:
828 I Cancel | Help |

3. Inthe Duration box, type or select the length of time a call can have
no media before it times out. The maximum value is 999 hours, 59
minutes.

4. Click OK. The Media Timeout appears in the Attributes dialog box.

5. Click OK. The newly created Media Timeout is added to the Policy
Rule.
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Span Groups

You must have
Access Policy
Features permission to
create or modify Span
Groups.

See “Limit to the
Number of Phone
Numbers in Policies”
on page 39 for more
information.

Span Groups organize Spans into logical units according to circuit type and
Policy needs. Span Groups aid in Span management, much as trunk groups
are used for trunk management.

Before you can install Policies on Spans, you must place the Spans into one
or more Span Groups. Policies are installed on Span Groups rather than on

individual Spans. However, a Span Group may contain only a single Span if
appropriate. Only one Policy of each type can be installed on a Span Group.

When you move a Span into an existing Span Group on which user-defined
Policies are already installed, the Span automatically receives and begins
enforcing those Policies as follows:

e  The system checks to see whether all installed Policies will fit on the
Span. If all policies do not fit, the move fails and a message appears
onscreen.

o Ifall Policies do fit on the Span, a message dialog presents an alert that
this operation may result in one or more Policies being uninstalled prior
to installing the new Policy, that is; this operation will result in a
Priority Mode installation. You have the option to proceed with the
move, or cancel the move. If you choose to proceed with the move,
Policy installation occurs automatically, and any current Policy may be
uninstalled prior to installation of the new Policy.

IMPORTANT All Spans enforcing the same IPS Policy must be in the
same time zone, since IPS Policies apply to time Intervals.
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Creating a Span To create a Span Group

Group 1. Inthe Performance Manager tree pane, right-click Span Groups, and

then click Manage Span Groups. The Span Groups dialog box
appears.

Ly Span Groups

ﬁ IF Spans

ﬁ Span Group 1

The Unassigned Span
Group contains all L—
Spans that have not
yet been specifically
assigned to a group.
You cannot install
Policies on the
Unassigned Span
Group. The default
Policies are installed
on these Spans.

. i
%4 | Ina=z=signed

ey | Edit... | Delete |

Cloze | Helg |

2. Click New. The Span Group Name dialog box appears.

L73span Group Name E
Span Group name I
Ok | Cancel | Help |

3. Type a unique name for the Span Group. For example, you might
create a Span Group for all of the PRI Spans at your Houston campus
and name it PRI Spans-Houston. The name can consist of up to 50
characters and can include any special characters, spaces, digits, and
letters.

4. Click OK. The Span Group appears in the Span Groups dialog box
and in the Span Groups subtree of the Performance Manager tree
pane. The Span Group is empty until you move one or more Spans to it.
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Moving a Span to
a Span Group

IMPORTANT All
Spans in a Span Group
assigned to an IPS
Policy must be in the
same time zone. An
error message appears
if you try to move
Spans in a different
time zone to a Span
Group with an installed
IPS Policy, and the
Spans are not moved.

Span Groups appear in the Span Groups subtree of the Performance
Manager tree pane. Spans that have not yet been assigned to a Span Group
appear under the Unassigned node. Spans that belong to a Span Group
appear beneath that Group.

When you move a Span to a Span Group, it automatically receives any user-
defined Policies installed on the Span Group. See “Span Groups” on page
102 for more information.

To move one or more Spans to a Span Group

1. Inthe Span Groups subtree of the Performance Manager tree pane,
do one of the following to select the Span(s) to move:

e Right-click a Span, and then click Move Span(s).

e Hold down CTRL or SHIFT while selecting multiple Spans you
want to move to the same Span Group, and then right-click the
selection and click Move Span(s)

The Move Span(s) to Span Group dialog box appears.

Move Span{s) to Span Group E

Span Group 1
Span Group 2
Span Group 3
Span Group 4
Unazsighned

Lo | Cancel | Help |

2. Click the Span Group to which you want to move the Span(s), and then
click OK.
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Renaming a Span
Group

Deleting a Span
Group

To rename a Span Group

1.

In the Span Groups subtree of the Performance Manager tree pane,
right-click the Span Group and click Edit Span Group Name. The
Span Group Name dialog box appears.

l735pan Group Name

Span Group name ISpan Group 3
(014 | Cancel |

In the Span Group name box, type the new name, and then click
OK. The name can consist of up to 50 characters and can include any
special characters, spaces, digits, and letters.

You cannot delete a Span Group that contains Spans. You must first move
the Spans to a different Span Group. You can move them to the
Unassigned Group or a user-defined Group.

To delete a Span Group

1.

Do one of the following:

e On the Performance Manager main menu, click Manage | Span
Groups.

e Inthe Performance Manager tree pane, right-click the Span
Groups subtree and click Manage Span Groups.

The Span Groups dialog box appears.

Click the Span Group you want to delete and click Delete. If delete
does not become available when you click the Span Group, the Span
Group still contains Spans. Note that you cannot delete the
Unassigned Span Group.
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Directory Manager

Understanding the Directory Manager

The Directory Manager is used to import and manage phone numbers in the
ETM® System.

The Directory contains the following types of entries, collectively referred
to as Directory entities:

Listings, consisting of a single telephone number and its identifying
information.

Filters, which define a set of criteria for including Listings. Any
Listings in the Directory that match the criteria are dynamically
included anywhere the filter is used.

Ranges, consisting of a consecutive series of phone numbers.

Groups, consisting of any combination of Listings, Ranges,
Wildcards, Filters, and/or other Groups.

Wildcards. Two different types of Wildcards are available:

- Phone Number Wildcards, which enable you to define Rules
or filters to match selected portions of a phone number (country
code, country and area code, Wildcards in the local number) rather
than all digits.

- URI Wildcards, which represent any portion of a URI.

Import Sets, which contain a set of Listings imported from a text file
or from an LDAP server.

Access Code Sets, which correlate dialing Access Codes obtained
from SMDR with Directory Listings.
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See "Import Sets" on
page 162 for detailed
information about
creating, managing,
and importing Listings
into Import Sets.

Defining a
Directory
Listing

Tip See "Assigning
Access Codes to
Listings" on page 159
for instructions for
associating an Access
Code with a Listing.

Directory Listings

A Directory Listing represents a single network user and the individual
phone number, URI(s), and identifying information associated with that
person or device. You can manually create Directory Listings, or you can
import them from a text file or LDAP source into an Import Set. The
Directory Manager can accommodate up to 1,000,000 Listings.

All Listings belong to an Import Set. Manually created Listings belong to
the Manual Set, while imported Listings belong to the Import Set into
which they were imported.

The procedure below explains how to manually define a Listing. See
"Import Sets" on page 162 for instructions for importing Listings from a
text file or an LDAP source.

To define a Directory Listing

1. Inthe Directory Manager tree pane, right-click Listings and then click
New.
Directury Manager : Server 1 (10.1.1.173}) : Userl [_ (O] x|
File Help
""" _Iw - Filker
[51-[| Filtet | = |
-] Graups Simple I Advanced |
[#-__] Ranges |
[ Wildeards [
[+ Access Code Sets | T Last Name I
-] Impart: Sets
I First Marme I
[ Phone Mumber I I I
| CC  Area Code
I~ Extension Type(s) [~ Data [T Fax [ s1u
[ [~ Maodem [ Vaice
I~ Department I
I~ Autharization Mumber I
Kl P i
2. The New Listing dialog box appears.
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Last Mame I URIs
First Marne I
Phone Murmber I_I I

CC  Area Code Lacal Murnber
Extension Typels) [~ Data [ Fax [~ sTU

[~ Modem [ “oice

Deparkment

Authorization Mumber

MMail Code:
Locatian
Sike

Cormments

] s

Enmnail

Cuskarn 1

Cuskarn 3

Import Set

| |
| |
I Cuskom 2 I
| |
| |
|

Shiew Memberships. . |

[~ Madifications require “access Palicy Features” permissior

Shiow Access Codes. ., |

ik I Cancel | Help |

3. The Last Name and Local Number fields are required. All other

fields are optional. Define the fields as follows:

o Last Name—Type the last name of the person to whom this
phone number belongs. If the Listing does not belong to a person,

type any descriptive string, such as 9" Floor Fax.

First Name—(Optional) Type the first name of the person to
whom this phone number belongs. If the Listing does not belong to
a person, you can type any descriptive string.

Phone Number—Type the phone number.

If the phone number is fully qualified: A fully qualified
number consists of a country code, area code, and subscriber

number.

a. Inthe Country Code field, type the 1-to-3-digit country
code.

b. Inthe Area Code field, type the 1-to-8-digit area code.

c. Inthe Local Number field, type the 1-to-36-digit

subscriber number.

If the phone number is a special number: Special
numbers are those that do not have an associated country code
and area code when seen by the Appliance, such as 911 (for
example, 311 is a special number in San Antonio, Texas, that
is used to dial City Public Service). For proper processing,
special numbers must be defined as such in the Dialing Plan.

In the Line Number field, type the digit string for the
special number.
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Department—(Optional) The department in which the person
works. The Department field can contain up to 100 characters
and spaces, including letters, digits, and special characters.

Authorization Number—(Optional) A PIN or any other
character string to be associated with this Listing, such as an
employee ID. The Authorization Number field can contain up
to 100 characters and spaces, including letters, digits, and special
characters.

Mail Code—(Optional) Manual routing code, if used, or any other
identifier you want to supply. The Mail Code field can contain up
to 100 characters and spaces, including letters, digits, and special
characters.

Location—(Optional) The physical location of the extension. The
Location field can contain up to 100 characters and spaces,
including letters, digits, and special characters.

Comments—(Optional) Type a comment of up to 255 characters
and spaces. The comment can contain any combination of letters,
digits, spaces, and special characters except commas.

Extension Type(s)—(Optional) Select the types of calls allowed
on this extension: Data, Fax, Modem, STU, and/or Voice.

Site—(Optional) The Site field can contain up to 100 characters
and spaces, including letters, digits, and special characters.

URIs—(Optional) You can define up to five URIs associated with
this Listing. To define a URI, click the New icon. The URI dialog
box appears.

furt
-l el 4

Service Uszer Domait [ Port [optional)

Ok I Cancel | Help |

Define the fields to match the URI you are denoting:
a. Inthe Service box, select either SIP or H.323.

b. Inthe User box, type the user for this URI.

c. Inthe Domain box, type the host string, either a fully
qualified domain name (e.g., securelogix.com) or a
numeric IPv4 address.

d. (Optional) If you are certain that your VolIP calls include a
port number, select the Port (optional) check box; in the
Port box, type the port number where requests are sent.
Typically, the Span does not specify a port. If this is the
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case in your environment, leave the Port check box
cleared.

e. Click OK.

e Email—(Optional) Type the person's email address. The Email
field can contain up to 100 characters.

e Custom 1, 2, and 3—(Optional) User-definable fields. These
fields can be named to suit your organization and can contain any
type of data your organization wants to include in Listings. If the
three fields below Email in your GUI bear different labels, they
have already been renamed. For instructions for modifying these
labels, see "Changing User-Defined Directory Listing Field
Labels" in the ETM® System Administration and Maintenance
Guide.

e Import Set—Not an editable field. Manually defined Listings
belong to the Manual Set of Listings.

e Modifications Require "Access Policy Features "
permission—Select this check box to restrict editing of this
Listing to users with Access Policy Features permission.

Click OK. If an existing Listing in the Manual Set has the same phone
number as the one you type, a prompt appears to confirm that this is
intentional. Manually defined Listings are not compared for uniqueness
against Listings in other Import Sets.
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Searching for a
Directory
Listing

Directory Manager : Server 1 (1

Since the Directory can contain up to 1,000,000 Listings, you cannot
browse through the Listings in the Listings node as you can with the
contents of the other Directory nodes. Instead, to locate a specific Listing or

set of Listings in the Directory, you use the Listing Search dialog box, as
shown below.

You can perform a simple search or an advanced search. Advanced search
criteria can also be saved as Directory Filters, which can be used in Policies,
report filters, and Listing searches.

0.1.1.173) : Userl

File Help

[Filker

_| Filters
-] Groups

| T sie

Simple |ndvanced|

-] Ranges ¥ Last Name Ismith I~ uRl l—
[ | Wildcards ) -

£ ] Access Code Sets ff ™ First Name | I~ Email I

t-{ ] Impart Sets ¥ Phane Mumber I*_ |210 I* I Custom 1 l—

I Extension Typeds) I~ Data " Fax [ sTu I~ Custorn 3 I

I Department
I™ Autharization Mumber
I Mail Code

I” Location

I~ Comments

Search | L

CC Area Code Local Mumber

I~ Custom 2 I

[~ Modem [~ Woice [~ Access Code I
|~ Access Code Set I,qustin Campus - l
[ Import Set IManuaI Set h l

[Result

éQuery returned 1 listing(s) at 03,/28,2006 12:20:36

Last Na...

“w | First Mame |Phone Mum. .. |Extension T... LRI Site Mail Code | Department

| [Smith

Pat +1(210)555. .. [Modem, Yoice |sip:psmith@... [Main Office Sales

| 21

Simple Search

The fields labeled
Custom 1, 2, and 3 in
this illustration and text
are user-definable and
bear whatever labels
your system
administrator has
assigned to them. See

You can use one or any combination of the following fields to locate
Listings: Last Name, First Name, Phone Number, Extension Type(s),
Department, Authorization Number, Mail Code, Location, Site, Comments,
URI, Email, Custom 1, Custom 2, Custom 3, Access Code, Access Code
Set, and Import Set.

You can use asterisks as Wildcards in any text field to denote unknown or
unimportant information. For example, in the illustration above, the
Country Code and Local Number fields contain asterisks, while the

the ETM® System Area Code and Last Name are specified. Therefore, all Listings
Administration and containing that Area Code and the Last Name Smith match the filter. If the
Maintenance Guide for Country Code and Local Number field had been left blank, only

instructions for
changing these labels.

Listings in which those fields were actually blank would match.

112 e Directory Manager



You can also use asterisks to denote parts of words or numbers. For
example, typing John* in the Last Name field would return all Listings
containing a last name beginning with John (Johnson, Johnston, Johns,
etc.). In the same way, typing *securelogix.com in the Email field
returns all Listings containing an email address ending with
securelogix.com. Or, to search for all Listings in the 561 exchange, you
could type 561 * in the Local Number field.

You can browse all of the Listings using a Wildcard search in the Last
Name field, but depending on the number of Listings in the Directory, this
may not be reasonable and you may want to more narrowly tailor your
search.

To perform a simple search

1. Inthe tree pane, click Listings. The Listing Search dialog box
appears in the application pane.

2. Type or select the information that retrieved Listings are to contain.
Refer to the explanatory text at the beginning of this topic for more
information.

3. Click Search. The results appear in the Results area. Only Listings
that contain all of the specified criteria are returned. Searches are not
case sensitive—SMITH and smith would both match the last name
Smith.

4. Do any of the following:

e By default, results are returned in batches of 100. If more than 100
results are returned, use the First Page, Next Page, Prev Page,
and Last Page buttons to navigate among the results.

- You can change the number of Listings returned per page via a
parameter in the ETMSystemConsole.cfq file. See the
ETM® System Administration and Maintenance Guide for
instructions.

e Tocreate a new Listing, click New.
e Toview or edit a retrieved Listing, click the Listing and click Edit.

e To view the Groups and Filters to which a Listing belongs, click
the Listing and click Edit to open the Listing dialog box, and then
click View Memberships.

e To view the Access Codes with which the Listing is associated,
click the Listing and click Edit to open the Listing dialog box,
and then click Show Access Codes.

e Toprintaretrieved Listing, click the Listing and click Print.

e Todelete a retrieved Listing from the database, click Delete.
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When you define advanced search criteria to locate Listings, you can also
save those criteria as a Directory Filter to use later to locate Listings in the
Directory, add Listings to Policy Rules, filter log displays, and define

reports.

Advanced Search

To perform an advanced search
1. Inthe Listing Search dialog box, click the Advanced tab.

Directnry Manager : Server 1 (10.1.1.173) : Userl
File  Help

rFilker

|| Filers

-] Groups

| ] Ranges

[ ] Wildcards

| ] Access Cade Sets
-] Import Sets

Simple

Lo ANy of Access Code Sets in the set { "austin Campus" }
Lo @ Any of Extension Type in the set { "Modem” }

Seatch IMadify Save As... Load. ..

rResults

Query returned 18 listing(s) at 03/28/2006 14:31:08
Last Ma... # | First Mame | Phone Mum... |Extension T... LRI Site I
Black. Bill +1{512)463... [Modem, Voice |sipiwblake@  [Branch Office |1
Blae il +1{512)463. .. [Modem, Voice |sipiwblake@  [Branch Office |1t
Burn Rob +1(512463.., [Data, Fax, ... lsipirburns@  [Branch Office |27

K 2] ] ,

2. Do one of the following:
e To reuse search criteria you have already defined and saved:

a. Click Load. The Load Filter Definition dialog box appears,
as shown on the following page.
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%
Accounting

Buziness Office
Dedicated Madems

Direct Sales

EFirter +1 co

{[Main Cffice
hManufacturing

Outbound Sales
Salez-Outbound

|Unused Mumbers

‘West Coast Branch Office

Ok | Cancel | Help |

b. Click the filter definition you want to use, and then click OK.

c. The filter criteria appear in the Advanced tab. You can load
multiple saved searches at once. You can also use a
combination of loaded filters and newly defined criteria to
specify the Listings to which the filter applies. See the bullet
below for instructions for adding new criteria.

d.  When you have specified all the search criteria, click Search.
The Listings that match appear in the Results box.

e To define a new set of search criteria, click Modify. The Filter
dialog box appears.

Filter
 Exclude

Figld INo Fitter h l Mocdity |

L 5]
I j‘

Figld IND Fitter b l Ifodity |

Ly 2

Ok I Cancel | Help |
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a.

To define the filter to exclude Listings that meet the criteria,
select Exclude; to define the filter to include all Listings that
meet the criteria, select Include.

In the Field box, click the down arrow. All of the fields in a
Directory Listing appear as options.

Select the field to which you want to apply a filter. The filter
dialog box for the selected field appears.

For example, suppose you want to include only Listings that
have the Modem extension type selected. Select Extension
Type. The Extension Type Filter dialog box appears.
Select Include, select Modem, and click OK. The criteria
appear in the Filter dialog box, as illustrated below.

Filter

" Exclude

Fieldl |E><tension Type ’I Moy |

El\,f of Extension Type inthe set { "Modem" }
4

2
I jv
Field IND Filter R I olify: |

L« 4

OK | Cancel | Helg |

Notice that both the Extension type filter dialog box and the
Filter dialog box have exclude/include check boxes. These
fields work together. For example:

Filter Dialog | Extension Filter | Result

Box Dialog Box

Include Include Modem Includes Listings with extension type modem.

Include Exclude Modem Exclude Listings that contain extension type modem.

Exclude Exclude Modem Exclude Listings that do not contain extension type
modem.

Exclude Include Modem Exclude Listings that contain extension type modem.
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Tip You can use a
combination of
previously defined

filters and new criteria.

To add a predefined
filter to your criteria,
click Load Filter.

g.

Click Search. All of the Listings that match the criteria appear in the
Results box.

To specify more than one filter criterion, select a logical
operator:

e OR-—Data containing either or both of the specified filter
criteria is included.

e AND-—Only data containing both of the specified filter
criteria is included.

If you select a logical operator, the second Field box becomes
editable. Repeat steps a through c to specify the second filter.
For example, suppose you also want to specify that the
Listings belong to the Austin Campus Access Code Set.
Select AND in the logical operator field, and then select
Access Code Set in the second field box, select the Austin
Campus Access Code Set, and click OK.

Filter [ <]
" Exclude

Field Inccess Code Sets LI Modify |

IF_.ﬂlccess Code Sets in the set { "Austin Campus”
4 [+]

»
IAND 'I
Field IExtension Type ;I Mdify |

m of Extension Tvpe in the set { "Modem” }
4

i

[a]4 | Cancel | Help |

To specify additionally filter criteria, you can choose Sub-
filter in one or both of the Field boxes. When you select
Sub-filter, a second Filter dialog box identical to the first
appears. Define the subfilter exactly as described above. See
"Defining Subfilters" on page 119 for more information, if
needed.

Click OK. The filter criteria appear in the Advanced tab..
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Results

Query returned 18 listing(s) at 03/28,/2006 14:31:08
Lask Ma... w | First Mame | Phone Mum... |Extension T... LRI Site Mail Code | Department Location
Elack Eill +1(512)463. .. |Moder, Yoice |sipiwhblaked@ Branch Office 15 Documentation|Austin Campus 130
Elae will +1(512)463. .. |Moder, Yoice |sipiwhblaked@ Branch Office 15 Documentation| Auskin Campus 130
Eurn Rob +1(512)463.., |Data, Fax, ... |sip:irburns@ |Branch Office [23 Enginesring  |Austin Campus  |122
Eurons Eiert +1(512)463.., |Data, Fax, ... |sip:irburns@ |Branch Office [23 Enginesring  |Auskin Campus  |122
Chaer Geof +1(512)463. ., |Data, Fax, ... |sip:gchau... [Branch Office (19 CTO Austin Campus 126
Dick. Ernil +1(512)463. ., |Fax, Madem... |sip:edicke... [Branch Office (20 Adrinistration |Auskin Campus  |125
Doe Dan +1(512)463. ., |Moder, Yoice |sip:ddfoe@ |Branch Office |16 Marketing Austin Campus (129
Ethes Hanna +1(512)463. ., |Fax, Madem... |sip:jgoeth. .. [Branch Office 21 Accounting Austin Campus (124
J |

Mew | Edit: | Delete | Primk | First Page | Prew Page | lexk Page | Lask Page | Help |
o | u

Results are returned in batches of 100. If multiple pages of Listings
are returned, click the First Page, Next Page, Previous Page,
and Last Page buttons to navigate through the results.

- You can change the number of Listings returned per page via a
parameter in the ETMSystemConsole.cfg file. See
"Changing the Number of Directory Listings Retrieved" in the
ETM® System Technical Reference for instructions.

To view a selected Listing, click the Listing and then click Edit.

To view the Groups and Filters to which a Listing belongs, click
the Listing and click Edit to open the Listing dialog box, and
then click View Memberships.

To view the Access Codes for a Listing, click the Listing and click
Edit to open the Listing dialog box, and then click View
Access Codes.

To delete a Listing, click the Listing and click Delete.
To print a Listing, click the Listing and click Print.
If you need to change the filter, click Modify.

4. To save the search criteria as a Directory Filter, click Save As. The
New Filter dialog box appears showing the specified criteria.

a.
b.

In the Name box, type a unique identifier for the Filter.

If only users with Access Policy Features permission are to be
allowed to change this Listing, select the Modifications require
Access Policy Features permission check box. If anyone
who has permission to access the Directory Manager should be
able to change this Listing, leave the check box cleared.

Click OK to save the filter and close the dialog box. The filter
appears in the Filters node of the Directory Manager tree pane. It
can be used in Policies, report filters, and Listing searches.
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Defining
Subfilters

Logical
Operator box

Subfilters enable you to define more narrowly the type of data that matches
the filter criteria. For example, perhaps you want to find all Directory
Listings authorized for modems in a specific department at a given site. You
would use the following steps to create this filter:

1. Onthe Advanced tab of the Listing Search dialog box, click
Modify. The Filter dialog box appears.

2. Inthe first Field box, select Extension Type. The Extension Type
Filter dialog box appears.

E:-:tensiun Type Filter E

" Exclude

& Must contain any one of the indicated values.
" Must contain il of the indicated values.

 Must contain ohly the indicated values.

[ walue iz undefined

[ Data [~ Fax
™ Modem " s1u
[ woice

Ok I Cancel | Help |

3. Select Modem, and then click OK to return to the Filter dialog box.

Filter

&+ Inciude " Exclude

Fieldl |E><tension Type ’I Moy |

Iﬂ_nly of Extension Type inthe set { "Modem" }
4

2

Figld |N0 Fitter 'I Moy |
I;I il

OK | Cancel | Helg |
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4. Inthe Logical Operator box, select AND.
5. Inthe second Field box, select Sub-filter. A second Filter dialog box
appears.
LoyFilter
& nchude " Exclude
Figld IExtension Type ’I Modify |
ry of Extenzion Type it the set { "Modem"
< 2l
I.&.ND vI
Field |Sub-fi|ter 'l Malify
D‘
% Include " Exclude
o
Field |S'rte ‘I Moiclify: |
ite matches pattern "Main Ofc"
‘ o
IAND vI
Field [EEEnE ﬂ hofcocdify |
epartmert matches pattern "Finance"
‘ ﬂ
Ok | Cancel | Help |
6. Inthe first Field box on the second Filter dialog box, select In/Out.
The Direction Filter dialog box appears.
Directiun Filter E3
' Include " Exclude
[ walue is undefined
[~ nbound |
904 | Cancel | Help |
7. Select Outbound and click OK. You are returned to the second Filter
dialog box.
8. Inthe logical operator box, select AND.
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9. Inthe second Field box, select Source. The Phone Number Filter
dialog box appears.

Phune Number Filter [ x|
' Exclude
[~ walue is undefined
Filter Based on IPhone Mummber LI
Courtry code I
Area code I
Fhaone number I
vwhen enforcing rules, match: Iall fields j
(031 | Cancel | Help |

10. Select Filter Based on Phone Number, type the phone number
into the Country Code, Area Code, and Phone Number boxes,
and then click OK.

11. Click OK in both Filter dialog boxes. The filter appears on the Filter
tab of the Element Editor.

Element Editor

Generall Detaill Summaryl Groupl Orderl Chartl Trend Fitter |
A

Any of Type inthe set { "Madem" }
A AND

# IniOut inthe set { "Outbound” +
S Source equals "+1(2101555-1212"

Ok | Cancel | Help |
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Viewing or
Editing a
Directory
Listing

EriListing
Last Mame

First Mame

You can edit both imported and manually created Listings. Be aware that if
you manually edit an imported Listing, your changes may be overwritten
the next time the Import Set is reconciled, unless you also make the
corresponding change to the import source. However, the following manual
changes are not affected by reconciliation:

The Modifications require "Access Policy Features "
permission selection is never altered by a reconciliation.

A null value in the file will not overwrite an actual value in the Listing.
For example, if you type a comment in this dialog box but the import
file Comment field is blank, your comment will remain when
reconciliation is performed.

To view or edit a Directory Listing

1.

Phone Mumber

Extension Tyvpels)

Deparkment

Authaorization Mumnber |223

MMail Code:
Locatian
Sike

Cormments

[~ Madifications require "access Palicy Features" permission

In the Directory Manager, click Listings and then search for the
Listing you want to view or edit. See "Searching for a Directory
Listing™ on page 112 for instructions, if necessary.

In the Results box, click the Listing you want to open, and then click
Edit. The Listing dialog box appears containing the selected Listing.

IAusten URIs sipijausteni@

IJane

i fero [ess1312

CC o Area Code Local Murnber

[~ Data |+ Fax [~ aTu

[¥ Modem [+ “oice Ole (¢

Inccounting Ernail Ijausten@company.com
Cuskarn 1 I

|15 Cuskaomn 2 I

ISan Ankanio Custom 3 I

IMain Office Import Set IMain Ciffice

I Show Memberships... |

Show Access Codes. .. |

ik I Cancel | Help |

3.

If you want to edit the Listing, make your changes, and then click OK.

See "Defining a Directory Listing" on page 108 for a description of the
fields, if necessary.

IMPORTANT The changes do not appear in the Results box until
you again click Search.
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4. To view the Groups and Filters of which this Listing is a member, click
Show Memberships. The Memberships dialog box appears.

L] Austen, Jane Memberships E

-9 Accounting

& Business Office
-B Accounting Modems
- Dedicated Mademns
L (5] Authorized LD Calls

Close | Help |

e Click Close when you are finished viewing the memberships.

5. To view the Access Codes for this Listing, click Show Access
Codes. The Access Codes dialog box appears.

Access Code W Last Modified Access Code Set Associated Switches
4567 08/15f2005 12:3... [Main Cffice

Close |

e Click Close when you are finished viewing the Access Codes.

6. If you made changes to the Listing, click OK to save the changes and
close the dialog box; click Cancel to close the dialog box without
saving any changes.
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Printing a To print a Directory Listing

Directory 1. Inthe Directory Manager, click Listings and then search for the
Listing Listing you want to print. See "Searching for a Directory Listing" on
page 112 for instructions, if necessary.

2. Inthe Results box, click the Listing you want to print, and then click
Print. The Print Preview dialog box appears containing the selected
Listing.

3. Click the Printer icon to print the Listing. The print dialog box for
your default printer appears. Print as usual.

Deleting a Use the procedure below to delete a Listing from the Manual Set. Although
i you can delete imported Listings, it is recommended that you delete them
Directory . :
Listin from the import source. They are then removed from the Directory Manager
g the next time reconciliation occurs. If you delete an imported Listing from

the Directory Manager but do not delete it from the import source, it is
recreated in the Directory Manager next time reconciliation is performed.

To delete a Directory Listing

1. Inthe Directory Manager, click Listings and then search for the
Listing you want to delete. See "Searching for a Directory Listing" on
page 112 for instructions, if necessary.

2. Inthe Results box, click the Listing you want to delete, and then click
Delete. The Deletion Confirmation dialog box appears.

3. Click Yes.

Directory Filters

Directory Filters provide a convenient means to specify and then save a set
of search criteria for Listings. You can use these filters in Policies and
reports to specify Listings to be included in the same way you would use a
single Listing or a Directory Group. This results in all Listings that match
the filter criteria automatically being included in the Policy or report.
Anytime you add new Listings that match the criteria to the Directory, they
are automatically included anywhere the filter is used. For example, if you
define a Firewall Policy and use a Directory Filter to specify the source, the
Policy applies to any Listings in the Directory that match the criteria. If you
later add new Listings that match the criteria, the Policy automatically
applies to these new Listings and you will be prompted to reinstall the
Policy so the changes take effect on the Span. As with all Directory entities,
Directory Filters can be used in Directory Groups.
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Defining a To define a Directory Filter

Directory Filter 1.

In the Directory Manager tree pane, right-click Filters and click New.
The New Filter dialog box appears. Notice that the area where you
define the filter criteria is exactly like the Advanced tab of the
Listing Search dialog box, except that you cannot load existing
Filters.

New Filter [ x|
ame I
Comments I
[ Modifications require "Aocess Policy Features" permission
~Filker
4 Any Directory Listing
Search | Modify |
-Resulks ]
Lask Ma... VI First Mame |Phone Mum, .. |Extension T... URI Sike I Tail Codel Department
| f M
OF I Cancel | Help |
2. Inthe Name box, type a name to identify the Directory Filter.
3. Optionally, in the Comment box, type a comment, perhaps to identify
the purpose of the filter.
4. If only users with Access Policy Features permission are to be
allowed to change this Filter, select the Modifications require
Access Policy Features permission check box. If anyone who
has permission to access the Directory Manager should be able to
change this Filter, leave the check box cleared.
5. Inthe Filter area, double-click the folder icon. The Filter dialog box

appears.
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10.

11.

Filter [ <]

o |”C|Ud3 " Exclude

Figld |ND Fitter ’l Moty |

I;I 2
I jv
Field IND Filter R I olify: |

I;I I
OK I Cancel | Helg |

To define the filter to exclude Listings that meet the criteria, select
Exclude; to define the filter to include all Listings that meet the
criteria, select Include.

In the Field box, click the down arrow. All of the fields in a Directory
Listing appear as options.

Select the field to which you want to apply a filter. The filter dialog box
for the selected field appears.

For example, suppose you want to limit the filter to include all Listings
with a 402 exchange. Select Local Number. The Filter on
Substring dialog box appears. Select Include, and then type 402 in
the Substring box and click OK.

To specify more than one filter criterion, select a logical operator:

OR—Data containing either or both of the specified filter criteria is
included.

AND—Only data containing both of the specified filter criteria is
included.

If you select a logical operator, the second Field box becomes editable.
Repeat steps 7 and 8 to specify the second filter. For example, suppose

you want also want to specify that the Listings be in the 210 area code.
Select AND in the logical operator field, and then select Area Code in
the second field box and specify 210 as the substring and click OK.

To specify additionally filter criteria, you can choose Sub-filter in one
or both of the Field boxes.
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12.

For example, suppose you want to include Listings that contain the
exchanges 402 or 403 and the area code 210. In the first field box
(where you specified the 402 exchange), click the down arrow and
select Sub-filter. An identical filter dialog box appears, with the first
field box showing the current filter criteria.

Select Or in the logical operator field, select Local Number in the
second field box and specify 403 as the substring, and then click OK.
The illustration below depicts the result.

Filter [ <]

&+ Include " Exclude

Figld ISUb-ﬂ“Er 'l hdoclify |

t-fcal Mumber cortaing substring "402" 1 OR [ Local Mumber cortaing substring "403" )
Ll

IAND - l

»
Moty |
2

IA_rTa Code contains substring "210"
4

(0034 | Cancel | Helg |

Click OK to save the changes and close the dialog box. The filter
criteria appear in the Filter area of the New Filter dialog box, as
illustrated on the following page.

e If you want to verify that the filter retrieves the Listings you
intend, click Search. The applicable Listings appear in the
Results area.
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Viewing a List of
all Directory
Filters and Their
Properties

New Filter E

Marne |M\,f Mew Filker

Comments I

I~ Modifications require "Access Policy Features” permission

~Filker

OR.
----- # Local Nurnber matches pattern "*402*"
----- # Local Mumber matches pattern "*403%"
oo @ fArea Code matches patbern "*210%"

Search TModify

rResults =
Query returned 5 listing{s) at 03/28,/2006 15:48:26

Lask Ma... W | First Mame | Phone Mum... |Extension T.., LRI Sike: Mail
adams Martha +1{Z10402, ., [Fax, Yoice sipimada. ..

Ernis Teresa +1{210)402. .. [voice i
rannis Adam +1{210)402, .. |Unspecified Home ...

Mewbie Annie +1{210)402. .. |Unspecified

Shelley Mary +1{210)402, .. [Data, Mode... |sip:mshell... ;I

OF I Cancel | Help |

13. If more than 100 results are retrieved, use the First Page, Prev
Page, Next Page, and Last Page buttons to navigate through the
list.

e If you need to change the filter, click Modify.

14. To save the filter and close the dialog box, click OK. The filter appears
in the Filters node of the Directory Manager tree pane.

To view a list of all Directory Filters and their properties

o Inthe Directory Manager tree pane, click Filters. A list of all Filters
and their properties appears in the editing pane.

- Toview or edit a Filter, click the Filter in the list and click Edit.
- Todelete a Filter, click it and click Delete.
- To print a description of the Filter, click Print.

- Tocreate a new Filter, click New.
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Printing a
Directory Filter

Deleting a
Directory Filter

Viewing or
Editing a
Directory Filter

To print a Directory Filter

1. Inthe Directory Manager tree pane, do one of the following:

Click the Filters node. A list of all Directory Filters appears in the
editing pane. Click the Filter you want to print.

Expand the Filters node and click the Filter you want to print. The
Filter appears in the editing pane.

2. At the bottom of the editing pane, click Print. The Print Preview
dialog box appears.

3. Click the Printer icon. The default print dialog box for your printer
appears. Print as usual.

To delete a Directory Filter

1. Inthe Directory Manager tree pane, do one of the following:

Click the Filters node. A list of all Directory Filters appears in the
editing pane. Click the Filter you want to delete.

Expand the Filters node and click the Filter you want to delete.
The Filter appears in the editing pane.

2. At the bottom of the editing pane, click Delete. The Deletion
Confirmation dialog box appears.

3. Click Yes.

To view or edit a Directory Filter

1. Inthe Directory Manager tree pane, do one of the following:

Click the Filters node. A list of all Directory Filters appears in the
editing pane. Click the Filter you want to open, and then click
Edit.

Expand the Filters node and click the Filter. The Filter appears in
the editing pane.

2. For instructions for editing the Filter, see "Defining a Directory Filter"
on page 125.
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Phone Number
Wildcards

Defining a Phone
Number Wildcard

Directory Wildcards

Two types of Directory Wildcards are available: Phone Number Wildcards,
which match selected portions of a phone number, rather than all digits; and
URI Wildcards, which use pattern matching to match multiple URIs. Both
types of wildcards can be used in Policies and report filters.

Phone Number Wildcards are used to define Rules or filters to match
selected portions of a phone number, rather than all digits. This enables you
to represent classes of calls, such as all calls to 800 numbers, rather than
just specific phone numbers. You can create Phone Number Wildcards for
any of the following:

An area code—The Wildcard matches all phone numbers in that area
code.

A country code—The Wildcard matches all phone numbers in that
country code.

A partial local number (such as an exchange)—The Wildcard
matches all phone numbers containing the specified partial number. A
trailing wildcard character % can be used with a partial local number,
such as an exchange, to match a range of numbers within a given
country and area code. For example, a phone number with 245% in the
phone number field would match any phone number in the 245
exchange within the given country and area code. Only a single % can
be used and it must occur at the end of the matching digits.

To define a phone number Wildcard

1.

In the Directory Manager tree pane, right-click Wildcards and click
New. The New Wildcard dialog box appears.

New Wildcard E
Narne Jsos
Commert I

Country code |3

Area cods 509

Phone nurmber I

when enforcing rules, match;  [eligeR-Tol =1 -::n:u:ie:z:n

[ mModifications reguire "Manage Policies” permission

o8 I Cancel | Help |

In the Name field, type a descriptive name for the Wildcard. A
Wildcard name can contain up to 30 characters.
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3. Optionally, in the Comment field, type a comment of up to 255
characters.

4. Do one of the following, depending on the type of Wildcard:
e To match a partial local number (such as an exchange):

a. Inthe Country code box, type the dialing access code of the
country in which the telephone numbers represented by the
Wildcard are located. A country code can be a maximum of
three digits.

The country code is the number that callers outside of that
country would dial when placing an international call to that
number.

b. Inthe Area code box, type the local area code of the
telephone numbers represented by the Wildcard. A North
American Numbering Plan (NANP) area code can be a
maximum of three digits; other area codes can be a maximum
of eight digits.

c. Inthe Phone number box, type the initial local number
digits that you want to match, followed by the % Wildcard
character. For example, to match all phone numbers in the 810
exchange, type: 810%

The Phone Number field can contain up to 36 digits. No
non-numeric characters or spaces are allowed.

d. Leave the When enforcing Rules, match box set to the
default of all fields. This means that when this phone number
definition is used in a Policy Rule or in a Usage Manager or
display filter, the country code, area code, and phone number
in the call data must all match those in this Wildcard definition
for the Rule to fire or the filter to apply.

e To match a certain country code:

a. Inthe When enforcing Rules, match box, select country
code only. The Area Code and Phone Number boxes
become grayed out.

b. Inthe Country Code box, type the applicable country code.
A country code can be a maximum of three digits.

e To match a certain area code within a given country code:

a. Inthe When enforcing Rules, match box, select country
and area code. The Phone Number box becomes grayed
out.

b. Inthe Country Code box, type the applicable country code.
c. Inthe Area Code box, type the applicable area code.

5. Click OK. The Wildcard appears in the tree pane.
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URI Wildcards URI Wildcards use pattern matching to match multiple URISs. In these
patterns, you can use alphanumeric characters, symbols, and the following
wildcard characters:

? (question mark): matches a single character
* (asterisk): matches a sequence of zero or more characters.

Note that, since these symbols are used as wildcard characters, if you
actually want to specify a pattern with a literal question mark or asterisk,
you must be escape those characters with a backslash to \?' or '\*'
respectively. For example:

URI Wildcard Would Match

b??.smith@sip.securelogix.* | sip:bob.smith@sip.securelogix.com
sip:boo.smith@sip.securelogix.edu
h323:robot.smith@sip.securelogix.org

b*smith@sip.securelogix.com | sip:beatrice.smith@sip.securelogix.com
sip:bob.smith@sip.securelogix.com

joker\? sip:joker?test@test.org

alan\*jones@exam*org h323:alan*jones@example.org
sip:mualan*jones@examination.org

crazy(name){here}@* sip:crazy(name){here}@test.org
sip:not_so_crazy(name){here}@vt.edu

bob_jones@jones.com sip:bob_jones@jones.com
sip:nabob_jones@jones.com.edu

Defining a URI To define a URI Wildcard
Wildcard 1. Inthe Directory Manager tree pane, right-click Wildcards and click
New. The New URI Wildcard dialog box appears.
Erdvew uRT wildcard
Marme |
Comnents |
LR wildeard |

[ Maodifications reguire "Access Policy Features" permission

Ol I Cancel | Help |

2. Inthe Name box, type a unique identifier.

3. Optionally, in the Comment box, type a comment.
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Printing a
Directory
Wildcard

In the URI Wildcard box, type a pattern denoting the URIs this
Wildcard is to match. You can use alphanumeric characters, symbols,
and the following wildcard characters:

? (question mark): matches a single character
* (asterisk): matches a sequence of zero or more characters.

Note that, since these symbols are used as wildcard characters, if you
actually want to specify a pattern with a literal question mark or
asterisk, you must escape those characters with a backslash to \? or \*,
respectively. For example, type *securelogix.com to match all
URIs in the securelogix.com domain; type *10.1.1.1 to match all
URIs that contain the string 10.1.1.1. See "URI Wildcards" on page
132 for more examples of usage.

Click OK to save the changes. The new URI Wildcard Ll appears in
the Wildcards node of the Directory Manager tree pane.

To limit editing of this Wildcard to only users with permission to
Access Policy Features, select the Modifications require
Access Policy Features permission check box; if anyone who
can access the Directory Manager can change the Wildcard, leave the
check box cleared.

To print a Directory Wildcard

1.

In the Directory Manager tree pane, click the PLUS SIGN to expand
the Wildcards node.

Do one of the following:
¢ Right-click the Wildcard and click Print.

e Click the Wildcard, and then click the Print button at the bottom
of the edit pane.

The Print Preview dialog box appears showing the Wildcard report.
The report includes the following information: Name, Number, the user
who last modified it, the date it was last modified, the user who created
it, and the date it was created.

Wildeard Report

Hume 8209
Thomber +3(200 )%
Commente
Last Modiffed T admin
Last Modified Dad 07/23/2003 15:15:00
Create TUsel admin
Create Date 07/23/2005 15:15:00

On the Print Preview dialog box toolbar, click the Print icon.
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Editing a
Directory
Wildcard

Deleting a
Directory
Wildcard

Viewing a List of
all Directory
Wildcards and
Their Properties

To edit a Directory Wildcard

1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
the Wildcards node.

2. Click the Wildcard you want to edit. The Wildcard opens in the edit
pane.

3. Make changes as desired, and then click Apply.

e To cancel the changes before you click Apply, click Revert.
After you click Apply, the changes are committed and cannot be
undone.

To delete a Directory Wildcard

1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
the Wildcards node.

2. Do one of the following:
¢ Right-click the Wildcard, and then click Delete.

e Click the Wildcard, and then click the Delete button at the bottom
of the edit pane.

Wildcard properties include: Name, Comment, the value, the date changes
were last saved and by whom, and the date created and by whom.

To view a list of all Directory Wildcards and their properties

¢ Inthe Directory Manager tree pane, click the Wildcards node. The list
of all of the Wildcards and their properties appears in the editing pane.

- Toview or edit one of the Wildcards, click the Wildcard in the list,
and then click Edit at the bottom of the editing pane.

- To delete one of the Wildcards, click the Wildcard in the list and
then click Delete at the bottom of the editing pane.

- Toprint a report for one of the Wildcards, click the Wildcard in the
list and then click Print at the bottom of the editing pane. See
"Printing a Directory Wildcard" on page 133 for details about the
contents of the Wildcard report.

- To create a new Wildcard, click New at the bottom of the editing
pane. See "Defining a Phone Number Wildcard" on page 130 or
"Defining a URI Wildcard" on page 132 for instructions.
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Creating a
Directory Range

Directory Ranges

A Directory Range represents a consecutive series of phone numbers that
have the same country code and area code.

To create a Directory Range

1. Inthe Directory Manager tree pane, right-click Ranges and click
New. The New Range dialog box appears.

New Range

Mame ||

Comment I

Country code I
Ares code I

From number I

To number I

[ Modifications require "Access Policy Features" permission

Ok I Cancel | Help |

2. Inthe Name box, type a unique label for the phone number range. This
name identifies the range in the Directory Manager, reports, and
Policies. A name can be any combination of up to 30 characters and
spaces.

3. Optionally, in the Comments box, type a comment.

4. Inthe Country code box, type the dialing access code of the country
in which all of the telephone numbers in the range are located. This is
the number that callers outside of the country would dial when placing
an international call to any of these numbers. A country code can be a
maximum of three digits.

5. Inthe Area code box, type the local area code for this range of
telephone numbers. A NANP area code can be a maximum of three
digits; other area codes can be a maximum of eight digits.

6. Inthe From number and To Number boxes, type the starting and
ending telephone numbers in the range. The From number and To
Number can each be a maximum of 36 digits.

The To number must be a greater value than the From number.

7. If you want to prevent users who do not have Access Policy
Features permission from modifying this range, select the
Modifications Require Access Policy Features Permission
check box.
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8. Click OK. The new phone number range is added to the Directory
Manager tree under the Ranges node. To view or edit it, simply click
it in the tree and it opens in the Edit pane.

Directnry Manager : Server 1 {10.1.1.173) : admin

File Help
) Listings
| Fitters Mitme ICaII Certer
—,I Graups Comment I
= _ 4 Rahges
Country code |1

1 Wildcards
| Import Sets

a? Call Certer
Q’%’ Dedicated Faxes

Area code 210

Fratn nutmker I5551 515

To number |5551 520

[ Modificstions reguire "Access Palicy Festures" permission

Prirt | Delete | Apply | Rewvert | Help |

4 | >l

Editing a
Directory Range

Deleting a
Directory Range

Printing a
Directory Range

To edit a Directory Range

1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
the Ranges node.

2. Click the Range you want to edit. The Range opens in the editing pane.
3. Edit as desired, and then click Apply.

e To undo your changes before you click Apply, click Revert.
After you click Apply, the changes are committed and cannot be
undone.

To delete a Directory Range

1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
the Ranges node.

2. Click the range you want to delete, and then click Delete.

To print a Directory Range

1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
the Ranges node.

2. Click the Range, and then click Print. The Print Preview dialog box
opens containing the range report. The report includes the following
information: Name, Country Code, Area Code, From and To numbers,
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Viewing a List of
all Directory
Ranges and
Their Properties

Comments, Last Modified Date, the user who last modified it, the user
who created it, and the date it was created. A sample illustration
appears below.

Eange Beport

HMume Call Cerder
Conmitry Cod 1
Area Cods 210
From 555-1212
To 5551245
Commerits
Last Modified T admir
Last Modified Dt 020142003 9:34:11
Create Uz admir,
Create Date (F/22/2003 14:29:04

On the Print Preview dialog box toolbar, click the Print icon.

Directory Range properties include: Name, Comment, the value, the date
changes were last saved and by whom, and the date created and by whom.

To view a list of all Directory Ranges and their properties

In the Directory Manager tree pane, click the Ranges node. The list of
all of the Ranges and their properties appears in the editing pane.

- Toview or edit one of the Ranges, click the range in the list, and
then click Edit at the bottom of the editing pane.

- To delete one of the ranges, click the Range in the list and then
click Delete at the bottom of the editing pane.

- To printareport for one of the Ranges, click the Range in the list
and then click Print at the bottom of the editing pane. See
"Printing a Directory Range" on page 136 for details about the
contents of the Range report.

- Tocreate a new Range, click New at the bottom of the editing
pane. See "Creating a Directory Range™ on page 135.
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Default Groups

Directory Groups

Directory Groups can contain any combination of Listings, Filters, Ranges,
Wildcards, and other Groups. Directory Groups simply provide a
convenient organizational tool for using a set of like Directory entities
together. For example, you might want to place all of your authorized
modems in a Group for use in a Firewall Rule allowing calls from certain
numbers to these authorized modems. Note that the members of a Group
can still be used as individual entities as well.

IMPORTANT You cannot add more than 10,000 members to a Directory
Group. If you need a set containing more than 10,000 members, use a
Directory Filter.

The following default groups are used in certain predefined reports. These
Groups are empty until you populate them with phone numbers specific to
your organization.

¢ Voice Mail

e Fax Numbers

e Numbers of Interest
o ISP Access Numbers
¢ Authorized Modems

e The default Emergency Group is view-only and cannot be edited
nor deleted. It contains the national emergency number for the
Appliance locale and is present in the implied Emergency Rule that is
the first Rule of every Firewall Policy. User-defined Emergency
Groups specific to the Appliance locale can be created and added to the
Emergency Rule of user-defined Firewall Policies in place of the
default Emergency Group.
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Creating a To create a Directory Group

Directory Group 1. In the Directory Manager tree pane, right-click Groups and click
New. The New Group dialog box appears.

Matne I

Commerts I

I Emergency Group

[ Mosifications: require "Access Paolicy Features" permission

—Gzroup Mernber:
Listings I FiIters' Groups' Rangesl U\ﬁldcardsl
Last Ma... vI First Mame I Phone Num...l Extenszion T... LRI
K1 i
A | Remaove |

(031 I Cancel | Help |

2. Inthe Name box, type the name by which this Group is to be
identified in the GUI and reports. A name can be any combination of
characters and spaces, with a maximum of 30 characters.

3. Optionally, in the Comments box, type a comment.

4. If you want to prevent users who do not have Access Policy
Features permission from modifying this Group, select the
Modifications Require Access Policy Features Permission
check box.

5. You can add any combination of Listings, Filters, other Groups,
Ranges, and Wildcards to a Group. To add each type of Directory
entity, do the following:

e Toadd one or more Listings to the Group:
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a. Onthe Listings tab, click Add. The Add/Remove Group
Members dialog box appears. Notice that this dialog box is
almost identical to the Listing Search dialog box and
functions identically, except that it provides an Add button to
add the Listings to the Group.

|
I Advancedl
[~ Last Mame | [~ URI |_
[ First Mame I [~ Email I_
[~ Phone Murnher I—I I [ Cuskarn 1 I_
CC AreaCode Local Murmber [ Custom 2 I_
[~ Extension Type(s) I~ Data [T Fax [ s1u [ Cuskamn 3 I_
I~ Modem [ “oice [~ Access Code I_
[~ Departrment I [~ Access Code Set m
[ authorization Mumber I [ Import Set Im
[ Mail Code I
[ Locakion I
[~ site |
[~ Comments I
Seatch -
-
— | of
rResults =
Last Ma... vI First fame | Phone Murn.. . |Extension T... LRI I Site I Mail Cade | Department I
Kl I I ||z
First Page | Prev.Page | [exk Page | Last Page | _I
-
fdd | Close | Help |

b. Define simple or advanced search criteria for the Listings you
want to add to the Group, and then click Search. See
"Searching for a Directory Listing" on page 112 for detailed
instructions, including a description of the search fields and
using Wildcards in searches.

c. All of the Listings that match the specified criteria appear in
the Results box.

o If multiple pages of Listings are returned, click the First
Page, Next Page, Previous Page, and Last Page
buttons to navigate through the results.
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d. Click the Listing(s) you want to add to the Group, and then
click Add. (To select multiple Listings, hold down CTRL or
SHIFT while clicking each Listing.)

e. The Listings are added to the Group. If you want to search for
and add additional Listings, repeat this procedure until you
have added all of the Listings you want.

f. Click Close to return to the New Group dialog box. The
Listings you added appear on the Listings tab.

e Toadd one or more Directory Filters to the Group:
a. Click the Filters tab.

b. Click Edit. The Add/Remove Group Members dialog box
appears. All of the defined Directory Filters appear in the Not

in Group box.
ndd,.-"Remuve Group Members E3
ngroup————

Mot in group —

o -OLINLING |
Business Office
hain Office
hanutacturing
Wiest Cosst Branch Office

= Remove

K I Cancel | Helg |

c. Click each filter you want to add to the Group and click Add.
To select multiple filters at once, hold down CTRL or SHIFT
while clicking.

d. Click OK. The selected filters appear in the Filters tab of the
New Group dialog box.

e Toadd one or more other Groups to the Group:
a. Click the Groups tab.

b. Click Edit. The Add/Remove Group Members dialog box
appears.
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Add,.-"Remuve Group Members E2

Motimgroup——————————— “In araup

288 zers Addl = |
S48, Emergency

Etriergency Group

Fai Mumber s

Murnbers of Interest

“Woice hail = Remove

Ol I Cancel | Help |

c. Inthe Not in Group box, double-click each Group you want
to include. All of the Groups defined on this Management
Server appear in this dialog box. Alternatively, you can select
one or more Groups and click Add. To select multiple items,
hold down CTRL or SHIFT while selecting the items.

d. Click OK. The Groups appear on the Group tab.
e Toadd one or more ranges to the Group:
a. Click the Ranges tab.

b. Click Edit. The Add/Remove Group Members dialog box
appears. All of the defined Directory Ranges appear in the
Not in Group box.

ndd,.-"Remnve Group Members E3
Motingroup—————— “In aroup

ain Office Tecretarial Poal
=an Antanio Faxes
Call Certer

Acd =

= Remove

[l

(034 I Cancel | Help |

c. Inthe Not in Group box, double-click each range you want
to include in the Group. The selected ranges move to the In
Group bhox.

d. Click OK. The selected ranges appear on the Ranges tab.
e Toadd one or more Wildcards to the Group:
a. Click the Wildcards tab.

b. Click Edit. The Add/Remove Group Members dialog box
appears. All of the defined Directory Wildcards appear in the
Not in Group box.
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c. Inthe Not in Group box, double-click each Wildcard you
want to add to the Group.

d. Click OK. The selected Wildcards appear on the Wildcards
tab.

6. Click OK to create the Group and close the dialog box.
Defining a New To define a new Emergency Group specific to the Appliance locale, you

Emergency create a Directory Group that contains local emergency numbers specified
to the Appliance locale, plus the national emergency number (you can

Group simply add the default Emergency Group to your user-defined Emergency
Group). When you define the Group, select the Emergency Group check
box. Emergency Groups are identified by a 3 icon in the Directory
Manager tree pane, the Groups dialog box, and Policies.

To create an Emergency Group
1. Inthe Directory Manager tree pane, right-click Groups and click
New. The New Group dialog box appears.
New Group
Mame I
Comments I
Select this check box ____ I Emergency Group

to denote this group
as an Emergency

[ Modifications require "Access Policy Features" permission

Group ~Group Member:
Listings I Filtersl Gmupsl Rangesl Wildc:ardsl
Last Ma... VI First Matne | Phone Num...l Extension TI LRI
K — 2
Add | Retmove |

Ok I Cancel | Help |

2. Define the Group exactly as you would any other Group, adding any
Listings, Groups, Ranges, Filters, and/or Wildcards that contain
numbers you want to be treated as emergency numbers.
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3. Select the Emergency Group check box. Only Groups with this
check box selected appear in the Select Emergency Groups dialog
box (from which you add the Emergency Group to the Policy).

4. Click OK to save the Group and close the dialog box.

Editing a To edit a Directory Group

Directory Group 1.

In the Directory Manager tree pane, click the PLUS SIGN to expand
the Groups node.

Click the Group you want to edit. The Group opens in the editing pane.
Make changes as desired.
e Listings tab:
- To add one or more Listings to the Group, click Add.
- Toremove a Listing, click the Listing and click Remove.
o Filters tab:

- Toadd or remove Filters, click Edit at the bottom of the edit
pane.

e Groups tab:

- Toadd or remove Groups, click Edit at the bottom of the edit
pane.

¢ Ranges tab:

- Toadd or remove Ranges, click Edit at the bottom of the edit
pane.

e Wildcards tab:

- Toadd or remove Wildcards, click Edit at the bottom of the
edit pane.

Click Apply.

e Todiscard the changes and revert to the original before you click
Apply, click Revert. After you click Apply, the changes are
committed and cannot be undone.
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Printing a
Directory Group

To print a Directory Group

1.

In the Directory Manager tree pane, click the PLUS SIGN to expand
the Groups node.

Do one of the following:
¢ Right-click the Group and click Print.

e  Click the Group you want to Print, and then click the Print button
at the bottom of the edit pane.

The Print Preview dialog opens containing the Group report. The
report includes the following information: Name, comment, date and
time the Group was last modified and by whom, date and time the
Group was created and by whom, and a table listing the members of the
Group, as shown in the illustration below.

Drirectory Grovp Feport

Hane Fonbers of Rierest
Coprahents
Last Modified User ackmin
Last Modified Date 02/2452005 15:45:49
Create Tser ydmin
Create Dt 10/27/2004 10:22:46

Gronp Cordet:
Groups Fanges Listings “Frildcands Filters

ISP Mrccess Mimnmbers Call Ceriter Atear, T Tulezdco Dredicated hloderns
Alrares, Ted
Char, Charlie
Chry, Chad

Jorwes , Torn

4. Onthe Print Preview dialog box toolbar, click the Print icon.
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Deleting a To delete a Directory Group
Directory Group  « Do one of the following:

In the Directory Manager tree pane, right-click the Group and click
Delete.

In the Directory Manager tree pane, click the Group, and then click
Delete at the bottom of the editing pane.

In the Directory Manager tree pane, click the Groups node, and
then right-click the Group in the list in the editing pane and click
Delete.

Viewing a List of Directory Group properties include: Name, Comments, the date and time

All Directory
Groups and
Their Properties

the Group was last modified and by whom, and the date and time the Group
was created and by whom.

To view a list of all Groups and their properties

e Inthe Directory Manager tree pane, click the Groups node. The list of
all of the Groups and their properties appears in the editing pane.

To view or edit one of the Groups, click the Group in the list and
then click Edit at the bottom of the editing pane.

To delete one of the Groups, click the Group in the list and then
click Delete at the bottom of the editing pane.

To print a report for one of the Groups, click the Group in the list

and then click Print at the bottom of the editing pane. "Printing a
Directory Group" on page 145 for details about the contents of the
Group report.

To create a new Group, click New at the bottom of the editing
pane. See "Creating a Directory Group" on page 139.
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See the ETM® System
Technical Reference
for instructions for
extracting Access
Codes from SMDR.

Defining an
Access Code
Set

Access Code Sets

Access Codes extracted from call data can be correlated with ETM
Directory Listings in Usage Manager Reports. This allows you to attribute
long-distance calls based on the Access Code rather than the phone used to
make the call, which gives you a clearer picture of which employee actually
made the call. To use Access Codes in reports, your ETM System must be
configured to extract Access Codes from SMDR data and you must define
one or more Access Code Sets to associate Access Codes with the Listings
in the ETM Directory.

Besides running reports to correlate Access Codes in call data with
Directory Listings, you can use the ETM System to manage your Access
Codes. After you define an Access Code Set, you can export a text file of
the Access Codes to import into your PBX. Anytime Access Codes change
in the ETM System, you can again export the file to update your PBX, and
you can easily distribute the Access Codes via email to the people to whom
they are assigned with a click of the mouse.

A Diagnostic Log entry is provided anytime an Access Code Set is created
or modified.

Two user permissions govern who can see and manage Access Codes.

View Access Codes—Users with this permission can see Access Codes
in Reports and Logs. For users without this permission, Access Codes
appear as asterisks in Reports and the SMDR Access Code column is not
available in Logs.

Manage Access Code Sets—A subpermission of Directory
Management, users with this permission can view, modify, and create
Access Code Sets. Users without this permission do not see the Access
Codes node in the Directory Manager. View Access Codes is
automatically granted when this permission is granted.

An Access Code Set can contain up to 10,000 Listings.

Note You can also create an Access Code Set by importing from a text file.
See "Importing Access Codes from a CSV File" on page 153 for
instructions.

To define an Access Code Set

1. Inthe Directory Manager tree pane, right-click Access Code Sets
and click New. The New Access Code Set dialog box appears with
the General tab selected.
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New Access Code Set [ x|

|| fccess Codes | BIackJistl Switches |

Mame I

Comments I

Modified I

Exported I

[~ Madifications require "Access Palicy Features” permission

-Autogeneration Preference:

[Aecess Code Length

{* Fixed (" Variable

[hccess Code Range

From 0000 = To | 9999 =

(o] 4 I Cancel | Help |

2. Inthe Name box, type a unique name for the Access Code Set, up to

30 characters in length.

3. Optionally, in the Comments box, type a descriptive comment for the

Access Code Set, such as the valid dates, applicability, or the like. The
Comment can be included in the automated email used to distribute
current access codes to help users to understand the use of their access
code.

4. Toallow only users who have Manage Policy Features permission

to edit the Access Code Set, select the Modifications require
"Access Policy Features" permission check box.

e Toallow all users with Manage Access Code Sets permission
to edit the Access Code Set, leave the check box cleared.

5. Inthe Autogeneration Preferences area:

a. Inthe Access Code Length area, select one of the following:
o Fixed—All generated access codes are the same length.

o Variable—Generated access codes vary in length within the
range you specify.

b. Inthe Access Code Range area, type or select the range within
which the autogenerated access codes are to fall.

6. Click the Access Codes tab.
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New Access Code Set [ x|

General Access Codes IBIackJistl Switches'

Access Code W | Directory Listing | Last Modified |

Add | Remove | Autogenerate |

(o] 4 I Cancel | Help |

7. Click Add. The Directory Listing Selection Wizard appears.

Directnry Listing Selection Wizard
~Filter

4 Any Directary Listing

Tadify |
Help | Back |Next Cancel |

8. Define a filter to specify which Listings are to belong to this Access
Code Set. The Filter works like the Advanced tab of a Directory
Listing or Report Filter. For instructions for searching for Listings, see
"Advanced Search" on page 114.

9. When you have defined the filter criteria, click Next. The Listings that
match your search criteria appear. Verify that the results are as
expected and then click Next.

10. The Reconciliation Results appear. Since you are creating a new
Access Code Set, all specified Listings are simply added to the Group.
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Tip To select multiple
Listings, hold down
CTRL or SHIFT while
clicking.

Directnry Listing Selection Wizard
-Reconciliation Results

To accept the Following changes press the "Finish" butkon:
- 22 directary listings will be added.
- 0 directory listings remain unchanged.

- Resulting in & total of 22 directory listings.

Cancel |

Help | Back |

11. Click Finish. The Listings appear on the Access Codes tab.

General Access Codes IBIackJistl Switches'

Access Code W

Direckary Listing

Last Modified

Adworth, Charles

08/11§2005 14:25:50

albert, Albert

08/11j2005 14:25:50

Alle, Karl

05/11j2005 14:25:50

Apples, Julie

08/11§2005 14:25:50

Ausken, Jane

08/11j2005 14:25:50

Eantin, Michael

08/11j2005 14:25:50

Earnes, Jane

08/11j2005 14:25:50

Christen, Michael

05/11j2005 14:25:50

Coner, David

08/11§2005 14:25:50

Canners, Kevin

08/11j2005 14:25:50

Crowder, John

05/11j2005 14:25:50

Davis, Douglas

08/11§2005 14:25:50

Denner, Mariekbe

08/11j2005 14:25:50

Jackson, Leon

05/11j2005 14:25:50

Katlsten , John

08/11§2005 14:25:50

Add fodify,

Vonid ek

Remove | :

B R et ara)

OF | Cancel | Help |

12. To add Access Codes to the Listings, do one of the following:

e Click Autogenerate. The Specify Entries dialog box appears
with All Entries selected. Click OK. An Access Code is

generated for each Listing, according to the constraints you
selected in the Autogeneration Preferences area on the
General tab.

e To manually assign an Access Code to a Listing, click the Listing
and then click Modify. The Access Code dialog box appears.
Type the Access Code, and then click OK. Repeat for each Listing.
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13.

14.

15.

If you want to specify access codes that are never to be used with a
Listing in this Access Code Set, click the Blacklist tab. If you do not
want to blacklist any access codes, skip this step and see the next bullet.

a. Click Add. The New Blacklist Entry dialog box appears.
New Blacklist Entry

Access Code I

Comment I

oK | Cancel |Help

b. Inthe Access Code box, type the blacklisted access code.

c. Optionally, in the Comment box, type the reason the access code
was blacklisted, or any other comment.

d. Click OK.
e. Repeat for additional blacklisted access codes.

The Switches tab is used to view the Switch(es) with which this
Access Code Set is associated, if more than one Access Code Set is
defined on this Server.

e If only one Access Code Set is defined for this Server,
configuration is complete and you do not need to associate the
Access Code Set with a Switch; it is assumed to be associated with
all Switches on the Server.

e If more than one Access Code Set is defined, you must associate
each Access Code Set with the Switch at which the access codes
are used before the Usage Manager can correlate access codes in
call data with Listings. This is because the same Access Codes
may be used at different Switches but be correlated with different
Listings. See "Associating an Access Code Set with a Switch™ on
page 152 for instructions.

Click OK to save the Access Code Set and close the dialog box. All
Listings must have an assigned Access Code before you can save the
Access Code Set. See "Distributing Access Codes via Email" on page
152.
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Distributing
Access Codes
via Email

Format of the
Email Message

Email Settings for
Access Code
Distribution

Associating an
Access Code
Set with a
Switch

You can distribute access codes to the email addresses of the Listings to
which they belong. If any Listing in the Access Code Set lacks an email
address, you are notified and given the option to abort the distribution to
first supply the email address, or continue and skip those without email
addresses.

To distribute Access Codes via email

1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
the Access Code Sets node.

2. Right-click the Access Code Set you want to distribute, and then
click Distribute. An Access Code Notification is sent to the email
address in each Listing in the set.

The message below is an example of the default format:
"Hello, Pat Brown.

This is an automated message from the ETM System. On
08/20/2005 at 12:03:56, the following Access Code was assigned
to you: 2584"

The format of the email message is defined in the delivery.properties
file located in the ETM System installation directory on the ETM Server
computer. See "Formatting the Access Code Set Distribution Email" in the
ETM® System Technical Reference for instructions for modifying the
content of the message.

The ETM Server Properties Tool provides several properties that
govern the number of messages sent at once, pause between batches sent,
number of allowable errors during distribution, and the number of threads to
be used. See "Access Code Import and Distribution Settings" in the ETM®
System Administration and Maintenance Guide for details.

If more than one Access Code Set is defined in the Directory Manager, you
must associate each Access Code Set with the Switch at which the access
codes are used. This enables the Usage Manager to correlate Listings with
the access codes in the call data. If only one Access Code Set is defined, it
is assumed to be associated with all Switches on the Server and you do not
need to perform this procedure. One Access Code Set can be associated
with each Switch. However, multiple Switches can be associated with the
same Access Code Set.
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Importing
Access Codes
from a CSV File

Format of the
Import File

To associate an Access Code with a Switch

1. Inthe Performance Manager tree pane, right-click the Switch to which
the Access Code Set applies, and then click Edit Switch. The Switch
Properties dialog box appears.

2. Click the Advanced tab.

3. Under the Associated Access Code Set box, click Modify. The
Associated Access Code Set Selection dialog box appears.

L Associated Access Code Set Selection [ x|

San Antonia Swikch
Main Cffice Switch

O | Cancel | Help |

4. Click the Access Code Set associated with this Switch, and then click
OK. Only one Access Code Set can be associated with a given Switch.

5. Click OK to save the changes and close the Switch Properties
dialog box. A message appears to confirm applying changes. Click OK.

If you have an external CSV file of access codes, you can import those
access codes to apply to existing Listings, to initially create an Access Code
Set. After the set is created, you should use the ETM Directory to maintain
the access codes. You cannot update an Access Code Set via import.

For successful import, the CSV file must contain one entry per line,
separated by commas, and contain the following fields in this order: Last
Name, First Name (can be null only if it is null in the Listing), Access
Code. Any other fields in the file are ignored. The Last Name and First
Name fields can contain up to 50 characters and the Access Code field
can contain up to 15 digits. Each entry in the file must correlate exactly with
the Last Name and First Name field in an existing Directory Listing, or
the entry is skipped during import.

Access Code Sets ¢ 153



How Importing
Works

Importing Access
Codes

As mentioned above, each entry in the file must correlate exactly with the
Last Name and First Name field in an existing Directory Listing, or the
entry is skipped. If any of the records fails to match a Listing, a list of non-
matched file entries is provided at the end of the import.

If an entry in the file matches more than one Directory Listing, a dialog box
is provided for you to manually select the Listing to which the access code
applies. If duplicate entries exist in the file, they are correlated and
imported, but you must resolve the duplication before you can save the
Access Code Set. This means you must determine which entry is correct
and delete the extraneous entry.

If, during import, the number of unique matched Listings exceeds the
maximum of 10,000 allowed entries for an Access Code Set, you are
provided the option to either complete the current import with the 10,000
matched Listings and not import the remainder, or abort the import so you
can first divide the import file into smaller sets before importing.

The ETM Server Properties Tool provides settings that govern the
allowable number of errors during an import. See "Access Code Import and
Distribution Settings" in the ETM® System Administration and Maintenance
Guide for instructions for viewing and modifying this threshold.

To import access codes

1. Ensure that Listings exist that correlate with the entries in the import
file. See "Format of the Import File" above for details.

2. Inthe Directory Manager tree pane, right-click Access Code Sets
and click Import. The Select Import File dialog box appears.
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5E|El:t Impott File
Look n; {1 ETM x| cfE =
_1 Backup .modules
|_ ] Documentation a AccessCodes_BranchOffice, bxt
I_] esc_client E AccessCodes_MainOffice, bxt
[:l JRE ackivation.jar
[_ 1 My Generated Reparts @ adp.xml
[Z1 Mew Folder E AppManager.exe
Clps CCMILslc
Z 1 ps_skel comm.jar
_ rmid_logs delivery.properties
] scripts ETMDEMaintToal, cfg
1 snmp [m] ETMDEMaintToolSS . bmp
Z ] keleaudit_client @ ETMManagement3erverss,.bmp
KT SRR s i
File name: I Select |

Files of type:  |al Files

LI Cancel |

3. Click the file that contains the access codes, and then click Select. The
entries in the import file are correlated with the Listings in the

Directory.

e If duplicate matches are found, the Match Directory Listing

dialog box appears.

ErdMatch Directory Listing [ <]

Mulkiple directory listings matched the Following import record:

Line 1: Browwn,Sam, 1234

Select the desired listing belows and click "OK", Optionally, to skip this record click, "Skip" or to abort the entire import

click "Cancel".

Ceparkment Locati
Main Office Marketing

QK | Skip | Cancel | Help |

Do one of the following:

- Click the Listing to which you want to assign the Access Code,

and then click OK.

- Click Skip to skip the record in the import file. No access code is
assigned to any Listing for that record, but the other records are

imported.

- Click Cancel to abort the import and correct the duplication
before importing. If you click Cancel, skip the rest of this
procedure; no Access Code Set is created.
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The New Access Code Set dialog box appears, with the Access
Codes tab populated with the Listings and their access codes.

In the Name box, type a unique name for the Access Code Set.

Optionally, in the Comments box, type a descriptive comment about
the Access Code Set, such as its purpose.

Optionally, to allow only users with both the Access Policy
Features and Manage Access Code Sets user permissions to
make changes to this Access Code Set, select the Modifications
require "Access Policy Features" permission check box. To
allow all users with Manage Access Code Sets permission to
modify the Access Code Set, leave the check box cleared.

If you want to blacklist any Access Codes for this Access Code Set,
click the Blacklist tab. If you do not want to blacklist any access
codes, skip this step and see the next bullet.

a. Click Add. The New Blacklist Entry dialog box appears.

Access Code I

Cormment I

oK | Canicel |He||:-

b. Inthe Access Code box, type the blacklisted access code.

c. Optionally, in the Comment box, type the reason the access code
was blacklisted, or any other comment.

d. Click OK.

e. Repeat for additional blacklisted access codes.

The Switches tab is used to view the Switch(es) with which this
Access Code Set is associated, if more than one Access Code Set is
defined on this Server. If only one Access Code Set is defined for this
Server, configuration is complete and you do not need to associate the
Access Code Set with a Switch; it is assumed to be associated with all
Switches on the Server. If more than one Access Code Set is defined,
you must associate each Access Code Set with the Switch at which the
access codes are used before the Usage Manager can correlate access
codes in call data with Listings. This is because the same Access Codes
may be used at different Switches but be correlated with different
Listings.

10. Click OK to save the Access Code Set and close the dialog box.
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Exporting an
Access Code
Set

Viewing a List of
all Access
Codes Sets and
Their Properties

You can export access codes to a text file so that you can import them into
your PBX. When you export the Access Code Set, an ASCII text file is
created with a single access code per line.

To export an Access Code Set

1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
the Access Codes node.

2. Right-click the Access Code Set you want to export, and then click
Export. The Select Export File dialog box appears for you to
provide the file name and location to which to export the file. The
location defaults to the ETM System installation directory, and the file
name for the export file defaults to the name of the Access Code Set
with the date and time appended, for example:

Branch Office 08152005 142751.txt
3. Click Select. The file is exported.

To view a list of Access Code Sets and their properties
e Inthe Directory Manager tree pane, click Access Code Sets.

The right pane updates with a table containing a list of Access Code Sets
and their properties. Right-click an entry to access a menu with the
following options:

o New opens the New Access Code Set dialog box.

o Edit opens the selected Access Code Set in the Access Code Set dialog
box, where you can view details, add or remove Listings, generate new
access codes, and so forth.

o Delete permanently deletes the Access Code Set.

e Print creates an Access Code Report in the Print Preview dialog
box. The report contains the properties of the Access Code Set and its
contents. Click the Print icon on the Print Preview dialog box to
send the report to your default printer.

e Distribute emails the access codes to the email addresses associated
with the Listings.

o Import enables you to import a CSV file of access codes to create a
new Access Code Set.

o Export enables you to export the access codes in the selected Access
Code Set to a text file for import into a PBX.
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Adding Listings
to an Access
Code Set

When new Listings are added to the Directory, use the procedure below to

associate them with an Access Code Set.

To add Listings to an Access Code Set

1. Inthe Directory Manager tree pane, click the PLUS SIGN next to

Access Code Sets to expand the node.

2. Click the Access Code Set you want to edit. The Access Code Set

opens in the right pane.

Directurv Manager : Server 1 {10.1.1.173) : User1

File Help
i _| Listings General | | Blacklist | Switches |
|| Filters .' e mn
[] roups Access Code W Directory Listing Last Modified
-] Ranges 11 Defoe, Daniel 03/15/2005 13:118:22
_| wildcards 33 Pope, Alexander 08152005 15:15:22
E| 4 Access Code Sets 77 Johnson, Samuel 0515/2005 13:18:22
N e 123 Shelley, Mary 051502005 13:18:23
9 Distribution Center 444 Chaucer, Geoffrey  |D8/15/2005 13118122
- [ Main Office 457 Blaks, ‘Wiliam 05/15/2005 15:15:22
: 9 Plant 573 Coleridge, Samuel 0515/2005 13:18:22
_| Irport Sets 661 Goethe, Johann 03/15/2005 13:18:22
2221 Swift, Jonathan 03/15/2005 13:18:22
4567 Eurns, Robert 08152005 15:158:23
5505 Dickenson, Emily 0515/2005 13:18:22
add | Fermave | Autogenerate |
Apply | Revert | Delete | Print | Distribuke | Export | Help |

3. Click the Access Codes tab.

e Toremove a Listing from the set, click the Listing and click
Remove.

e Toadd Listings to the set, click Add. The Directory Listing
Selection Wizard appears, containing the filter criteria last used
to add Listings to this set, if any. (If the set was imported from a
file, no filter criteria appear.)

- Toretrieve new Listings that match the existing criteria, click
Next. The matching Listings are retrieved. Click Next. A
summary of the changes appears. Verify the results are as
intended, and then click Finish. Any new Listings that match
the criteria appear on the Access Codes tab.

- To change the criteria for including Listings, click Modify
and define the filter criteria. Note that this may result in
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Assigning
Access Codes
to Listings

Listings being removed from the Access Code Set if they no
longer match the new criteria.

Assign an access code to each new Listing using the procedure in
"Assigning Access Codes to Listings" on page 159.

Click Apply to save your changes. To discard unsaved changes, click
Revert. Note that if you click Revert, all unsaved changes are
discarded, not just the last action.

To assigh new access codes to Listings

1.

In the Directory Manager tree pane, click the PLUS SIGN next to
Access Code Sets to expand the node.

Click the Access Code Set that correlates with the Listings to which
you want to assign new Access Codes. The Access Code Set opens in
the right pane.

Do one of the following:

To autogenerate new codes for all Listings in the set

a. Click Autogenerate. The Specify Entries dialog box appears
with All Entries selected.
Specify Entries [ x|
fAutogenerate access codes Faor:

(" Selected entries only

Cancel |

b. Click OK. A new code is generated for all of the Listings in the
set, within the constraints set on the General tab. None of the
previously assigned codes is reused for the set.

i+ All entries

To autogenerate new codes for selected Listings:

a. Select the Listings for which you want to generate new codes. To
select multiple Listings, hold down SHIFT (contiguous selection)
or CTRL (noncontiguous selection) while clicking.

b. Click Autogenerate. The Specify Entries dialog box appears
with Selected entries only selected.

Specif'_.r Entries [ |

Autogenerate access codes For:

% Selected entrizs only

Cancel |

&l entries
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c. A new code is generated for each selected entry, within the
constraints set on the General tab. None of the previously
assigned codes is reused for the set.

To manually assign a new code to Listings in the set:

a. Clicka Listing, and then click Modify. The Access Code dialog
box appears.

Access Code [ x|

Access Code |33

Directory Listing IPope, Alexander

Last Modified IDB,I'IS,I'ZDDS 131822

oK | Cancel |

b. Type the new Access Code, and then click OK.
c. Repeat for each applicable Listing.

4. Click Apply to save your changes. To discard unsaved changes, click

Revert.
Deleting an To delete an Access Code Set
Access Code 1. Inthe Directory Manager tree pane, click the PLUS SIGN to expand
Set the Access Code Sets node.

2. Right-click the Access Code Set you want to delete and click Delete.

Viewing or To view or edit an Access Code Set

Editing an e Inthe Directory Manager tree pane, click the PLUS SIGN to expand
Access Code the Access Code Sets node. The Access Code Set opens in the right
Set pane. The following options are available:

= Add opens the Directory Listing Selection Wizard dialog box.

= Remove removes the Listing(s) selected on the Access Codes
tab from the Access Code Set. Only available when at least one
Listing is selected.

= Autogenerate generates a new access code for each selected
Listing or for all Listings in the set, depending on selection.

=  Apply saves changes.
= Revert discards all unsaved changes.
= Delete permanently deletes the Access Code Set.

= Print creates an Access Code Report in the Print Preview dialog
box. The report contains the properties of the Access Code Set and
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Printing an
Access Code
Set Report

Instead of right-
clicking, you can click
the Print button at the
bottom of the editing
pane after selecting the
item to print.

its contents. Click the Print icon on the Print Preview dialog box
to send the report to your default printer.

Distribute emails the access codes to the email addresses
associated with the Listings.

Export enables you to export the Access Codes in the Access Code
Set to a text file for import into a PBX.

An Access Code Set report provides the following information:

The name of the Access Code Set.

The date/time it was created and by whom.

The date/time it was last modified and by whom.

The contents of the current filter for matching Directory Listings.
A list of the Access Codes and their corresponding Listings.

A list of any blacklisted Access Codes.

The Switch with which the Access Code Set is associated, if any.

To print an Access Code Set report

1.

Do one of the following:

- Inthe Access Code Sets node of the Directory Manager tree
pane, right-click the Access Code Set and click Print.

- Inthe Directory Manager tree pane:

a. Click the Access Code Sets node. A table appears in the
editing pane listing all of the Access Code Sets.

b. Right-click the Access Code Set, and then click Print.
The Print Preview dialog box appears containing the report

Click the Print icon. The printer dialog box for your default printer
appears. Print as you normally would.
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File-Based
Import Sets

Import Set
Reconciliation

A copy of the text file
you import is created in
the Import Sets
directory of the ETM
Server installation
directory. Each Import
Set has its own
subdirectory. The file is
called reconcile.txt.

Import Sets

Import Sets enable you to synchronize the phone numbers in your external
phone number list or LDAP source with those in the ETM Directory. Two
types of Import Sets are available: file-based and LDAP.

o  File-based Import Sets allow you to manually import a text file of
Listings.

e LDAP Import Sets allow you to schedule recurring imports of phone
number Listings from your LDAP server.

File-based Import Sets are used to import text files of Listings into the
ETM System and to easily keep the Listings up-to-date with your external
phone number list. When changes occur, you update the text file and then
reimport it into the Import Set. Up to 50 Import Sets can be maintained;
each Import Set can contain a maximum of 100,000 Listings. Only Listings
can be imported. Filters, Groups, Ranges, and Wildcards must be manually
created.

When you import a text file of Listings into an Import Set, the entries in the
file are compared with the Listings in the Import Set in the database. This is
called reconciliation. After reconciliation completes, any entries in the file
that did not match an existing Import Set Listing are added to the Import Set
as new Listings. Any Import Set Listings that did not match an entry in the
file are deleted from the database.

To determine whether the entry in the text file matches an existing Listing
in the Import Set, the following reconciliation criteria are applied to each
entry in the file in the order shown here:

1. First Name, Last Name, Dept., Phone Number
2. First Name, Last Name, Dept.

3. First Name, Last Name

4. First Name, Dept., Phone Number

5. Phone Number

If an entry in the file matches an Import Set Listing according to any of
these criteria, a match is found and any fields in the matched Listing that
differ from those in the file entry are updated.

162 e Directory Manager



IMPORTANT NOTES

e Only Listings within the selected Import Set are considered.
Manual Listings and Listings within other Import Sets are not
considered when reconciliation is performed.

o Values are never overwritten with nulls. That is, if a matching
entry in the file has no value in a field for which the existing Listing
has a value, the value in the Listing is retained. It is not updated to be
null. For example, suppose a given phone number is being reassigned
from an individual named Joe Smith to the PBX Maintenance Port. If
you change the Last Name field in the import file to "PBX Maint
Port" but simply delete the value from the First Name field, the
Listing is updated as PBX Maint Port, Joe, .... Toavoid this,
specify a value in any field that you want to be changed from its current
value. In the previous example, you might type NA or Service
Tech Access.

o By default, duplicate entries in the file are processed. If you
want duplicates to be discarded, see "Discarding Duplicate Entries in
an Import File" in the ETM® System Administration and Maintenance
Guide.
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Reconciliation

Consider the following examples:

Examples
Existing Listing Data File Entry Criteria Result
Matched?
Jones, Bill, 1(210)555-9000, | Jones, Bill, 1(210)555-9000, |1 The Listing is updated with
SATX, Boiler Room Tech, SATX, Boiler Room Tech, the changed email address,
Main Office, P8406, Basement, P9000, authorization number, and
bill.jones@xyzabc.com, 78240 | bjones@xyzabc.com, 78240 location from the file entry.
Doe, Pat, 1(210)555-1212, Doe, Pat, 1(214)555-2222, 2 The Listing is
SATX, Customer Service, DFW, Customer Service, automatically updated with
Main Office, P8406, Branch Office, D8406, the new phone number,
pdoe@xyzabc.com, 78240 pdoe@xyzabc.com, 75208 site, location, and
authorization number from
the file entry.

Perez, Sue, 1(210)555-1212, | Perez, Sue, 1(214)555-2222, |3 All of the fields in the
SATX, Customer Service, Main | DFW, Mail Room, West Listing other than First
Office, P8406, Campus, Q6714, Name and Last Name are
pperez@xyzabc.com, 78240 sue.perez@xyzabc.com, 78208 updated from the file entry.
Martin, Jane, 1(210)555- Rogers, Jane, 1(210)555- 4 All of the fields in the
7000, SATX, Engineering, 7000, SATX, Engineering, Listing that differ are
Main Office, P6784, Contract Ofc, 26784, updated from the file entry.
jmartin@xyzabc.com, 78240 jrogers@xyzabc.com, 78213
Gonzales, Jose, 1(210)555- Campos, Darlene, 1(210)555- |5 All of the fields other than
4000, SATX, Engineering, East | 4000, SATX, Mail Room, Main Phone Number are updated
Campus, R7496, Office, Q5467, from the file entry
ggonzales@xyzabc.com, 78201 | dcampos@xyzabc.com, 78240
Wilke, Darla, 1(210)555-8721, | Wilke, Darla, 1(210)555-8721, First entry Since the criteria are
SATX, Engineering, East SATX, Engineering, East matches 1, | applied in the order listed
Campus, R6784, Campus, R6784, second entry | above, the Wilke, Darla
dwilke@xyzabc.com, 78201 dwilke@xyzabc.com, 78201 matches 5. | Listing matches and a new

and

Mann, Horace, 1(210)555-8721,
SATX, Telco Tech, East
Campus, R6784,
hmann@xyzabc.com, 78201

Listing is created for
Mann, Horace, with the
same phone number as
Wilke, Darla.

Note: By default,
duplicate phone numbers
in an Import Set are
permitted. If you want to
disallow duplicate phone
numbers, see the ETM®
System Technical
Reference for instructions.
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Collisions

Only the reconciliation
criteria discussed in
"Import Set
Reconciliation" on
page 162 trigger
collisions. Other fields
in the Listing are not
considered.

Creating a File-
Based Import Set

When two entries in the file potentially match the same Listing, a collision
is said to occur. When a collision occurs, you are prompted to select which
of the similar Import Set Listings, if any, matches the entry in the file. Or,
you can specify that the file entry become a new database entry.

Consider the following example:

Existing Listing

Potential Matches in
File

Result

Jones, Bill, 1(210)555-
9000, SATX, Boiler
Room Tech, Main Office,
P8406,
bill.jones@xyzabc.com,
78240

Jones, Bill, 1(210)555-
9000, SATX, Mailroom,
Basement, P9000,
bjones@xyzabc.com,
78240

Jones, Bill, 1(210)555-
9000, SATX,
Engineering, Main
Office, P9000,
bjones@xyzabc.com,
78240

You are prompted to
select whether the first
entry matches the Listing
or should be created as a
new Listing. If you
determine that it matches
the Listing, the Listing is
updated to match the
entry and the second
entry is created as a new
Listing.

After reconciliation completes, any entries in the file that did not match an
existing Import Set Listing are added as new Listings. Any Import Set
Listings that did not match an entry in the file are deleted from the database.

To create a file-based Import Set

1. Inthe Directory Manager tree pane, right-click Import Sets and click
New. The Create Import Set dialog box appears.

Ereate Import Set

Imnport Set Mame I

Import Set Type

" LDaP

QK I Cancel | Help |

{+ File-Based

2. Inthe Import Set Type area, select File-Based.

3. Type a name for the Import Set of up to 32 characters. The name can
include letters, digits, spaces, and the following special characters:

&().1"+=@

4. Click OK. The Import Set appears in the Import Sets node of the
Directory Manager tree pane. To import Listings into the Import Set,
see "Importing a Text File of Listings" on page 169.
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Formatting the
File for Import

When you import Listings from a text file into the Directory Manager, the
text file must be formatted in a certain way for successful import.

For successful import, each entry in the text file to be imported must be on a

separate line, with no blank lines between entries. By default, each entry
consists of the following fields in the order listed here, separated by
commas. If a field is not required, you can use an empty set of commas to
denote that field. Only Last Name and Local Number are required. See
"Changing the Order of Fields/Delimiter" on page 167.

Field Contents
Last Name Up to 50 characters and spaces, including letters, digits, and special characters other
than double quotes (")
First Name Up to 50 characters and spaces, including letters, digits, and special characters other
than double quotes (") or commas.
Country Code 1 to 3 digits.
Area Code 1 to 8 digits.

Local Number

1 to 36 digits. Any punctuation in the number is discarded during import.

Site Up to 100 characters and spaces, including letters, digits, and special characters other
than double quotes (") or commas.

Department Up to 100 characters and spaces, including letters, digits, and special characters other
than double quotes (") or commas.

Location Up to 100 characters and spaces, including letters, digits, and special characters other

than double quotes (') or commas.

Authorization
Number

Up to 100 characters and spaces, including letters, digits, and special characters other
than double quotes (*) or commas.

Email Address

Up to 100 characters.

Mail Code Up to 100 characters and spaces, including letters, digits, and special characters other
than double quotes () or commas.
Comment Up to 255 characters and spaces, including letters, digits, and special characters other

than double quotes (*) or commas.
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Formatting the Import File, continued

Field

Contents

Extension Type(s)

Type one or more of the following characters in uppercase to indicate the extension
type(s): Invalid characters and duplicates are ignored. The order of multiple entries is
not important. Do not use commas between multiple entries. For example, to denote

Modem and Fax, type MF or FM.

Character Denotes
\% Voice
M Modem
D Data
F Fax
S STU-HI

Customl The first user-defined field in the Listing, labeled Custom1 by default but able to be
renamed.

Custom2 The second user-defined field in the Listing, labeled Custom2 by default but able to be
renamed.

Custom3 The first user-defined field in the Listing, labeled Custom1 by default but able to be
renamed.

URI1 The first URI associated with the Listing.

URI2 The second URI associated with the Listing.

URI3 The third URI associated with the Listing.

URI4 The fourth URI associated with the Listing.

URI5 The fifth URI associated with the Listing.

Changing the
Order of
Fields/Delimiter

The required format for the import text file is determined by a SQL*Loader
control file in the ETM® System installation directory. Each Import Set uses
its own copy of this file. This copy is created when you create a new Import
Set. If the fields in the import file are in a different order from the
reconcile.ctl file or are delimited by tabs instead of commas, you can edit
this file after you create the Import Set but before you import the Listings.

When you create a new Import Set, a system-named Import Set Directory is
created in the ps\Directory\import_sets directory of the ETM System
installation directory—for example, C:\Program Files\SecureLogix\ETM
\ps\Directory\import_sets\0102d-7fffffff-7fffffec 00000002. A text file in
this directory named import_set_details.txt identifies the Import Set by the name
you gave it in the GUI.

In each Import Set directory, the file reconcile.ctl defines the required
format for imported file(s). This is the file you edit to change the order of
the fields or the delimiter.
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When a new Import Set is created, the following is the default format of the
reconcile.ctl file.

Delimiter —
field

Listing
fields

LOAD DATL

INFILE reconcile.txt

INTO TAELE INPORT LISTINGS

LPPEND

FIELDS TERMIMATED EY ',' OPTICOHNALLY ENCLOSED EBY '™
TRAILING NULLCOLS

[(OID SEQUENCE (MAX, 1),

TWHS_MNAME CONITANT "ETH",

INPORT_SET OID CONSTANT "0102d-7ELfffffFf-7fffffech O0O0OOO0OO"M,
LAST MAME,

FIRST NAIME,

COUNTREY_CODE "translate(:country_code, 'A-. AUV, tam,
LREL CODE "translate{:area code, 'A-. /(1[1,', "&"I",
LOCAL_NUM "translate(:local num, 'i-. A0l,, YA,
SITE,

DEPT,

LOCATICH,

AUTH NO,

EMALIL,

HAIL CODE,|

COMMENTS,

EXZT_TYPE "case when(instr{:ext_type,'D']>0) then lelse Dend+case
when{instr{:ext_type,'F'])>0)] then Zelse Oend+case
when{instr {:ext_type,'M')>0) then 4else Oend+case
wheniinstr (text_type,'3')>0) then Selse Oend+case
whenfinstr{:ext_type,'V']>0) then 1lfelse Oend",
USER1,

T3ERZ,

USER3,

URI1,

URIZ,

URI3,

URI4,

URIE

)

The order in which the Listing fields appear in this file is the order in which
they must appear in the text file to be imported. The Delimiter field
specifies the character that separates the fields.

To change the order of the fields and/or the delimiter

1. Openreconcile.ctl in a text editor.

Making a backup copy 2

of any file you intend to
edit is good practice.

Arrange the Listing fields in the order that they appear in the text file to
be imported.

For example, if the fields in the text file are arranged as follows:

COUNTRY_ CODE,AREA CODE, LOCAL NUM, LAST NAME, FIRST NAME
,SITE,DEPT, LOCATION, AUTH NO,EMAIL,MAIL CODE,COMMENTS,
EXT TYPE,USER1,USER2,USER3,URI1,URIZ2,URI3,URI4,URI5

you would arrange the fields as shown in the illustration below.
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Do not
rearrange
the first 9
lines

Importing a Text
File of Listings

<

IMPORTANT Do not edit any text in the file except the delimiter. Do
not rearrange the first nine lines.

(~ LOAD DATA
INFILE reconcile.txt
INTO TABELE IMPORT_LISTINGS
LPFEND
FIELDS TERMINATED EBY ',' OPTICWALLY ENCLOSED BY '"™!
TRATILING MULLCOLS
{OID SEQUENCE (ML, 1),
TWHS _NAME CONITANT "ETH",
\_ IMNPORT_SET OID CONSTANT "OlOZd-7Effffff-7Efffffch 00000OOOM,

COUNTRY CODE "translate(:country code, 'A-. A1, A,
AREA CODE "translate(:area code, 'A-. Aol AT,
LOCAL NUN "translate(:local num, 'A-. Arpl,t, thA,
LAST NAME,

FIRST NANE,

3ITE,

DEPT,

LOCATION,

LUTH NO,

EMAIL,

MAIL CODE,

COMMENTS,

EXT TYPE "case when(instr(:ext_type,'D')>0) then lelse ODend+ocase
when{instr (:ext_type,'F']>0] then Zelse Oend+case
when(instr (:ext_type,'N'1>0) then 4else Dend+case
when(instr (:ext_type,'3')>0) then Selse ODend+case
hhen[instr[:ext_tvpe,'V'J>D] then 1léelse Osnd®,
USER1,

USERZ

USER3,

URI1,

URIZ,

URIZ,

URI4,

URIS

!

3.

In the line that begins FIELDS TERMINATED BY, the comma (, )
indicates that the text file you will import is a comma-separated values
(CSV) file. If the text file you want to import is TAB delimited, replace
the comma with: \t.

Click Save.

See "Formatting the File for Import" on page 166 for information about how
the entries in the text file must be formatted for successful import.

To import Listings from a text file

1.

In the Directory Manager tree pane, click the Import Set into which you
want to import the Listings.
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The Import Wizard 2.
uses an Oracle utility
called SQL*Loader,
which resides on the
Management Server
computer. The path to
SQL*Loader is
typically specified
during installation. If
you receive a
SQL*Loader error
when launching the
wizard, see
"Configuring the Import
Wizard" on page 181.

10.

See “Collisions” on
page 165.

Click Import Wizard. The ETM Import Wizard appears.
ETM Import Wizard B

‘Welcome to the Import Wizard, This wizard wil walk you through importing a
text file of listings into an Import Set, including reconcilistion with any existing
listing= in the Impott Set.

Select the text file you want toimport:

i SelectFile_

Cancel | i [=Fx | Help |

Click Select File. The Open dialog box appears.
Browse for and select the file, and then click OK.

Click Next. The file is copied to the Management Server. When the
download completes, the message File Successfully Downloaded
appears.

Click OK.

Click Start SQL Load to start the SQL*Loader process that processes
the data.

When complete, the SQL*Loader Results dialog box appears
displaying the SQL*Loader log file.

See "Contents of the SQL*Loader Log File" on page 173 for a
description of the contents of this file.

o If desired, you can print the SQL*Loader log file for review. To
print the file, click the Print icon on the SQL*Loader Results
dialog box.

After reviewing and/or printing the log file, click Close, and then click
Next.

Click Start SQL Reconcile to begin matching the Listings in the
Import Set in the database with the entries in the file. This process may
take some time to complete, depending on the number of Listings that
must be reconciled.

e If two or more Listings in the import file are potential matches for
an existing Listing in the Import Set, a collision occurs. If a
collision occurs, a Reconcile Collision(s) button appears.
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ETM Import Wizard [ x]

The system will nowe sttetnpt to match the current walues in the Directary with
thoze in this import file. This reconcilistion is the most time-consuming part of
the process and may require user interaction.

Start 3G Recancile |

Reconcile resulted in 4 colisions. Click "Reconcile Collision(s)" to manage
collizions.

Reconcile Callizion(=) |

Cancel | et | Help |

a. Click Reconcile Collision(s).

The Collision Management Assistant dialog box
appears, as shown on the next page.

Eullisinn Management Assistant E

The imported data belowy could not be conclusively matched to a current directary listing.
Please reviewy the imported data below and determine whether this newly imported data
matches one of the listings in the list belovy, or if it should be treated as a new entry.

Last Mame dartinez

First Matne Jawier

Phone +1(210)6966617
Extension Type Fax, Woice

Siter SATK
Departmert Engineeting
Location Main Campus
Auth Ma.

Ernil imartinezi@yourco .com
Mzil Cocle

Comments

~Select Callision Resolution

o Imported Data matches one of the following directory entries

Las..|Firs...| Pho..| Ext...| Ste |pen..|Loc.. | aut...| Email| mail..| co.. |
Marti.. \avier [+1¢2...[Fax,... [SATX [Engi... [main...| fimart...|

- Impotted Data does not match any of these listings. Create as new listing.

o | _re |

b. Do one of the following:

If one of the Listings in the Select Collision
Resolution area matches the imported data, select
Imported Data matches one of the following
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Directory Entries, click the matching Listing, and then
click OK.

- If none of the Listings in the Select Collision
Resolution area match the imported data, select
Imported Data does not match any of these
Listings. Create as new Listing, and then click OK.

c. Repeat Step b above for each collision.

11. Click Next to continue.

12. Click Start Summarizing to calculate which Listings must be

updated, deleted, or added to reconcile the Import Set. When
summarizing is complete, a table appears listing the number of
scheduled additions, deletions, and updates.

o New Listings are entries in the file that do not match any
Listings in the database. These entries will be added to the
database as new Listings.

o Unmatched Listings are Listings currently in the database that
do not match any entry in the file. These Listings will be deleted
from the database.

o Matched Listings are Listings that are currently in the database
and match an entry in the file. These will be updated to match any
updates in the file entries.

ETM Import Wizard [ x]

Thiz step calculates which listings must be updated, deleted, or added to
reconcile the Import Set and presents a table summarizing how many additions,
deletions, and updsates are scheduled to occur.

Start Surmmatizing |

Click "Start Summarizing" to begin summarizing.

Disposition Listing Court
Mewy Listings 2
Unrnatched Listings ]
hatched Listings 51

Cancel | NE)d Help |

13. Review the table, and then click Next.

14. Click Execute Changes to actually modify the values in the Import

Set in the database with the reconciled import data. After you execute
changes, the data in the repository is changed and you cannot undo the
changes or cancel the import.
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Contents of the
SQL*Loader Log
File

LDAP Import
Sets

15. Click Finish to exit the Import Wizard.

When you use the Import Wizard to import a text file of Listings into the
Directory Manager, an Oracle utility called SQL*Loader performs the data
transfer. When the transfer is complete, a SQL*Loader log file appears in
the SQL*Loader Results dialog box. This log file contains the following
information:

The first section provides information about the configuration of the
files and database tables SQL*Loader uses, including the expected
format of the data in the import file. See "Formatting the File for
Import"” on page 166 and "Changing the Order of Fields/Delimiter" on
page 167 for more information.

The second section lists any records rejected for errors encountered
during import, by record number, and provides a description of the
error (e.g., non-numeric characters in a numeric field or excessive
length of a field value). These records are not inserted and reconciled.
You can either cancel the import and address the errors, or continue
with the import, and then correct the errors and reimport the file.

The third section lists:

- The count of rows in the file that were successfully loaded into the
database. SQL*Loader inserts the data into a table called
IMPORT_LISTINGS, from which the ETM System performs the
reconciliation.

- The count of entries that were not loaded because of data errors
(matches the list in the second section).

- "Rows not loaded because all WHEN clauses were failed" is
unlikely to have a value.

- "Rows not loaded because all fields were null" does not apply and
will never have a value.

The fourth section provides internal database information.

The next section lists the number of records read and of those, the
number rejected (not loaded).

The remaining sections provide time information about the import.

The ETM Server can act as an LDAP client and request automated,
scheduled imports of data from an LDAP server with which to update the
ETM Directory Manager. Up to 100,000 Listings can be imported into a
single Import Set. The ETM Server is designed to be compatible with any
LDAP v3 data store and was tested with Sun ONE Directory.

Each time the ETM Server synchronizes with the LDAP server, all
matching data is downloaded, not just entries that have changed. This can
create significant network traffic, depending on the size of the data set.
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Secure LDAP
Communication

Unique Key for
Automated
Reconciliation

Synchronization,
System Events,
and Logging

Therefore, it is strongly recommended that you schedule the
synchronization for off-peak hours, such as afterhours or weekends.

IMPORTANT The phone numbers the LDAP server sends to the ETM
Server must fully-qualified with a country code, area code, and local
number, or the ETM Server cannot parse them. Non-numeric separators are
ignored.

If your organization requires a secure tunnel for LDAP communication to
the ETM Server, you can set up a secure LDAP proxy server on the ETM
Server host computer. You then configure the ETM Server, which acts as an
LDAP client, to connect to that proxy server instead of directly to the
LDAP server. You can then configure the LDAP proxy to communicate
with the LDAP server via SSL, using any third-party encryption scheme.
See the documentation for your LDAP proxy server and LDAP server for
instructions for configuring them.

Since LDAP imports are designed for unattended Directory Manager
updates, it is imperative that each record provide a unique identifier for
correlating records in the database with entries in the import data. If the DN
is known to be unique in your LDAP server, it can be used. However, since
the DN can be mutable, it is recommended that a different attribute that is
known to be unique for each record be used as the unique identifier, if one
is available or can be provided. Each entry must contain a value for the
unique identifier specified. The attribute specified as the unique identifier
may be multi-valued.

Each time synchronization occurs, all entries specified for the Import Set
are downloaded and reconciled with the existing entries in the ETM
Directory, using the unique identifier. Matching Listings are updated,
unmatched Listings are deleted, and new entries in the import data are
added as Listings to the Import Set. If synchronization affects a Policy, the
Dirty Policy indicator appears next to the affected Policy and the following
System Event is generated in the Diagnostic Log: Dirty Policies Found
After Automatic Directory Import.

You can add a Track to this System Event so appropriate personnel are
notified when synchronization causes a Dirty Policy. Since the
synchronization is typically automated, no Dirty Policy message dialog box
is presented.

In addition to the Dirty Policy System Event, the following mechanisms
provide feedback on synchronization errors:

e The Auto Directory Import Failure System Event is triggered when
a synchronization fails for any reason, such as an unavailable LDAP
server, bad username/password, reconciliation failure, and the like. The
reason for the failure is provided with as much detail as is available.

e When a synchronization fails, the icon for the Import Set is overlaid
with a red X to visually indicate the failure.
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Criteria that
Cause an Entry to
be Rejected

Creating an LDAP
Import Set

®

LDAP Import Set
Unconfigured or
with Synch Error

o Errors are logged in the Diagnostic Log.

Certain conditions cause an LDAP entry to be rejected during import. The
rejected entry is skipped and the import continues. Rejected records are
written to a file, along with the reason it was rejected. The file, called
exceptions.txt, is stored in the ETM Server installation directory and can
also be accessed via the Show Diagnostic Logs button on the Import
Set's dialog box. You can review these records and correct the issues in the
LDAP repository for future import.

Conditions that cause an entry to be rejected include:

e Anentry has no value for the attribute mapped to the Last Name or
Phone Number fields.

e The value retrieved for Last Name is an unprintable value.

e  The value retrieved for Phone Number is not in a normalized format
(e.g., +1 (210) 402-9669).

e The DN or the attribute specified as the Unique Identifier, whichever is
used, returns multiple values.

You must have Access Policy Features user permission to create LDAP
Import Sets.

To create an LDAP Import Set

1. Inthe Directory Manager tree pane, right-click Import Sets and click
New. The Create Import Set dialog box appears.

Imnport Set Mame I

Import Set Type ¢ File-Based
& [BAR
QK I Cancel | Help |

2. Inthe Import Set Name box, type a unique identifier for the Import
Set.

3. Inthe Import Set Type area, select LDAP.

4. Click OK. The Import Set is created and appears in the tree pane with a
red X over its icon, indicating that it is not yet configured with LDAP
server parameters. The following message appears:
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LDAP Import Set Created

@ Import Set MyLDAP has been created,
‘ou must configure the LDAP server parameters prior to running an import.

Click OK.

In the Directory Manager tree pane, click the newly created Import Set.
It opens in the right pane with the General tab selected. The name you
typed appears in the Name box.

| LDBP Serverl Synchronization | Field DeFinitionl

fryLDap
Created By |L|ser1
Create Date IDB,I'IB,I'ZUUS 14:12:26
Note If you are using a T
Listings in Impork Set [ buttan ko Caloulak ik
secure LDAP proxy, | ress button to Calculate Count Liskings |
supply its information Import Wizard | Yiew Diagnostic Logs

here, rather than the
LDAP server's

Show Import Histary |

information.

Anply | Revert | Lielete | Prink | Help |

7. Click the LDAP Server tab.

General LDAP Server |

Synchronization I Field Definition I

Server Address |1g, 1.1.162

Part I 848?ﬂ
Base Idc =securelogix,dc=com

User DN Icn=DirechDry Manager

Password I ========

Filter |[objechdass=inemrgperson)

Unique Identifier ¢ g

" Us

e Distinguished Name

e Alternate Attribute

Page Size I

IDDDﬂ

SortKey [objectGUID

Apply | Revert

I Delete | Print | Help |
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Tip You can also
initiate an import
manually at times other
than those specified on
the Synchronization
tab, using the Import
Wizard launched from
the General tab. See
"Initiating an
Unscheduled LDAP
Import" on page 180.

10.

11.

12.

13.

14.

15.

In the Server Address box, type the IP address of the LDAP server.

In the Port box, type or select the TCP/IP port on which the ETM
Server is to communicate with the LDAP server.

In the Base box, type the base object that defines where in the DIT the
search is to start. (For example,
ou=People,dc=securelogix,dc=com)

In the User DN box, type the username the ETM Server is to use to
connect to the LDAP server. (For example, cn=Directory
Manager.)

In the Password box, type the password associated with the
username.

The Filter box allows you to optionally specify a filter to return only a
subset of LDAP entries. The defaultis (objectClass=*), which
means "no filter." This means all entries below the specified base are
returned.

o To apply afilter, in the Filter box, type the string that defines
which entries to return.

The Unique ldentifier area defines the attribute the ETM System is
to use to correlate an LDAP entry with an ETM Directory Listing.
After the initial import to populate the Import Set, the Unique Identifier
is used to determine which Listing an LDAP entry matches. The
Unique Identifier specified should be an attribute that is stable and
unique for all LDAP entries. In the Unique Identifier area, select one
of the following:

e Use Distinguished Name—Since the DN is based on the
relative path in the DIT and may be subject to change, you may
want to select a different attribute as the unique identifier, if an
attribute exists that is unique and stable for all LDAP entries.

e Use Alternate Attribute—If an attribute exists that is unique
and stable for all LDAP entries that can be used instead of the DN,
such as a user ID (uid), specify that attribute here. Every entry
must have a value for the specified attribute, and the value must be
unique for each entry.

If your LDAP Server is configured for paging, select Support
Paging and then do the following:

a. Inthe Page Size box, type or select the page size for which your
LDAP Server is configured. The default is 1000.

IMPORTANT This value must match the configuration on your
LDAP Server, or import performance may be impaired.

b. Inthe Sort Key box, type the sort key your LDAP Server uses, if
different from the default. The default is objectGUID.
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16. Click the Synchronization tab. This tab specifies how often the ETM
Directory is to connect to the LDAP server and request the latest LDAP
information. The recurrence pattern and range configuration is identical
to that of Usage Manager Scheduled Reports.

General | LDAP Server  Synchronization | Field Definition |

¥ Synchronization Enabled

-Recurrence Pattern

Recur based on | [

Ewery I 1 3: weekis) on

I~ Sunday [~ Monday I~ Tuesday [~ Wednesday
I~ Thursday [~ Friday I~ Saturday
Select all I Deselect Al I

At [tzizsiaw pm ]
-Recurrence Range

Starting IP.ug 19, 2005 b | Endng @ Mewerend
i End after I 13: OCCUrrences

{ Endby  [pug 2o, 2005 i

apply | Revert | Delete | Print | Help |

17. Select the Synchronization Enabled check box.

18. In the Recur based on box of the Recurrence Pattern area, select
one of the following:

Day—Use day as the unit of time. Then select the frequency,
either Every n days or one or more certain days of the week. To
synchronize on all days of the week, click Select All. For
example, you might specify "every 3 days" or "Every Tuesday."

Week—Use week as the unit of time. Type or select the frequency
in the Every n week(s) on box and then select the day or days of
the week on which to synchronize. To synchronize on all days at
the weekly frequency specified, click Select All. For example,
you might specify "Every 2 weeks on Saturday."

Month—Use month as the unit of time. Specify the frequency by
doing one of the following:

- Select On day and type or select a numeric day of the month.
OR
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For instructions for
changing the default
field mappings, see
“Mapping Directory
Fields to Default LDAP
Attribute Fields” in the
ETM® System
Technical Reference.

19.

20.

21.

- Select On the <ordinal><unit> and select the applicable
options, for example, “On the first weekend day."

In the At box, type or select the time at which the synchronization is to

begin.

In the Recurrence Range area, specify the duration of the scheduled

recurrence.

a. Inthe Starting box, type or select the first date on which the
synchronization is to occur.

b. Inthe Ending area, select one of the following:

e Never end.

o End after n occurrences. Type the number of times the

synchronization is to occur.

e End by. Type or select the date on which the scheduled
recurrence is to end.

Click the Field Definition tab. This tab enables you to define the
correlation between ETM Directory Listing fields and the attributes that
exist in the LDAP server. A given LDAP attribute may not be mapped
to more than one Directory field. The URI Directory field, which can
contain up to 5 URIs, can be mapped to a single LDAP attribute, but
that attribute can be multi-valued; the importer can extract up to 5 URIs

from the specified attribute.

|

Directory Field Import? LDAP Attribute Identifier

Last Marne [l n
First Marne [ giventame
Phone Murnber = relephonefumber
Site v |
Deparkment [l departmentMumber
Location v roomiumber
Autharization Kurnhes r
Erniail [l rnail
Mail Code [l postalCode
Camments T
Extension Typels) r
Custom 1 r
Custom 2 r
Cuskom 3 -
LIRI r

Apply Revert Delete | Print | Help |
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Null values do not
override data already
in a record in the ETM
Directory.

Initiating an
Unscheduled
LDAP Import

c. For each of the fields in a Directory Listing, you specify whether
data is to be retrieved for that field, and if so, which LDAP
attribute is to be associated with the field. Last Name and Phone
Number are required; all other fields are optional. Default values
representing common associations are provided for commonly
used fields. For each field for which data is to be retrieved:

i. Select Import.

ii. Inthe LDAP Attribute Identifier box, type the LDAP
attribute that corresponds to this ETM Directory field, or keep
the default, if one is provided.

d. Click Apply to save changes. To discard unsaved changes, click
Revert.

22. After you define and schedule the LDAP Import Set, you can either

wait for the initial scheduled synchronization for the Import Set to be
populated, or you can manually initiate an import. See "Initiating an
Unscheduled LDAP Import" on page 180 for instructions.

You can use the following procedure to update the ETM Directory from the
LDAP data without waiting for the next scheduled synchronization.

To initiate an unscheduled import

1.

In the Directory Manager tree pane, click the Import Set you want to
update. The Import Set appears in the right pane.

On the General tab, click Import Wizard. The ETM Import
Wizard appears.

Click LDAP Extract. The applicable entries are extracted from the
LDAP Server and the message, "LDAP Extract Complete" appears.

Click OK.

If any warnings were triggered, the message "Would you like to view
the warnings file now?" appears. To view the warnings, click Yes; if
you do not want to view the warnings, click No.

Click Next.

Click Start SQL*Load to begin processing the entries. When
processing completes, the SQL*Loader log file appears. Click the x to
close the file.

Click Start SQL Reconcile to reconcile the extracted LDAP entries
with the Listings in the Import Set. When this completes, click Next.

Click Start Summarizing. When this completes, a table appears
listing the number of Listings to be added, updated, deleted, and to
remain unchanged after the import completes.
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Viewing
Diagnostic Logs
for Imports

Configuring the
Import Wizard

10. Click Next.

11. Click Execute Changes. This step updates the Listings in the ETM
Directory and cannot be undone.

12. Click Finish.

To view a diagnostic log for an Import Set

1. Inthe Directory Manager tree pane, click the Import Set for which you
want to view the Diagnostic Log. The Import Set opens in the tree
pane.

2. Click View Diagnostic Logs. The SQL*Loader log file appears.

e  The first section shows any exceptions that occurred during the last
import. If no exceptions occurred or if no imports have been
performed, the text "exception.txt does not exist" appears.

e The second section show the reconcile log, which provides the logs
of the last import/reconciliation. This content is the same as that in
the SQL*Loader log file that appears during import. See "Contents
of the SQL*Loader Log File™ on page 173 for a description. If no
import has been performed, the text "reconcile.txt does not exist"
appears.

Before you can use the Import Wizard to import Listings from an external
file, the path to the Oracle client tools on the Management Server computer
must be specified. The Import Wizard uses the SQL*Loader database
utility, an Oracle client tool that loads data from external files into the tables
of an Oracle database. If the Management Server is installed on a different
computer than the database, the Oracle client tools must be installed on the
Management Server before you can specify the path to the Oracle client
tools.

This configuration is normally performed during installation. If you receive
the following error message when you attempt to launch the Import Wizard,
see "Specifying the Oracle Client Tools Location" in the ETM® System
Administration and Maintenance Guide for configuration instructions.

Import Wizard Configuration Error [ %]

Oracle Client Tools Path must be set before Reconcilistion Wizard
can be run. Plesse select 'Data Management Toal' from the ETh
System Conszole and specify the Oracle Client Toolzs Path.
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Viewing Import To view Import Set details

Set Details e Inthe Directory Manager tree pane, do one of the following:

- Click the Import Sets node. The editing pane displays a table
listing all of the Import Sets. Right-click the one for which you
want to view details, and then click Edit.

- Click the PLUS SIGN to expand the Import Sets node, and then
click the Import Set for which you want to view details. The
Import Set Details dialog box appears within the editing pane.

Mame

Created By

Create Date

Listings in Import Set IPress button ko Caloulate Count Listings |

Import Wizard | Views Diagnostic Logs

IBranch Office Directory

|User1

Jinjze 2005 11:45:01

Show Import Histary |

(04 I Cancel | Help |

The contents of the Import Set Details dialog box vary depending on
which type of Import Set you have selected: File-based or LDAP. The
illustration above shows the Import Set Details for a file-based Import Set.

For a file-based Import Set, the following information is provided:

The name of the Import Set. To rename the Import Set, type a new
name.

The name of the user who created it.
The date it was created.

The number of Listings in the Import Set. (Click Count Listings
to update the value.)

An option to launch the Import Wizard. To launch the Import
Wizard, click Import Wizard. For instructions for importing
Listings using the Import Wizard, see "Import Sets” on page 162.

An option to view a diagnostic log of the last import. To view the
log, click View Diagnostic Logs.

The Import History. (To show or update the Import History, click
Show Import History.)
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Renaming an
Import Set

Deleting an
Import Set

Instead of right-
clicking, you can click
the Delete button at
the bottom of the
editing pane after you
select the item(s) to be
deleted.

Printing an
Import Set
Report

Instead of right-
clicking, you can click
the Print button at the
bottom of the editing
pane after selecting the
item to print.

e Foran LDAP Import Set, the Import Set Details dialog box contains
configuration settings for connecting to the LDAP server and
scheduling imports. See “Creating an LDAP Import Set” on page 175
for details.

To rename an Import Set

1. Inthe Import Sets node of the Directory Manager tree pane, click the
Import Set you want to rename. It opens in the right pane.

2. Inthe Name box, type the new name, and then click OK.

When you delete an Import Set, all of the Listings imported via that Import
Set are deleted. The larger the count of Listings in the Import Set, the longer
deletion takes and may be time-consuming on an Import Set with a large
number of Listings.

To delete an Import Set
e Do one of the following:

- Inthe Import Sets node of the Directory Manager tree pane,
right-click the Import Set and click Delete.

- Inthe Directory Manager tree pane:

a. Click the Import Sets node. A table appears in the editing
pane listing all of the Import Sets.

b. Right-click the Import Set you want to delete, and then click
Delete.

- To delete multiple Import Sets, hold down SHIFT or
CTRL and select the Import Sets, and then right-click the
selection and click Delete.
An Import Set report provides the following information:
e  The name of the Import Set.
e  The date/time it was created and by whom.

e  The date/time it was last modified and by whom.

To print an Import Set report
e Do one of the following:

- Inthe Import Sets node of the Directory Manager tree pane,
right-click the Import Set and click Print.

- Inthe Directory Manager tree pane:

a. Click the Import Sets node. A table appears in the editing
pane listing all of the Import Sets.
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b. Right-click the Import Set, and then click Print.

The Print Preview dialog box appears containing the report, which
appears similar to the following illustration.

Tpert Set Repert

Hame Hnport Set 2
Last IModified s admir
Last Modified Dat 08/19/2003 11:39:59
Create Teel ydmir
Create Dt 0841972003 11:39:59

Click the Print icon. The printer dialog box for your default printer
appears. Print as you normally would.

Viewing a List of Import Set properties include: Name, Comments, date and time last
All Import Sets modified and by whom, and date and time created and by whom.

and Their
Properties

To view a list of all Import Sets and their properties

In the Directory Manager tree pane, click the Import Sets node. The
list of all of the Import Sets and their properties appears in the editing
pane.

- Toview or edit one of the Import Sets, click the Import Set in the
list and then click Edit at the bottom of the editing pane.

- To delete one of the Import Sets, click the Import Set in the list and
then click Delete at the bottom of the editing pane. IMPORTANT
Deleting an Import Set deletes its Listings.

- Toprint a report for one of the Import Sets, click the Import Set in
the list and then click Print at the bottom of the editing pane. See
"Printing an Import Set Report™ on page 183 for details about the
content of the Import Set report.

- To create a new Import Set, click New at the bottom of the editing
pane. See "File-Based Import Sets" on page 162 or "LDAP Import
Sets" on page 173.
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Monitoring Tools

Tools for Monitoring System and Telco
Activity

The ETM® System provides various tools for monitoring system and telco
activity:

The Alert Tool provides user-configurable real-time alerts for telco,
system, and Policy events. See "Alert Tool" on page 186 for details.

The Call Monitor provides a real-time display of monitored calls. See
"Call Monitor" on page 197 for details.

The Diagnostic Log provides informational and diagnostic messages
about system activity. See "Diagnostic Log" on page 190 for details.

The Policy Logs provide information about Policy processing. One
Policy Log provides Firewall Policy processing results. A separate

Policy Log provides IPS Policy processing results. For information
about the Policy Logs, see "The Policy Log" in the Voce Firewall
User Guide or "IPS Policy Log" in the Voice IPS User Guide.

The Call Log, which provides details about each call monitored by a
given Span Group, regardless of whether the call triggered a tracked
Rule in any Policy. If a call triggered a Firewall Policy Rule, that
information is also included for the call. Since IPS Policies are based
on call pattern accumulations and not individual calls, no IPS Policy
processing fields appear in this Log.

The Status Tool shows details about interaction between the ETM
Server and Spans during events such as configuration updates, software
or Dialing Plan downloads, and Policy verification. See "Status Tool"
on page 189 for details.

The ETM System Statistics dialog box provides health and status
information for the ETM Appliance and the telecom circuits it
monitors. See "Viewing Health and Status" on page 215 for details.

Real-time status indicators in the Performance Manager tree pane
provide at-a-glance notification of a wide variety of issues, including IP
and Telco network alarms and errors, Span and Card status, Policy
synchronization issues, and more. See “Real-Time Telco Health and
Status Alarms” on page 19 for details.
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Alert Tool

For instructions for
setting alerts for
telecom and system
events, see "Setting
Track Actions for
System Events" in the
ETM® System
Administration and
Maintenance Guide.

e Error logs provide diagnostic information about system errors. See
the ETM® System Technical Reference for details.

e SMDR debug logs provide troubleshooting data regarding SMDR
resolution. See "Enabling SMDR Debug Logging" in the ETM® System
Administration and Maintenance Guide for instructions for enabling
SMDR debug logging. See the ETM® System Technical Reference for
details about the contents of the generated SMDR debug log,
troubleshooting SMDR, and defining an SMDR parse file.

e Appliance Debug Logs provide information valuable to
SecureLogix Customer Support for troubleshooting system issues. See
“Appliance Debug Event Logging" in the ETM® System Administration
and Maintenance Guide for enabling Appliance debug logging.

You can configure the Management Server to generate real-time alerts in
response to specific telecom, system, or Policy events. These alerts are
viewed in the Alert Tool. Alerts for all of the Management Servers you are
currently connected to are consolidated in a single Alert Tool, enabling
you to simultaneously monitor tracked events across the enterprise,
regardless of the Management Server you are currently viewing. Each alert
contains the following information:

e Time Stamp—The date and time an alert was generated.
e Server—The Management Server from which the alert originated.
o Description—A description of the cause of the alert.

Alert Tool M=l E3

File Help

5
Time Stamp | ETH Server Description

094 8/2005 15:55:21 |instance2 Allowved Call of Type STU From unawail to +1021001 047902 fired rule 4 o0 =

091 8/2003 15:55: 21 (instance? Cared E1 PRI 1031 Cooling Fan Failure reported from: E1 PRI03-1

09M 8/2003 15:55:21 |instance2 Card E1 PRI 103-1 Cooling Fan OK reported from: E1 PRI 103-1

09M 8/2003 15:55:21 |instance2 Card E1 PRI 103-1 Powver Supply Failure reported from: E1 PRI 103-1

094 8/2003 15:95: 21 linstance2 Cared E1 PRI 1031 Powwer Supply OF reported fram: E1 PRI 103-1

094 8/2003 15:95: 21 linstance2 Appliance reboctedd by: admin reportedd fram E1 PRI103-1

09,18/2003 15:55:21 [instance2 Span 1 started reported from E1 PRI103-1

094 8/2005 15:55:21 |instance2 Span 2 started reported from E1 PRI103-2

09,18/2003 15:55:21 [instance2 Span 3 started reported from E1 PRI103-3

091 8/2003 15:55:21 |instance? Spand started reported from E1 PRI103-4

091 8/2003 15:55: 21 (instance? Allowed Call of Type Modem Energy From +1021005551212 fired rule 1

09/3/2003 15:55:21 |instance? Terminsted Call of Type Madem From +1(803)555121 2 fired rule 8 _ILI
4

Kl |

Alerts remain in the Alert Tool until you clear them, up to a limit of 1000
items. If this limit is exceeded, the last 1000 alerts received are shown; the
oldest alerts are cleared as new ones are received.

You can set preferences governing how the Alert Tool responds when an
alert is received. These preferences include the following:
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Opening the Alert
Tool

Setting the Alert
Tool to Display
for New Alerts

o  Whether the Alert Tool displays automatically when a new alert is
received. If you do not select this setting, you can manually open the
Alert Tool at any time to view alerts.

o  Whether the Alert Tool plays an audible notification when a new alert
is received, and if so, how often the sound is repeated until you
acknowledge the alert.

To open the Alert Tool

e Onthe ETM System Console main menu, do one of the following:

- Click Tools | Alerts.
-or- :
- Click the Alarm Clock icon. El

To set the Alert Tool to display automatically for new alerts

=

On the ETM System Console main menu, click Edit | Preferences.
The Preferences dialog box appears.

Preferenl:es B

General I Displa\;l
-Automation Preference:

¥ Eing
I™ Cliert Tool Auto-Start

[~ | Directory Manager

[~ Perfarmance Manager

[~ Usage Manager

~&lert Tool Preferences
v Dizplay Alert Toal for new alert

[ Uze audible notification

Repest audible every |0 Hours 00 Mins 00 Secs :I

-Status Toal Preference:

I Display Status Tool for status updates

Ok I Cancel | Apply | Help |

2. Click the General tab, if not already selected.

3. Inthe Alert Preferences area, select the Display Alert Tool for
new alert check box.
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Setting an
Audible Alarm for
Alerts

Acknowledging
an Alert

Clearing the
Contents of the
Alert Tool

Printing the
Contents of the
Alert Tool

To set an audible alarm for Alerts

1. Onthe ETM System Console main menu, click Edit | Preferences.
The Preferences dialog box appears.

2. Click the General tab, if not already selected.

3. Inthe Alert Preferences area, select the Use Audible
Notification check box.

4. Inthe Repeat audible every box, type or select the Interval (in
hours, minutes, and seconds) at which the audible alarm repeats until
the alert is acknowledged.

If you have set an audible alarm for alerts, the alarm will sound at the
specified interval until you acknowledge the alert using the procedure
below.

To acknowledge an Alert

e Onthe Alert Tool, click the IGRAPHIC! icon.

Alerts remain in the Alert Tool (even if you close it) until you clear them
using the procedure below, with up to 1000 shown at a time. However, if
you close the ETM System Console, the alerts are cleared.

To clear the contents of the Alert Tool

e Onthe Alert Tool, click the '\GRAPHIC! icon.

To print the contents of the Alert Tool

e  Onthe Alert Tool main menu, click File | Print. The standard print
dialog box for your default printer appears. Print as usual.
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Status Tool

Opening the
Status Tool

Status Tool icon

The Status Tool shows details about interaction between the ETM Server
and Spans during events such as configuration updates, software or Dialing
Plan downloads, and Policy verification. A single Status Tool shows
status for actions that you initiate for all ETM Servers to which you are
connected. The information remains in the tool until you click Clear to
remove it or until 1000 entries are received, even if you close the Status
Tool.

The Status Tool displays the following types of messages:

e Informational messages are displayed in black text. For example,
"INFO: Management server successfully sent configuration download
message to device."

e Warning messages are displayed in yellow text. For example,
"WARNING: This Rule is a duplicate of Rule 4."

e  Error messages are displayed in red text. For example, "ERROR:
Source Objects could not be validated."

o Debug messages are displayed in blue text. For example, "DEBUG: No
comments have been added.”

You can configure the Status Tool to open automatically when status
information is received (see "Setting the Status Tool to Open for Status
Updates™ on page 190), or you can open it manually from the ETM System
Console when you want to view status information (see below).

To open the Status Tool

e Inthe ETM System Console, do one of the following:
- Click Tools | Status.
-or-
- Click the Status Tool icon.

Status Tool M=l E3
IMFC:  Werifying Rule 3 ;I
INFO: Werifying Rule 4
INFO: —--- Policy San Antonio verified ----

INFO: —--- Installing Policy San Antonio ----

INFO:  Installing policy San Antonio on span
group Span Group 1
INFO:  Instaling on T1 CAS 242 SUCCESS
INFO:  Installing policy San Antonio on span
group Span Group 2
INFO:  Installing policy San Antonio on span
group Span Group 3
INFO:  Installing policy San Antonio on span
group Span Group 4
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Setting the Status  To set the Status Tool to open for status updates

Tool to Open for 1. Inthe ETM System Console, click Edit | Preferences. The
Status Updates Preferences dialog box appears.

Preferences [ x|

| Display |

- ul Drﬁ::‘.ntion Preferences
[+ single Server Auto-Login
[ Client Tool Aute-Start

|~ Directary fManager

[~ Petformance Manager

[~ Usage Manager

-Alert Tool Preference
[ Display Alert Tool For new alert

[~ Use audible nakification

Repeat audible every |0 Hours 00 Mins 00 Secs :I

-Skatus Tool Preferences

[ Display Status Tool For skatus updates

oK I Cancel | Apply | Help |

2. Inthe Status Tool Preferences area, select the Display Status
Tool for status updates check box.

3. Click OK to apply the changes and close the dialog box or Apply to
apply the changes and keep the dialog box open.

Diagnostic Log Each ETM Server has a Diagnostic Log that displays diagnostic
messages regarding system events. It is recommended that this log be
reviewed daily for items of concern. You can also assign notification Tracks
to specific system events or to an entire category of events so that
appropriate personnel are automatically notified when an event occurs. For
example, you might want your Security Administrator notified for some or
all security events and your Telco Administrator notified for some or all
telco events. See "Setting Track Actions for System Events" in the ETM®
System Administration and Maintenance Guide for instructions for
assigning Tracks to system events.
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System Event
Categories

Diagnustic Log : Server 1 (10.1.1.132) : tennis

Log MWew Help
| @ || w| =

Titne Stamp Erraor Type Event Time Resource Reported By Description
052352004 1 . WARMING 05/23/2004 1 ... |[ETh Application ... |T1 Span "S60 T1 - AWM~ |
052352004 1 . WARMING 052352004 1 ... |[ETh Application ... |YolP Span "elantra” ha:
052352004 1 . WARMING 05/23/2004 1 ... |[ETh Application ... |PRI Span "PRI Span 1"t
052352004 1 . WARMING 052352004 1 ... |[ETh Application ... |T1 Span "860 T1 - AMC
052352004 1 . WARMING 05/23/2004 1 ... |[ETh Application ... |YolP Span "elantra” ha:
052352004 1 . WARMING 052352004 1 ... |[ETh Application ... |PRI Span "PRI Span 1"t
052352004 1 . WARMING 05/23/2004 1 ... |[ETh Application ... |T1 Span "860 T1 - AMC
052352004 1 . WARMING 052352004 1 ... |[ETh Application ... |YolP Span "elantra” ha:
052352004 1 . WARMING 05/23/2004 1 ... |[ETh Application ... |PRI Span "PRI Span 1"t
05/23/2004 1 . WARMIMNG 08/23/2004 1. |T1 Span 232 |Hardware (31 Posszible configurati
052352004 1 . WARMING 05/23/2004 1 ... |[ETh Application ... |T1 Span "860 T1 - AMC—
052352004 1 . WARMING 052352004 1 ... |[ETh Application ... |YolP Span "elantra” has
052352004 1 . WARMING 05/23/2004 1 ... |[ETh Application ... |PRI Span "PRI Span 1"t
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System events are divided into the categories listed below. The category
appears in the Error Type column of the Diagnostic Log, while the
event description appears in the Description column. See “Appendix A:
System Events” in the ETM® System Administration and Maintenance
Guide for a list and description of the system events in each category.

Category Description

Error Error events indicate elevated cabinet temperature, AAA server
modem failure, missed Span heartbeats, or call traffic errors.

Panic Panic events represent potentially severe events, such as a
hardware failure or a software exception.

Policy Policy events are associated with Policy enforcement.

Security Security events include authorized and unauthorized access,
connection, and configuration events.

Telco Telco events provide information about telephony events and
errors.

Start/Stop Start/Stop events occur when a Card or the Management Server is
shut down or initialized, or when the Management Server enters
Standby mode.

VolP VolIP events relate to potential quality-of-service and availability
events on VolP Spans.

Warning Warning events occur in response to such events as unavailable

expected files, lost Card/Management Server communication,
excessive failed SMDR resolutions, or Fail-Safe mode.
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Fields in the
Diagnostic Log

Viewing the
Diagnostic Log

Tip To remove the
Resource filter so that
all messages are
visible, right-click the
Resource column
heading and click
Remove Filter.

For each system event, the Diagnostic Log displays the following
information:

Time Stamp—The date and time at which the Management Server
received the message.

Error Type—The category of system event. See "System Event
Categories" on page 191 for a list of the categories and their
descriptions.

Event Time—The date and time the event actually occurred.

Resource—The system component at which the event occurred (for
example, the Management Server or a specific Span managed by that
Management Server).

Reported By—The system component that sent the message to the
Management Server. (For example, the Management Server or a
hardware component).

Description—The description of the event that triggered the
notification. See "Appendix A: System Events" in the ETM® System
Administration and Maintenance Guide for a list and description of
each system event.

See the topics below for instructions for opening, filtering, and setting
Diagnostic Log display preferences and for exporting or printing the log.
See the Usage Manager User Guide for instructions for running reports on
Diagnostic Log data.

To view the Diagnostic Log

1.

In the Performance Manager, do one of the following:

e To view only diagnostic messages generated by a specific Span,
right-click the Span in the Performance Manager tree pane, and
then click View Diagnostic Logs.

The Diagnostic Log appears, filtered to show only records for
the selected Span. The Resource column heading appears in red
to indicate that a filter is applied. Note that the Diagnostic Log
appears blank if no messages for that Span are present.

e To view diagnostic messages for all resources managed by this
Management Server, click Tools | View Diagnostic Logs on
the Performance Manager main menu.

The Diagnostic Log appears. New entries are highlighted in yellow
by default. If you prefer that new entries not be highlighted, or that they
be highlighted in a different color, see "Setting Log Display Properties"
on page 250.
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Filtering the
Diagnostic Log
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When you open the Diagnostic Log, it displays information by default for
the 10 minutes prior to the time you opened the log, unless that time period
contains more than 1000 log items, in which case only the most recent 1000
entries are displayed. These limits are controlled by two settings in the
Performance Manager's Properties dialog box: Log Retrieval Amount
(time) and Allow Logs to Grow to (number of records). See "Setting Log
Display Properties” on page 250 for instructions for changing these settings.

After you open the log, if you want to see information for more than the last
10 minutes in this instance, you can set the log start time back to an earlier
time. See "Setting the Log Display Start Time" on page 195 for instructions.

Note that, since the Diagnostic Log retrieves data from the active area in
the database, only data that has not been migrated is available. To see
historical data, use the Usage Manager diagnostic reports.

You can limit the Diagnostic Log display to data that matches certain
criteria. To do this, you apply filters to one or more columns. Columns to
which filters are applied appear in red.

To filter the Diagnostic Log

¢ Right-click a column heading and click Edit Filter. The filter dialog
box applicable to the selected column appears. The same filters are
used in the Alert Tool, Call Monitor, Policy and Call Logs, and
Reports. See "Using Filters in the ETM® System" on page 220 for
instructions for using each filter, or click the Help button on the filter
dialog box.

e To remove a filter, right-click the column heading and click Remove
Filter.
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Exporting the You can export the contents of the Diagnostic Log display to a comma-

Diagnostic Log separated values (CSV) file that can then be imported into other programs,
such as Microsoft Excel. When you export the Diagnostic Log, only the
records displayed onscreen are included, including the column headings.
Filter settings are maintained.

To export the Diagnostic Log display to a CSV file

1. Onthe Diagnostic Log main menu, click Log | Export. A Save
dialog box appears.

-] BcfEER
114203 [Z1 jh2 D-okez
_1 ADOBEAPP [Z1 My Documents
[:I archive [:I arache
[:I chrick [:I Perl
[:I dell [:I Program Files
[:I Doc2Help demao [:I s7help_ 1.1
(C] Documents and Settings = temp
(1 j2sdki 4.1_02 [ Test
2 j2sdk1.4.2_03 21 windows Update Set
(1 jolk1 3.1_040BE (2 waranaT
1 jh1 .1 30LD Acdobeinieh log
[:I jhz2.0 ConfigCortralldes txt
1 jh2.0--che D2h_dl ot
Kl 2

File name: I Save |
Files of type: IAIIFiIes LI Cancel |

2. Browse to the location where you want to save the file, and then click
Save. Note that unless you specify a different file extension, the file is
saved with a .txt extension.

Printing the When you print the Diagnostic Log, only the records displayed onscreen
Diagnostic Log are included. Filter settings are maintained.

To print the Diagnostic Log

e Onthe Diaghostic Log main menu, click Log | Print. The typical
Print dialog box for your computer appears. Select printing properties
and print the file as you would with any other application.
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Setting the Log
Display Start
Time

When you open the Diagnostic Log, it displays information by default for
the 10 minutes prior to the time you opened the log, unless that period
contains more than 1000 log items, in which case only the most recent 1000
entries are displayed. These limits are controlled by two settings in the
Performance Manager's Properties dialog box: Log Retrieval Amount
(time) and Allow Logs to Grow to (number of records). See "Setting Log
Display Properties” on page 250 for instructions for changing these settings.
After you open the log, if you want to see information for more than the last
10 minutes in this instance, you can set the log start time back to an earlier
time. Note that the retrieval is still constrained by the Allow Logs to
Grow to setting. Also note that, since the Diagnostic Log retrieves data
from the Active tables in the database, only data that has not been migrated
is available. To see historical data, use the Usage Manager diagnostic
reports.

To set the log start time

1. Onthe Diagnostic Log main menu, click View | Set Start Time.
The Log Start Time Definition dialog box appears, showing the
current start date and time in 24-hour format.

Lug Start Time Definition

Display Logs Since: IDEIID1 2004151336

mtrlchiyyyy Rk S5

Ok I Cancel | Help |

2. Inthe Display Logs Since box, type a date and time (previous to
that displayed) at which you want the log display to begin, in 24-hour
format, as follows:

mm/dd/yyyy hh:mm:ss
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Showing, Hiding, To show, hide, or rearrange the columns

and Arranging 1. Onthe Diagnostic Log main menu, click View | Columns. The
Cplumns_ln the Set Displayed Columns dialog box appears. The Show box lists
Diagnostic Log the currently displayed fields in the order in which they appear.
SEt Displayed Columns
Tip You can also drag Hide Ehow
a column heading to a Titme Stamg
new location in the Error Type
Diagnostic Log GUI. Evert Time:
Resource
Feported By
Description

<> [rlv

Ok I Cancel | Help |

2. The fields listed in the Show box appear as column headings in the
Call Monitor in the order they are listed in this dialog box.

e To hide a column, click it in the Show box, and then click the left
arrow button.

e Toshow a hidden column, click it in the Hide box, and then click
the right arrow button.

e To rearrange the columns in the Show box, click a column, and
then click the up or down arrow.
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Call Monitor The Call Monitor provides a real-time display of monitored call activity.

@Ca Il Monitor : Serverl (127.0.0.1) : admin

Monitor  View  Help

| =|m|e

5/Qutbound

Source

0:11:06 Voice Log, Alert

Log, Alert

Log, Alart_|6.4k

Log 16kbit/s

The following options are available:

View calls per Span, for multiple Spans, per Card, per Appliance, or
per Switch.

View all data for all calls, or you can customize the display to show
only certain columns, specific call types, and/or calls containing
specific types of data, such as those within a certain time frame or
from/to a specific phone number/URI.

Sort the display in ascending or descending order according to a given
column by clicking the column heading. A green arrow appears in the
column heading; the direction of the arrow indicates sort order (™ for
ascending, “* for descending).

See a row for each enabled channel whether or not it has an active call,
or see only channels on which a call is active &

Show or hide columns to tailor the display 8.

Freeze the display 10 to prevent it from scrolling or displaying new
entries while you are examining its contents.

Set color coding preferences for each type of call and set the display
update Interval and the length of time that an ended call is displayed.
Entries are displayed in colored text to give you a quick visual
indication of channel and call status.

Terminate a specific call in the Call Monitor using the Terminate
call ! icon.
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Call Monitor
Fields

Since the Call Monitor
provides near-real-time
visibility into call traffic,
the Server continually
transfers all call state
changes to the display.
To prevent
unnecessary use of
system and network
resources, close the
Call Monitor when it is
not being actively
used.

If a call changes type
multiple times, each
type is shown only
once. That is, if the call
starts as Voice,
becomes Fax, and
then returns to Voice,
Voice only appears
one time. When
multiple types are
present, the current
call type appears in
bold text.

The Call Monitor provides the following real-time information for each
call:

e Span—The name of the Span monitoring the call.

e Trunk Group—The trunk group on which the channel resides, if one
is entered in the Channel Map.

e  Chn—The channel on which the call was carried.
e Direction—Whether the call was incoming or outgoing.

e Source Num—The calling phone humber (or the name associated
with that number in the Directory, if any) for the call. You can select
whether Name or Number is displayed. If you select Name but no
Directory Listing exists for the number, the number is displayed for
that call.

e Dest Num—The called phone number (or the name associated with
that number in the Directory, if any) for the call. You can select
whether Name or Number is displayed. If you select Name but no
Directory Listing exists for the number, the number is displayed for
that call.

e Raw Dest—The dialed digits on an outbound call.

o Type—The call type(s) detected during the call (fax, modem, etc.).
When call type changes during a call, all types detected are shown; the
current call type is shown in bold type. See "Call Types Detected by the
ETM® System " in the ETM® System User Guide for a complete list
and a definition of each call type.

e Start—The start time of the call (when the trunk was seized).
e Connect—The connect time of the call (when call was answered).
e End—The end time of the call.

e Dura—The amount of time elapsed since Start Time (when the line
was seized).

e Track—If the call triggered a Firewall Policy Rule, displays the
Track(s) specified for the Rule.

When a VolIP Span is included in the selection for which you are viewing

the Call Monitor, the following fields also appear:

e Codec—The codec the call uses.

e Bytes in—Inbound payload bandwidth.

o Bytes Out—Outbound payload bandwidth.

e Rate in—Inbound media rate.
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These fields are
included for

VoIP Spans, but

may be hidden

by default. Click

View | Columns <
to show them.

Opening the Call
Monitor

Call Monitor
Display Settings
Retained

Call Monitor
Color Coding

e Rate out—Outbound media rate.
e Source IP—The media subnet of the caller.
e Dest IP—The media subnet of the callee.

o Jitter in—Inbound jitter (relates to call quality; a measure of the
variability of packet arrival).

o Jitter out—Outbound jitter (relates to call quality; a measure of the
variability of packet arrival).

o Packetloss in—Inbound packet loss (relates to call quality; a
measure of the number of lost packets).

o Packetloss out—Outbound packet loss (relates to call quality; a
measure of the number of lost packets).

The VolIP statistics fields are populated from the RTCP data exchanged by
the endpoints. If no RTCP data is available, these fields are blank.

To open the Call Monitor

o In the Performance Manager tree pane, right-click the item for which
you want to see calls, and then click Call Monitor. You can select a
single telco Span, multiple telco Spans, a Card, an Appliance, or a
Switch.

When you open the Call Monitor, the most recent column display and row
count settings for the same selection are retained. For example, if you view
the Call Monitor for Span A and apply dynamic row counts, the next time
you select Span A and view the Call Monitor, dynamic row counts are
shown. But suppose you view the Call Monitor for Span A, select dynamic
row counts, and then close it. Next, you view the Call Monitor for Span B,
select dynamic row counts, and close it. Then, you select both Spans A and
B and view the Call Monitor. Fixed row counts are shown. The display
setting applies to the selection, not to each individual member selected. If
you select dynamic row counts while viewing the Call Monitor for Span A
and B together, then the next time you view Span A and B together,
dynamic row counts are shown. Note that filter settings are not retained
when you close and reopen the Call Monitor.

Call Monitor entries are displayed in colored text to give you a quick
visual indication of channel and call status. You can customize the colors,
as explained below.

The default colors are:

e Background Call Color—The Call Monitor background. Black is
the default.
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e Normal Call Color—Calls that complete without triggering a Policy
To revert to the default Rule. Green iS the default.

gﬁlﬁ:gﬁ{ 135212% 6 e Logged Call Color—Calls that are logged to the Policy Log (for

below. example, calls that trigger a Voice Firewall Policy Rule that specifies
Log as a Track, or ambiguous calls.)

e Alert Call Color—Calls that trigger a Policy Rule that specifies Alert
as a Track. Yellow is the default.

e Other Call Color—=Calls that trigger a Policy Rule that specifies no
Track or a Track other than Log or Alert. Pink is the default.

e Dropped Call Color—The color for calls that are terminated by a
Policy Rule, ASCIl Management Interface, or Call Monitor.
Orange is the default.

e Lost Span Color—Channels monitored by Spans with which the
Server has lost communication. Red is the default.

e Disabled Channel Color—Channels that are not enabled on the
Channel Map of the Span Configuration dialog box. White is the
default.

To set Call Monitor color-coding preferences

1. On the Performance Manager main menu, click Edit | Properties.
The Properties dialog appears.

2. Click the Monitor tab.

Properties

Update Interval 0Ming 03 Secs =

Loy

]

Encled Call Display Time ID Hours 00 Mins 30 Secs :I

Eackground Call Colar

Mormal Call Calar

Logged Call Color

Alert Call Color

Cther Call Calar

Dropped Call Color

Lost Span Color

Disabled Channel Color

Ok I Auppaly | Cancel | Help |
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3. Click the colored square next to the display element. The Select Call
Color dialog for the selected element appears.

elect Logged Call Color E

Recent:

Prewview

-

D Sample Text Sample Text

ok I Cancel | Reset |

4. Click the tab for the color selection method you want to use:
Swatches, HSB, or RGB.

5. Select the color you want. The Preview area shows the currently
selected color.

6. Click OK to accept the change.
e Torevert to the default color for the display element, click Reset.

7. Repeat steps 3 through 6 above to select a different color for other
display elements, as desired.

Changing the Call The Ended Call Display Time specifies how long an ended call remains
Monitor Ended visible if no new call begins on that channel.

Call Display Time
To set the Call Monitor update frequency

1. On the Performance Manager main menu, click Edit | Properties.
The Properties dialog appears.

2. Click the Monitor tab.
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Freezing the Call
Monitor Display

Selecting Fixed or
Dynamic Row
Counts in the Call
Monitor

Tip To open the
Properties dialog box,
click View | Properties
on the Performance
Manager main menu.

Properties
Log Monikar I

Ended Call Display Time ID Hours 00 Mins 30 Secs j

Background Call Calar

Mormal Call Color

Logged Call Calor

Alert Call Color

Other Call Colar

Dropped Call Color

Lost Span Color

Disabled Channel Color

(o] 4 I apply | Cancel | Help |

3. Inthe Ended Call Display Time box, select how long (in hours,
minutes, and seconds) you want information for a call that has ended to
remain visible if no new call begins on that channel. The default is 30
seconds. If a new call occurs on a channel, it replaces an ended call,
regardless of this setting.

You can freeze the Call Monitor display so it does not scroll and no new
entries are displayed while you examine its contents.

To freeze the display

e On the Call Monitor toolbar, click the LIl Freeze Display icon. This
icon acts as a toggle. To unfreeze the display, click the icon again.

To select fixed or dynamic row counts

e On the Call Monitor main menu, click View | Fixed Row Counts.
This selection works as a toggle to turn fixed row counts on and off. A
check mark indicates that fixed row counts are selected. The default is
fixed row counts.

Fixed Row Counts—The Call Monitor always shows a row for each
channel, regardless of call activity. Ended calls appear for the time set in the
Ended Call Display Time field of the Properties dialog box or until a
new call begins on that channel. For VoIP Spans, the number of calls set as
a resource limit in the VolP Span's configuration determines the number of
rows displayed.

Dynamic Row Counts—Recommended for VVoIP environments. A row
only appears for a channel when a call becomes active on that channel.
Ended calls remain displayed for the time set in the Ended Call Display
Time field of the Properties dialog box, even if a new call begins on that
channel. This means that, depending on call volume, the same channel may
appear more than once in the display.
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Filtering the Call
Monitor Display

Sorting the
Display

Showing Name or
Phone Number

You can limit the display in the Call Monitor to calls containing specific
types of data. To do this, you apply a filter to one or more columns to
specify criteria for the types of calls you want to display. Column headings
to which a filter is applied appear in red.

To filter the Call Monitor display

¢ Right-click a column heading, and then click Edit Filter. To remove a
filter, right-click the column heading, and then click Remove Filter.
The same filters are used in the Alert Tool, Call Monitor, Policy and
Call Logs, and Reports. "Using Filters " on page 220 for a list of the
filter available for each field.

To sort the display in the Call Monitor

e  Click the column heading you want to sort by. The display sorts in
ascending or descending order according to the data in the column. The
direction of the green arrow in the sorted column's heading indicates
the sort order.

You can choose whether the Source and/or Dest columns display the
phone number/URI or the name of the associated Directory Listing, if one
exists. If you select Show Name and no Directory Listing exists, the
phone number/URI is shown instead.

To select Name or Number

e Inthe Call Monitor, right-click the Source or Dest column heading,
point to Display, and then select Show Name or Show Number.
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Viewing, Hiding, To view/hide or rearrange columns in the Call Monitor

or Rearranging 1. Onthe Call Monitor main menu, click View | Columns. The Set

Columns Displayed Columns dialog box appears.
SEt Displayed Columns
Hide Show
Source IP Span
Dest IP Trunk Group
Packetloss in Chn
Packetloss ouk Direckion
You can also drag the Jitter in Source

Jitter auk Drest
Faw Dest
Codec
Stark
Conneck
End

Cura
Type
Track
Rate in
Fate out
Evtes in
Evkes ouk

column headings in the
Call Monitor to
rearrange the columns.

e

Cancel | Help |

2. The fields listed in the Show box appear as column headings in the
Call Monitor in the order they are listed in this dialog box.

e To hide a column, click it in the Show box, and then click the left
arrow button.

e Toshow a hidden column, click it in the Hide box, and then click
the right arrow button.

e To rearrange the columns in the Show box, click a column, and
then click the up or down arrow.

3. Click OK.
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Manually
Terminating Calls
in the Call
Monitor

Policy Logs

Opening the
Policy Logs

While you are viewing calls in the Call Monitor, you can manually
terminate calls. To manually terminate calls in the Call Monitor, you must
have the Terminate Calls user permission and Allow Call
Terminations must be selected in the Span Configuration dialog box
for the Span on which you are attempting to terminate calls.

To manually terminate a call in the Call Monitor

e Click the call and click the Terminate Call ] icon, or right-click the
call and click Terminate. You can select multiple calls using CTRL
or SHIFT. A confirmation message appears. Click Yes.

You can also use an ETM® Command in the ASCIl Management
Interface to terminate a single call or all calls on a given Span. For
instructions for terminating calls via the ASCII Management Interface,
see "Terminating Calls via the ASCII Management Interface” in the ETM®
System Administration and Maintenance Guide.

Policy Logs display recent results of ETM System Policy processing. The
Firewall Policy Log includes data for calls that triggered a tracked Firewall
Policy Rule. The IPS Policy Log includes IPS Policy data for completed
Intervals. The data in the Policy Logs is retrieved from the Active area in
the database. After the data is copied to the Historical area (by default,
every 6 hours), you can also view the data in Usage Manager reports. After
the data is deleted from the Active area (by default, 6 hours after it is copied
to the Historical area), it is no longer viewable in the Policy Log and can
only be accessed via Usage Manager reports.

See "Changing the Active-to-Historical Transfer Frequency" in the ETM®
System Technical Reference for instructions for modifying the frequency.

To open the Policy Log

1. Inthe Performance Manager tree pane, expand the Policies node for
the Policy for which you want to view the log. For example, if you
want to see the Policy Log for an IPS Policy, expand the IPS
Policies node; if you want to see the Policy Log for a Firewall
Policy, expand the Firewall Policies node.

2. Right-click a Policy and click View Policy Logs. The Policy Log
appears. The illustration below shows the IPS Policy Log.
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Fields in the IPS
Policy Log

Fields in the
Firewall Policy
Log

Filtering the
Policy Log

Setting the Start
Time of the Policy
Log

Pnlicy Logs For Policy: Anomaly 1 : Server 1 {10.1.1.173) : admin
Log View Help
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Anomaly 1 Anomaly 11.. 1(02/28/2005 1...|02/28/2005 11:00:00 |02/28/2005 12:00:00

Kl | H

As with the Call Monitor, columns can be arranged in any order, and you
can select which columns to hide or show.

For details about the IPS Policy Log, including a description of the fields,
see "IPS Policy Log" in the Voice IPS User Guide.

The Firewall Policy Log includes the same fields as the Call Log. For a
description of the fields, see "Fields in the Call Log" on page 211.

To filter the Policy Log
¢ Right-click the column heading and click Edit Filter.

The Filter dialog box that appears depends on which field you selected. See
“Using Filters in the ETM® System” on page 220 for instructions for using
each type of filter.

If you want to retrieve log data for more time than the defined Log
Retrieval Amount in the current instance, see the procedure below. Note
that the retrieved data is still constrained by the setting in the Allow Logs
to Grow to n Items box.

By default, the Policy Log displays information based on the Log
Retrieval Amount and Allow Logs to Grow to n Items settings on
the Log tab of the Properties dialog box. See "Setting Display
Preferences for the Policy Log" on page 207 for instructions for changing
these settings.
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Setting Display
Preferences for
the Policy Log

To select the starting time of information presented in the log

1.

On the Policy Log main menu, click View | Set Start Time. The
Log Start Time Definition dialog box appears.

Log Start Time Definition B

Display Logs Since: I'I 0072003 1225322

mitrfdcliyyyy hlbcmm: ss

Ok I Cancel | Help |

In the Display Logs Since box, type the starting date and time for
which you want to limit displaying log information, in the format
mm/dd/yyyy hh:mm:ss.

The date and time that you type here must be prior to the date that appears
in the Display Logs Since box. If you want to restart the log at the
current date and time, close the Policy Log, and then reopen it.

Log display preferences determine the log retrieval amount, whether the
display scrolls as new entries are received, and whether new entries are
highlighted and if so, in what color. (Note that these settings also apply to
the Call Log and the Diagnostic Log.)

To set log display properties

1.

On the Performance Manager main menu, click Edit | Properties.
The Properties dialog box appears.

Click the Log tab.

In the Log Retrieval Amount box, type the days, hours, or minutes
worth of data that you want to display, starting from the time you open
the log, going back that number of minutes (unless the Allow Logs to
Grow to limit is reached first). For example, if you open the log at
11:20 and you request 60 minutes of data, the log displays any current
data as it is received, plus the data gathered from 10:20 to 11:20. The
default is 10 minutes.

In the Allow Logs to Grow to box, type the maximum number of
log entries to display. The default is 1000. Valid values are 1 - 100,000.
This value constrains the Log Retrieval Amount (above). If the time
interval specified contains more entries than the limit specified in the
Allow Logs to Grow to box, only the specified number of entries is
displayed. (A message is provided in this case that states the interval
for which the logs are retrieved). After the Allow Logs to Grow to
value has been reached, the display regenerates as new entries are
received, showing only the most recent entries, up to this maximum.
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5. Select the Automatically Scroll for New Entries check box if you
want the display to automatically advance with each new entry. If you
clear this check box, you can manually scroll to view the entries at the
end of the log.

6. Select Highlight New Logs check box if you want new lines of data
to be displayed in color. If you clear this check box, new entries are not
highlighted.

e  The default highlight color is yellow. To choose a different color,
click the colored box, and then select a new color from the Select
New Log Highlight Color dialog box.

7. Click OK.

Showing, Hiding, Select which columns of information you want to view in the Policy Log
and Rearranging by hiding and showing specific columns. You can also rearrange the

the Columns in columns.

the Policy Log
To organize columns displayed

1. Inthe Policy Log, click View | Columns. The Set Displayed
Columns dialog box appears.

You can also drag and . . . )
drop the columns in the 2. Do the following to organize the Policy Log:

Policy Log to arrange .

them To show a column, in the Hide box, double-click the name of the

column to move it to the Show box, or click it, and then click the
right-facing arrow.

e To hide a column, in the Show box, double-click the name of the
column to move it to the Hide box, or click it, and then click the
left-facing arrow.

e To change the order in which the columns are displayed, highlight
the items you want to move, and then click the up or down arrow,
as appropriate.

3. Click OK.

Displaying Name You can choose whether to display the Directory name or the phone

or Number number/URI in the Source and Destination columns of the Policy Log.
Each column can be set independently.
To specify Directory Name or Phone Number/URI

e Right-click the Source or Destination column heading, click
Display, and then click Show Name or Show Number.
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Exporting the
Policy Log

Printing the
Policy Log

Call Logs

You can export the contents of the Policy Log display to a comma-
separated values (CSV) file that can then be imported into other programs,
such as Microsoft Excel. When you export the Policy Log, only the
records displayed onscreen are included. Filter settings are maintained.

To export the Policy Log display to a CSV file

1. Onthe Policy Log main menu, click Log | Export. A Save dialog
box appears.

Save in: n I‘=_niE
Cl142.03 [C1 jh2.0-0kez
(C1 aDoBEARP [C My Documerts
(] archive 2] oracle
(1 chrick [Z] perl
[:I dell [:I Program Files
[:I Dioc2Helpn derno [:I sThek 1.1
[:I Documents andd Settings [:I termgp
_1 j2scki 4.1 02 23 Test
[:I j2zdk1.4.2_03 [:I Windows Upcate Set
[ jok1 3.1 _040BE (23 wirT
(1 ki A 30LD Aclobeiveb log
[:I h2.0 ConfigControlides txt
("1 jh2.0--che D2h_d.clat
< l

Save |
:I Cancel |

File name: I

Files of type: I,a,|| Files

2. Browse to the location where you want to save the file, and then click
Save. Note that unless you specify a different file extension, the file is
saved with a .txt extension.

When you print a Policy Log, only the records displayed onscreen are
included. Filter settings are maintained.

To print the Policy Log

e Onthe Policy Log main menu, click Log | Print. The typical Print
dialog box for your computer appears. Select printing properties and
print the file as you would with any other application.

The Call Log provides details about each call monitored by a given Span
Group, independent of Policy processing. Information regarding triggered

Firewall Policy Rules is also included for the calls. Since IPS Policies are

based on call pattern accumulations and not individual calls, no IPS Policy
processing fields appear in this Log.
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You can also view the Call Log for multiple Span Groups at once.

Eall Logs for Span Group{s) Span Group 1 : Server 1 {10.1.1.132) : tennis
Log  Miew Help

| %|=| @) e

Log Titne =tart Time | End Time Duration Indowt Source I Destination Type |Fi
0E/2302004 1., [DS232004 1., |08/23/2004 110352 OUTBOUND  [+1(214)585- ... [+1(214)555-.., [voice =]
08/2352004 1. 082302004 1. |08/23/2004 1 | 0:0207 INBCILIMD +1 (3371555 [+10214)555- ... Fax
DE/2302004 1., (08232004 1., |08/23/2004 1. |[50043 OUTBOUND  [+1(214)555- . [+1(2149555- . [Undetermined
08/2352004 1. 082302004 1. |08/23/2004 1 ..|:03:10 QUTBOUNMD  |+102140555- .. |[+1(214)555- . |Fax
DE/2302004 1., (0S232004 1., |08/23/2004 1. |[50054 OUTBOUND  [+1(214)885- .. |+ (30MS55- ., [Voice
08/2352004 1. |082352004 1. 0872372004 1 ..|0:01:05 INBOILIMD +1(2149555- . [+102141555- .. Unanswered
DE/2302004 1., (08232004 1., |08/23/2004 1. [50%10 OUTBOUNMD  [+#1(214)585- .. [+1(214)555- ... [Fax
08/2352004 1. |0823/2004 1. 0872372004 1. |0:00:59 QUTBOUNMD  |+102149555- .. [+1(214)555- . [Unanswered
DE/2302004 1., (0S232004 1. |08/23/2004 1. |[501:05 INEOLIND +17214)555- .. |+1(2141555-... |Modem
08/2352004 1. |082302004 1. 0872372004 1 | 0:0208 QUTBOUNMD  |+102140555- .. [#1(214)555- . |Fax
DE/2302004 1., (0S23E004 1., |08/23/2004 1. |[0043 INEOLIND +1(7FIIF55- .. |+1(2141555- ... Undetermined
08/23/2004 1., [0B232004 1., |08/23/2004 1...|[101:04 QUTBOUND  |+#1(214)555-... (+1(214)555-... [Fax
DE/232004 1., [DS23E004 1., |08/23/2004 1., |001:20 INEOUIND +1(7E11555- .. |+1(2141555-.. Vice
08/23/2004 1., (08232004 1., |08/23/2004 1...|[101:36 OUTEOUND  |[+1(2141555-.. 411 Voice
DE/232004 1., [DS23E004 1., |08/23/2004 1., |001:20 INEOUIND +1 (4751555~ .. |+1(2141555-... Vice
08/23/2004 1., [0B232004 1. |08/23/2004 1...[101:36 QUTBOUND  |+#1(214)555-... (+1(214)555-... [Fax
DB/232004 1. RE3E004 108232004 1 |000es3 INECUIND (2149555~ . |+1(2141555- . [Fax
DE/2302004 1., (0S2302004 1., |08/23/2004 1. |T0d1 2 INEOUIND +1(469)555- .. |+1(2141555-... |Modem
DB/232004 1. RE3E004 108232004 1 |000rss INECUIND +1(A05I555- . [+1(214)555-  [Voice
DB/2302004 1., (0S2302004 1., |08/23/2004 1|02 QUTBOUMD  |+#1(214)555-... (+1(214)555-... [Fax =
[ [ [

Tip Since SHIFT To view the Call Log

selects all contiguous 1. Inthe Performance Manager tree pane, expand the Span Groups
items, use SHIFT only

when all selected Span subtree.

Groups are collapsed. 2. Right-click the Span Group and click View Call Logs.

Otherwise, individual

Spans are also e Toview Call Logs for multiple Span Groups at once, hold down
%efvcatﬁgblind no menu CTRL or SHIFT, click each Span Group, and then right click the

selection and click View Call Logs.

Displaying Name  You can choose whether to display the Directory name or the phone
or Number number/URI in the Source and Destination columns of the Call Log.
Each column can be set independently.

To specify Directory Name or Phone Number/URI

¢ Right-click the Source or Destination column heading, click
Display, and then click Show Name or Show Number.
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Setting the Start
Time of the Call
Log

Fields in the Call
Log

If you want to retrieve log data for more time than the defined Log
Retrieval Amount in the current instance, see the procedure below. Note
that the retrieved data is still constrained by the setting in the Allow Logs
to Grow to n Items box.

By default, the Call Log displays information based on the Log Retrieval
Amount and Allow Logs to Grow to n Items settings on the Log tab
of the Properties dialog box. See "Setting Display Preferences for the
Policy Log" on page 207 for instructions for changing these settings.

To select the starting time of information presented in the log

1. Onthe Call Log main menu, click View | Set Start Time. The Log
Start Time Definition dialog box appears.

Log Start Time Definition B

Dizplay Logs Since: |1 0072005122522

mitrfdcliyyyy hlbcmm: ss

Ok I Cancel | Help |

2. Inthe Display Logs Since box, type the starting date and time for
which you want to limit displaying log information, in the format
mm/dd/yyyy hh:mm:ss.

The date and time that you type here must be prior to the date that appears
in the Display Logs Since box. If you want to restart the log at the
current date and time, close the Call Log, and then reopen it.

Each of the fields in the Call Log is described below. The Firewall Policy
Log contains the same fields; however, the Policy Log only contains data
for calls that trigger a tracked Rule, while the Call Log contains data for all
calls monitored by the selected Span Group(s).

Column Heading

Information Displayed

AAA User

AAA Service User information.

Ambiguous FW Rule?

Whether the call was ambiguous with respect to a Firewall Policy Rule, either
Yes or No. If the call matched multiple Rules, values are listed in the order in
which the Rules were matched. Correlate them with the Rule #s in the
Firewall Rule field for the call.

Appliance

Name of the Appliance through which the monitored call passed.

Bytes-Inbound

On VolIP calls, the number of inbound payload bytes transmitted.

Bytes-Outbound

On VolIP calls, the number of outbound payload bytes transmitted.
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Fields in the Call Log, continued

Column Heading

Information Displayed

Call Details Call classification information (i.e., local, long distance, toll-free). See "Call
Labels" in the Usage Manager User Guide for a description of these labels.
These labels are also used to define Service Types. See "Service Types" on
page 92 for more information.

Call ID Unique key that is assigned by the Span to every call. (Do not confuse with
Caller ID.)

Caller ID Caller ID information and error messages.

Card Name of the Card containing the Span that executed the Rule.

Channel Channel number that carried the call.

Codec-Inbound

On VolP calls, the codec used for the inbound call data.

Codec-Outbound

On VolP calls, the codec used for the outbound call data.

Connect Time

Time at which the call was answered.

Destination

Destination telephone number/URI or its associated name, depending on
selection.

Destination Details

Phone number classification information about the called phone number; e.g.,
800,PN indicates that it was a toll free call. See "Phone Number Labels"
Usage Manager User Guide for descriptions of the labels.

Duration

The amount of time elapsed since Start Time (when the line was seized).

End Time

End date and time of the call (typically the same as Log Time).

Firewall Comment

Comments associated with the Firewall Policy Rule that fired (or
"Ambiguous" if the call was ambiguous with respect to the Rule). Blank if no
comment in the Rule.

Firewall Policy ID

System-generated Policy ID number.

Firewall Policy

Name of the Firewall Policy containing the Rule. A Firewall Policy Rule fires
for every monitored call. If no user-defined Policy is installed, the Default
Policy appears here.

Firewall Rule #

Number of the Firewall Policy Rule that fired (Implied Rules are numbered 0
and 9999).

Firewall Tracks

Track actions (Log, Alert, Email, SNMP) triggered by the Firewall Policy.

In/Out

Whether the call was inbound or outbound.

Jitter-Inbound

On VolIP calls, inbound jitter (relates to call quality; a measure of the
variability of packet arrival).

Jitter-Outbound

On VolIP calls, outbound jitter (relates to call quality; a measure of the
variability of packet arrival).

Log Time

Date and time an entry was made in the log.
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Fields in the Call Log, continued

Column Heading

Information Displayed

Packetloss-Inbound

On VolIP calls, inbound packet loss (relates to call quality; a measure of the
number of lost packets).

Packetloss-Outbound

On VolIP calls, outbound packet loss (relates to call quality; a measure of the
number of lost packets).

Packets-Inbound

On VolIP calls, the count of inbound packets.

Packets-Outbound

On VolIP calls, the count of outbound packets.

Prefix

Digits dialed before the phone number, such as outside access number or long
distance access code.

Rate-Inbound

On VolIP calls, the inbound media rate.

Rate-Outbound

On VolP calls, the outbound media rate.

Raw Destination

Actual digits dialed.

SMDR #1
SMDR #2
SMDR #3

These columns are user-configurable to display portions of SMDR data. The
SMDR definition file must be edited to capture the requested data. See "Final
Fields" in the ETM® System Technical Reference for instructions for defining
these fields.

SMDR Access Code

The Access Code of the calling party, extracted from SMDR data. This field
only appears if you have the View Access Codes user permission. See the
ETM® System Technical Reference for instructions for configuring the SMDR
parse file to extract access codes. See "Access Code Sets" on page 147 for
information about using Access Code Sets to associate access codes extracted
from SMDR with Listings in the ETM Directory.

Source

Originating telephone number or its associated name, depending on selection.
Right-click the column heading to toggle this setting.

Source Details

Phone number classification information about the calling phone number; e.g.,
PN, MAP indicates that the Extension Map was used for Source. See "Phone
Number Labels" in the Usage Manager User Guide for descriptions of the
labels. If the call was ambiguous for SMDR, SMDR information about the
possible matches is included, denoted as AMBIG_<extension(s)>.

Source IP

On VolP calls, the IP address of the caller.

Destination IP

On VolIP calls, the IP address of the callee.

Span Name of the Span that carried the call.

Span # Number of the Span that carried the call.

Span Group Name of the Span Group to which the Span carrying the call belongs..

Start Time Start date and time of the call. For outgoing calls, this is the time at which the
trunk was seized. For incoming calls, it is the time at which the phone began
to ring.

Suffix Digits dialed after the phone number, such as PINs and calling card number.
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Fields in the Call Log, continued

Column Heading

Information Displayed

Switch

Name of the Switch through which the monitored call passed.

Termination Status

Whether the call was disconnect by Policy or ETM System User.

Terminator

If the call was disconnected by the ETM System, the entity that disconnected
the call: Firewall, IPS, or User.

Trunk Group

Trunk group through which the call was processed, if defined.

Type Type(s) of call (Fax, Modem, Modem Energy, Voice, Video, STU, Data Call,
Busy, Unanswered, Undetermined). If the call type changed during the call,
multiple types are listed.

Type Count The count of call type changes during the call.

Filtering the Call
Log

Printing the Call
Log

Exporting the Call
Log

You can limit the display in the Call Log to calls containing specific types
of data. To do this, you apply a filter to one or more columns to specify
criteria for the types of calls you want to display. Column headings to
which a filter is applied appear in red.

To filter the Call Log display

e Right-click a column heading, and then click Edit Filter. To remove a
filter, right-click the column heading, and then click Remove Filter.

The Filter dialog box that appears depends on which field you selected. See
“Using Filters in the ETM® System” on page 220 for instructions for using
each type of filter.

When you print the Call Log, only the records displayed onscreen are
included. Filter settings are maintained.

To print the Call Log

e Onthe Call Log main menu, click Log | Print. The typical Print
dialog box for your computer appears. Select printing properties and
print the file as you would with any other application.

You can export the contents of the Call Log display to a comma-separated
values (CSV) file that can then be imported into other programs, such as
Microsoft Excel. When you export the Call Log, only the records
displayed onscreen are included. Filter settings are maintained.
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Viewing Health
and Status

To export the Call Log display to a CSV file
1. Onthe Call Log main menu, click Log | Export. A Save dialog box

appears.
Save B

-] BsER

114203 [Z1 jh2 D-okez

] aDoBESPR 1 My Documents

[ archive 2] oracle

(1 chrick [ Perl

[:I dell [:I Program Files

2 Doc2Help dema = =rhelp_1.1

] Documents and Settings 2 temp

(1 j2sdki 4.1_02 [ Test

2 j2sdk1.4.2_03 21 windows Update Set

1 jdk1.3.1_040BE [ wihT

Z1 k1 1 30LD &ddobefeb log

[:I jhz2.0 ConfigCortralldes txt

C1 jh2.0--obe O2h_d.dot

Rl =

File hatne: I Save |

Files of type: IA” Files LI Cancel |

2. Browse to the location where you want to save the file, and then click
Save. Note that unless you specify a different file extension, the file is
saved with a .txt extension.

You can view the health and status of Cards, Spans, Call Recording Caches,
and AAA Services. The information included depends on the item selected,
as described in the following sections.

To view health and status

e Inthe Platform Configuration subtree of the Performance Manager
tree pane, right-click the icon for the item and then click Health &
Status.

The ETM System Statistics dialog box appears, with the name of
the selected item in the title bar. Statistics are provided as of the most
recent heartbeat. If connection to the ETM Server is lost, the status
changes to Not connected and the "snapshot" of the last known
information as of the last update time is shown.
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Card Health and FEJETM System Statistics: Model 1020: T1 5.0 102... B3
Status “ETM System Status
Status Connected since 302005 9:07:29 A, CST
Application Mame T1 5.0 1020 - 242

Application Type Card
Lazt Update Time 362005 2:03:32 P, CST

-Cardd Status
CPU Liilization 28%
Memory Itilization S4%
Cisk Ltilization 92% (637K Free)

Temperature Under 60 degrees Celsius, Mormal

Help |

The table on the following page describes the Card status information
provided. in the System Statistics dialog box

Card Health and Status fields

Type of Status Fields
ETM® System Status—The connection status of the Card: Connected since <date_and_time>
Status or Not Connected.

Application Name—The name assigned to the Card in the Card
Configuration dialog box.

Application Type—Card.

Last Update Time—The time of the last Card heartbeat, at which the display
was updated.

Card Status CPU Utilization—The percentage of the Card’s CPU resources in use.
Memory Utilization—The percentage of the Card’s RAM in use.
Disk Utilization—The percentage of the Card’s disk storage in use.

Temperature—The temperature of the Card in degrees Celsius. Less than 60
degrees Celsius is normal; between 60 and 70° C is warm; and above 70° C is
hot. On the 1000 series, reported as 0, 60, or 70 degrees C; on the 2100 and
3200, actual temperature reading reported.

Telco Span On T1 and E1 Spans (CAS, PRI, and SS7), both current and cumulative T1
Health and Status  Or E1 line statistics are provided. On Recording Spans, recording data is
provided.
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L ETM System Statistics: T1 Span: 10.1.2.21--T1 Sp...

-ETM System Status 1
Status Connected since 11§10/06 4:21:56 AM, CST
Application Mame 10,1,2,21--T1 Span/Span: 1
application Type T1 Span: 1
Last Update Time 11710706 9:39:08 AM, C5T

-Application Status
Active Calls 8

-T1 Line Status

Cumulative |

CPE CO
Framing Bit Error Counk
Qut OF Frame Errar Count
Bit/”R.C Error Count
Bipolar Wiolation Count
Alarm Stakus

Loopback Pass-Through Status Inactive

Clase | Help |

The table below describes the Span Health and Status fields information
provided, by Span type.

Type of Status

Fields

ETM® System Status

Status—The connection status of the Span: Connected since
<date_and_time> or Not Connected.

Application Name—The name assigned to the Span in the Span
Configuration dialog box.

Application Type—The type of Span (Analog, PRI, E1 CAS, E1 PRI, SIP,
T1) and the Span number (1, 2, 3, or 4).

Last Update Time—The time of the last Span heartbeat, at which the display
was updated.

Application Status

Active Calls—Shows the number of calls that were being processed by the
Span at the last update time.

T1 Line Status (T1 Spans
only-CAS, PRI, and SS7).
Provides both current and
cumulative values. The
Current tab reports values
for one heartbeat Interval,
as of the last heartbeat. The
Cumulative tab reports
total values since the Last
Reset time.

Framing Bit Error Count—Count of framing bit errors.
Out of Frame Error Count—Count of out-of-frame-errors.
Bit Error Count—Count of bit errors.

Alarm Status (Current tab only)—Status of telecom alarms at the time of the
last heartbeat: Green, Yellow, or Blue (matches Card LEDs except that the Blue
alarm lights the red LED.)

Loopback Pass-Through Status—Whether the Span is currently in
loopback test pass-through mode.

Last Reset (Cumulative tab only)—Time at which Reset was last clicked
to reset all cumulative values to 0 or the Span was last restarted.
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Span Health and Status field, continued

Type of Status

Fields

El Line Status (E1 Spans
only-CAS, SS7, PRI)
Provides both current and
cumulative values. The
Current tab reports values
for one heartbeat Interval,
as of the last heartbeat. The
Cumulative tab reports
total values since the Last
Reset time.

Framing Bit Error Count—Count of framing bit errors.

Far End Block—Count of Cyclic Redundancy Check (CRC) errors
encountered by the upstream device, based on the data sent upstream by the
ETM® System.

CRC Error Count—Count of CRC errors in received data.
Line Code Error—Count of line encoding errors in received data.

Alarm Status (Current tab only)—Status of telecom alarms at the time of the
last heartbeat: Green, Yellow, or Blue (matches Card LEDs except that the Blue
alarm lights the red LED.)

Last Reset (Cumulative tab only)—Time at which Reset was last clicked
to reset all cumulative values to 0 or the Span was last restarted.

PRI Line Status
(All PRI Spans)

Link Status—D-channel down or up as of the last heartbeat.

Layer 3 Message Count—Count of D-channel messages during the
heartbeat Interval.

SIP Trunk Status (5000
series SIP appliances and
AXP only)

Internal and External Status for each logical trunk. Green if up, Red if
down, Black if not connected.

SIP Application Status
(5000 series SIP appliances
and AXP only)

Call Processor Status—Available or Unavailable; Unknown if Call
Processor is not connected to Server.

Signal Proxy Status—Auvailable or Unavailable; Unknown if Call Processor
is not connected to Server.

Media Proxy Status—Auvailable or Unavailable; Unknown if Call Processor
is not connected to Server.

SS7 Bearer (SS7 Bearer
Spans only)

Signaling Message Count—Count of Signaling Link messages in the
heartbeat interval.

SS7 Signaling Link
(SS7 Signaling Links and
Bearer Spans only)

Status shown as of the last
heartbeat.

Link Status—Link status (Up or Down) for each link as of the last heartbeat.

CO LSSU Message Count PE ISUP Message Count

CO ISUP Message Count PELSSU Message Count

CO SNM and SNT Message
Count

PE SNM and SNT Message Count
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AAA Service The table below lists the health and status information provided for the
Health and Status = AAA Server.

LFJETM System Statistics: ARA Service: AAA - .. B3

-ETM System Status
Stakus Mot Connected
application Mame AA8 - 99
application Type ARG Service

Last Update Time -

Part Tirme Status
B (deytts/1 -
B (devy(tts)2
W (deyths)3 =
W (et LI

Close | Help |

Field Purpose

Status Indicates whether the AAA Server is communicating with the ETM Server; if
connected, displays the date/time the AAA Server connected to the Management
Server.

Application Name Name of the AAA Server.

Application Type Type of application (AAA Service)

Last Update Time Displays date/time of the last heartbeat. If never connected, Not Connected is
displayed.

Modem Information Port—Modem ports used by the AAA Server
Time—The time the modem was accessed.
Status—Status of the modem, such as waiting for incoming call, prompting for
User ID, sending token, and thanking caller.

CRC Health and The table below lists the health and status information provided for the
Status CRC.
ETM System Statistics: Call Recording Cache A...
-ETM Syskem Staktus
Status Connecked since 9713006 11:13:26 aM, CDT

Application Mame 0030F&007002
Application Type Call Recording Cache Application
Last Update Time 9/14/06 4:42:24 PM, DT

-Span Status

Recordings In Progress 11
Connected Applications 2
Oldest Recarding Available 3/13/06 11:13:29 AM, COT
Recordings Available 42

Help |
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Type of Status

Fields

ETM® System Status

Status—The connection status of the CRC: Connected since
<date_and_time> or Not Connected.

Application Name—The name assigned to the CRC in the Call Recording
Cache Configuration dialog box.

Application Type—Call Recording Cache application.

Last Update Time—The time of the last heartbeat, at which the display was
updated.

Application Status

Recordings in Progress—The number of call recordings currently being
transferred to the CRC.

Connected Applications—The number of recording Spans currently
connected to the CRC.

Oldest Recording Available—The date and time of the oldest recording on
the CRC.

Recordings Available—The count of recordings on the CRC.

SMDR Debug
Logs

Appliance Event
Debug Logs

Using Filters in
the ETM®
System

SMDR debug logging stores SMDR data and debugging information. This
information can be used by SecureLogix Customer Support for
troubleshooting SMDR resolution issues. Only enable SMDR debug
logging if instructed to do so by SecureLogix Customer Support personnel,
to avoid using hard drive space unnecessarily. The SMDR debug logging
setting does not affect how the ETM System uses SMDR information. See
“Enabling SMDR Debug Logging” in the ETM® System Administration and
Maintenance Guide for instructions. See the ETM® System Technical
Reference for instructions for reading the SMDR debug log.

Appliance event logs can be used by SecureLogix Customer Support for
troubleshooting. To avoid unnecessarily consuming hard drive space, only
enable call/debug logging if instructed to do so by SecureLogix Customer
Support personnel. See “Appliance Debug Event Logging” in the ETM®
System Administration and Maintenance Guide for instructions.

Filter dialog boxes are provided in tools throughout the ETM System. These
filter dialog boxes enable you to specify criteria for the data to be retrieved
or displayed. Procedures for using each of these filters are provided below.
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Access Code Set  Apply the Access Code Set filter to the Access Code Set field of a
Filter Directory Filter or Report Element to filter for Listings associated with a
specific Access Code Set.

To define an Access Code Set filter

Filter on Access Code Sets

" Exclude

{* Must contain any one of the indicated values,

™ Must contain all of the indicated values.

[ Walue is undefined

|} Austin Carmpus
B Branch Office

B Distribution Center
|} Docs

B Main Office

|} Plank

(o] 4 | Cancel | Help |

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Do one of the following:

e Tofilter for records that do not have a value in this column, select
Value is undefined.

e  Select one of the following options:

Must contain any one of the indicated values to include
Listings associated with at least one of the specified sets.

Must contain all of the indicated values to include only
Listings associated with all of the specified sets; they may also
be associated with other sets.

3. If you selected one of the Must contain... options, select one or more
Access Code Sets to filter for. To select multiple sets, hold down CTRL
while clicking.
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Call Type Filter Apply the Call Type filter to the Type field to include only data for one or
more specific call types. See "Call Types Reported by the ETM® System"
on page 22 for a description of each of the call types.

To define a Call Type Filter

" Exclude

' Must contain any ane of the indicated values.
" Must cortain all of the indicated values.

& Must contain ohly the indicated values.

[ walue is undefined

[" Busy [~ Data

I~ Fax ™ Madern

[~ Modem Energy [ STU

™ Unanswered [ Undeterrined
[~ wideo [~ woice

Ok I Cancel | Help |

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Do one of the following:

e Tofilter for records that do not have a value in this column, select
Value is undefined.

e  Select one of the following options:

Must contain any one of the indicated values to include
records that contain at least one of the specified types.

Must contain all of the indicated values to include only
records that contain all of the specified call types; they may
include other call types.

Must contain only the indicated values to include only
records that contain all of the specified call types and no
others.

3. If you selected one of the Must contain... options, select one or more
call types to filter for.
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Filter on ETM®
System Module

Direction Filter

Apply the Filter on ETM® System Modaule filter to the Reported By
field of the Diagnostic Log and reports to include only data reported by a
specific ETM® System module.

To define an ETM® System Module filter

Filter on ETM System Module

&+ Include " Exclude

[ “walue is undefined

[ Applicstion Management [ Call Handler

[~ card Upgrader [ Client Conzale

[ Data Manager [~ ETM Directory

™ Hardweare I~ IP= Poller

[ Index Maintenance [ Logaing

™ Migrator ™ Partition Spit

[ Purger [~ SMDR Handler

[ Server [ statistics Computation
[ Tracking

Ok | Cancel |Help

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Select the ETM System Module to filter for.

Apply the Direction Filter to the In/Out field to include only data for
inbound or outbound calls.
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String Filter

To define a Direction Filter

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Do one of the following:

e To filter for records that do not have a value in this column, select
Value is undefined.

e To filter for outgoing calls, click the Outbound check box.

e To filter for incoming calls, click the Inbound check box.

You can use the String Filter on many fields to locate records containing a
given string of characters.

To define a String Filter
F3 string Filter x|

= Inc: E " Exclude

™ walue i undefined

ftetn matches pattern I

™ Exact match

r lanore case

Ok I Cancel | Help |

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Do one of the following:

e Tofilter for records that do not have a value in this column, select
the Value is undefined check box.

e Inthe Items matches pattern box, type the character string for
which you want to filter.

- You can also use the wildcard characters * (to match 0 or
more unspecified characters; for example, Jon* matches
Jones and Jonathan.) and ? (to match 1 additional
unspecified character; for example, Mat ? matches Matt and
Math but not Mathias). If you actually want to search for a
string that contains a * or ?, you must "escape" the character
with a backslash. For example, to search only for the string
"Modem?" you would select the Exact Match box and type:
Modem\ ?
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Extension Type
Filter

- Toreturn only results that match the pattern exactly, select
Exact Match (for example, 210 matches only 210, not
1210). If this check box is not selected, records that contain
the specified string as part of a larger string are also returned
(for example, 210 matches 2100). You can use Wildcard
characters regardless of whether you select Exact Match.

- To find strings without regard to upper and lowercase
characters, select the Ignore Case check box.

Apply the Extension Type Filter to the Extension Type field in
Report Elements to limit the data according to the Extension Types
associated with the Listings involved in the call.

To define an Extension Type filter

EHtensinn Type Filter E3

" Exclude

& pust contain any one of the indicated values.
" hust contain all of the indicated values.

" Must contain ohly the indicated values.

[ walue is undefined

[ Data [~ Fax
™ modem " sTU
[ oice
Ok | Cancel | Help |

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Select one of the following:

e Must contain any one of the indicated values to include
data for calls that contain one or more (but not necessarily all) of
the selected extension types.

e Must contain all of the indicated values to include data only
for calls containing all of the selected extension types.

e Must contain only the indicated values to include only data
for calls that contain the selected extension types.
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Date Filter

Tip: See "Defining an
Interval" on page 89 for
instructions for defining
Intervals.

3. Do one of the following:

To filter for records that do not have a value in this column, select
the Value is undefined check box.

Select one or more extension types to search for.

To define a Date Filter

ripate Filter

¥ ncluds

" Exclude

[ walue iz undefined

%' Fitter based on range.
" Fitter based on defined times

" Fitter based on defined intervals.

-Range

Frotn I Moy
Ta I oy

mrdiddiyyyy hhomm: ss

Ck I Cancel | Help |

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

Do one of the following:

To filter for records that do not have a value in this column, select
Value is undefined.

To filter based on range of dates/times, select Filter based on
range. Type the time range in the From or To boxes. To select
the current date/time for either From or To, click Now.

Select Filter based on defined times, and then select the
Time. Times are defined in the Times dialog box, accessed from
the Performance Manager Manage menu. See “Times” on page
83 for instructions for defining Times.

Select Filter based on defined Intervals, and then select the
Interval. Intervals are defined in the Intervals dialog box,
accessed from the Performance Manager main menu.
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To define a Duration filter
Duration Filter I3 Duration Filter

 Exclude

[ walue is undefined

From I 000 Days= 00 Hours 00 Mins 00 Secs ::’

Ta I 000 Days 01 Hours 00 Mins 00 Secs :’

Ck | Cancel | Help |

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Do one of the following:

e To filter for records that do not have a value in this column, select
Value is undefined.

e  Specify the duration to filter for:

a. Inthe From box, type or select the minimum duration you
want to filter on, from 0 seconds up to 365 days.

b. Inthe To box, type or select the maximum duration you want
to filter on, from 0 seconds up to 365 days.

The From duration must be less than the To duration. For
example, to identify calls with durations between 30 minutes
and 1 hour, select Include, and then type or select 30 minutes
in the From box and 1 hour in the To box.

Phone Number Four options are provided for filtering by phone number(s): Phone

Filter Number, Phone Number Range, VolP URI, and Existing Directory
Object. You can use one of the first three options to search for a single
item or range. This is useful for applying a quick filter for a single Object or
when the item you are looking for is not in the Directory. You can use the
Existing Directory Object option to locate records containing phone
numbers that are represented in the Directory. This option allows you to
specify multiple filter criteria.

To define a Phone Number Filter

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.
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2.

Do one of the following:

To filter for records that do not have a value in this column, select
Value is undefined.

In the Filter Based on box, click the down arrow, and then do
one of the following:

To filter on a single telephone number or portion

% Include & Exclude

thereof:

Phnne Number Filter E3

[~ walue is undefined

Q== Nl Phone Mumber ﬂ
Country code I
Area code I
Phone number I
Yhen enforcing rules, match: Ia" fields LI
Ck | Cancel | Help |

Click Phone Number.

In the When enforcing Rules, match box, click the down
arrow, and then click the option that represents which
portion(s) of the phone number you want to match: all fields
to match country code, area code, and phone number;
country code and area code; or country code only.

Define the remaining fields that correspond with what you
selected in the When enforcing Rules, match box:

e Inthe Country code box, type the country code. A
country code can contain a maximum of three digits.

e Inthe Area code box, type the area/city code. An area
code can contain a maximum of eight digits.

e Inthe Phone number box, type the telephone number.
A telephone number can contain a maximum of 36 digits.
No non-numeric characters are allowed.
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To filter on a range of telephone numbers:

a. Click Phone Number Range.

Phnne Number Filter [ %]
% nciude " Exclude

[ walue iz undefined
RLEE=EEE Gl Phone Mumber Range ﬂ
Country code I_
Ares code I
From number I
To hurnber I
Ok | Cancel | Help |

b. Inthe Country code box, type the country code. A country
code can contain a maximum of three digits.

c. Inthe Area code box, type the area/city code. An area code
can contain a maximum of eight digits.

d. Inthe From number box, type the beginning telephone
number in the range. A telephone number can contain a
maximum of 36 digits.

e. Inthe To number box, type the ending telephone number in

the range. The From and To numbers must contain the same
number of digits.

To filter based on a URI:

a.

Phune Number Filter

Click URI Wildcard.

* Include ™ Exclude

[~ %alue is undefined

Filter Based on | gt s =T

URI wildcard I

Qi | Cancel | Help |

In the URI Wildcard box, type a regular expression denoting
the URL.
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TIP: If a URI is associated with a Directory Listing, you can
instead filter by that Listing to retrieve records containing either
phone numbers or URIs associated with that Listing. See the
instructions below for filtering by an existing Directory Object.

c. Click OK to apply the filter and close the dialog box.

To filter based on one or more Directory entities:

Phone Number Filter E

& Include ™ Exclude

[~ walue iz undefined

= === Nl Eisting Directo

~Group Mermber:

Listings I Firter3| Groupsl Ranges' U\ﬁldcardsl

Last Ma... vI First Mame | Fhane Num...I Extension T...

KT i3]

A | Retmave |

OK I Cancel | Help |

e Click Existing Directory Object. Define this Filter exactly
as you would a Directory Group. See “Creating a Directory
Group” on page 139 for instructions, if necessary.

3. Click OK to apply the filter.
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Numeric Range To define a Numeric Range Filter

Filter Numeric Range Filter

f+ Include " Exclude

I~ walue is undefined

oK | Cancel | Help |

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Do one of the following:

e To filter for records that do not have a value in this column, select
Value is undefined.

e  Click the down arrow and select a comparison operator from the
following options, and then specify the value(s).

- Between: Type or select the range of numbers to filter for in
the From and To boxes. For example, to see log entries only
for channels 5 through 10, type 5 in the From box and 10 in
the To box.

- Less Than: Type or select the number results are to be less
than.

- Greater Than: Type or select the number results are to be
greater than.

- Equal To: Type or select the number results are to be equal
to.
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Track Filter Apply a Track Filter to the Tracks field to include only data with one or
more of the specified Tracks.

Tral:k Filter E

" Exclude

* Musk contain any one of the indicated values,
™ Must corkain all of the indicated values.

£ Must contain only the indicated values,

™ walue is undefined

[~ Alert [~ Email
[~ Log [ Shrp

(a4 I Cancel | Help |

To define a Track Filter

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Select one of the following check boxes:

¢ Must contain any one of the selected values to include
data that contain one or more (but not necessarily all) of the
selected Tracks.

e Must contain all of the selected values to include only data
containing all of the selected Tracks.

¢ Must contain only the selected values to include data only
if it contains the selected Track and no other Tracks.

3. Do one of the following:

e To filter for records that do not have a value in this column, select
Value is undefined.

e  Select the Track(s) to filter for: Alert, Email, Log, SNMP.
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Error Type Filter

Filter on Import
Sets

The Error Type Filter dialog box is used to limit the information
displayed in the Diagnostic Log and Diagnostic Log reports.

Errur Type Filter [ x|

& nclude " Exclude

[~ walue is undefined

[~ Debuy [~ Error

[~ Info [ Interral
[ Panic - Palicy

[ Security r Start/Stop
I Telen [ vl

[~ warning

Ok I Cancel | Helg |

To define an Error Type Filter

1.

Select one of the following: Include to include data that matches the
filter, or Exclude to exclude data that matches the filter.

Do one of the following:

e To filter for records that do not have a value in this field, select
Value is undefined.

- Select the system event/error type(s) to filter for from the
following options: Internal, Panic, Warning, Debug,
Telco, VolP, Security, Error, Start/Stop, Info, Policy.

Click OK to apply the filter.

The Filter on Import Sets dialog box is used to filter by the Import Set to
which a Listing belongs.

To define an Import Set filter

1.

In a Directory Filter or the Advanced tab of the Listing Search
dialog box, click Modify. The Filter dialog box appears.
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EJFilter []

 nclude

" Exclude

Field IND Fitter

LI Modify |
L« o
[ =

Field IND Filter

=l [ oy |
Ly 2

Ok | Cancel | Help |

Select Import Set. The Filter on Import Set dialog box appears.

kz3Filter on Import Sets E

o Includ& " Exclude

[ walue is undefined

Cl | Cancel | Help |

Select Include to limit the data to calls containing Listings that belong
to the specified Import Set; select Exclude to limit the data to calls
that do not contain Listings that belong to the specified Import Set.

Do one of the following:

e Select Value is Undefined if you want to filter out records that
have no value for Import Set.

o  Click the Import Set to which the filter applies. You can select
multiple Import Sets by holding down CTRL while clicking. Note
that multiple selections in this dialog box are joined by AND. If
you want OR, define a subfilter in the Filter dialog box.

Click OK to apply the filter and close the dialog box. Click Cancel to
discard the changes and close the dialog box.
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Filter on Call
Details

The Filter on Call Details dialog box is used to filter logs and reports for
specific values in the Call Details field.

To apply a Call Details filter

1. Do one of the following:

e Inlogs, right-click the Call Details field column header, and then
click Edit Filter.

e Inthe report element Filter dialog box, click the Call Details
field.

Filter on Call Details

" Exclude

[ value iz undefined

¥ Fitter based on substring

term matches pattern I

[ Exact match

r lgnare case

™ Filter based on defined Service Types

|
‘,%: Irternational Calls ;I
die Local Calls |
‘%}: Long Distance Callz

‘,%: Mexico ;II

Ok I Cancel | Help |

2. Select one of the following check boxes: Include to include data that

matches the filter, or Exclude to exclude data that matches the filter.

3. Do one of the following:

e Tofilter for records that do not have a value in this column, select
the Value is undefined check box.

e Select Filter based on substring, and then type the character
string for which you want to filter in the Items containing
substring box.

e Select Filter based on defined Service Types, and then
select one or more Service Types.
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Filter on IP
Address

E Filter on IP Address

If you typed a character string, to find strings without regard to upper
and lowercase characters, select the Ignore Case check box.

If you want only exact matches returned, select the Ignore case check
box. For example, if you type "LD" and want results that have only
"LD" and not those that have "LD, Kansas," select the Exact match
box.

Click OK.

To filter by IP address

X

(JExclude

D Yalue is undefined

(@) Filter based on address.
() Filter based on subnet,

f_:;. Filter based on defined subnets,
Address

IP address

I_ C ” Cancel ” Help l

Do one of the following:

e Inlogs, right-click the Source IP or Destination IP column
header and click Edit Filter.

e Inthe Report Element Filter dialog box, select a field that includes
IP in its name (VolP Source IP, VolP Destination IP, VolP
Internal IP, VoIP External IP).

Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

Do one of the following:

e Tofilter for records that do not have a value in this column, select
the Value is undefined check box.

e Select Filter based on address, and then type the IP address
for which you want to filter in the IP address field.
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4.

e Select Filter based on subnet, and then type the IP address ;
select either Mask or Prefix and type the appropriate value.

e Select Filter on defined subnets, and then click the Subnet in
the Predefined box.

Click OK.

Call Termination Apply a Call Termination Status Filter to the Termination Status

Status Filter field to include only data for calls with the specified termination status.
EaII Termination Status Filter
= |”C E’ " Exclude
[ walue is undefined
[ Call Ended Before Termination [~ Terminate Attempted, but Disakled
[ Terminate Disabled, Emergency Mumber [~ Terminated
Ok | Cancel | Helg |

To define a Call Termination Status Filter

1.

Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

Do one of the following:

e To filter for records that do not have a value in this column, select
Value is undefined.

e  Select the call disposition(s) to filter for:

Call Ended Before Termination—A Policy Rule or user
attempted to terminate the call, but the call ended before
termination occurred.

Terminate Attempted, but Disabled—A Policy Rule or
user attempted to terminate the call, but termination was
disabled for the Span in its configuration dialog box.

Terminate Disabled, Emergency Number—A Policy
Rule or user attempted to terminate the call, but termination
was disabled because the outbound destination was a member
of an Emergency Group.

Terminated—The call was terminated by a Policy Rule or
user.
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Call Terminator Apply a Call Terminator Filter to limit data according to the entity that

Filter terminated the call.

o |”C| 3 " Exclude

% Must contain any one of the indicated values.
' Must contain all of the indicated valugs

" Must contain ohly the indicated values.

[ walue is undefined

[~ FirewallRule [ IPS Rule
[ User

Ok | Cancel | Help |

To define a Call Terminator filter

1.

Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

Select one of the following options:

e Must contain any one of the indicated values—Records
containing any (but not necessarily all) of the specified values are
included, even if they include other values as well.

e Must contain all of the indicated values—Only records
containing all of the specified values are included; the records may
contain other values as well.

e Must contain only the specified values—Only records
containing just the specified value are included.

Do one of the following:

e Tofilter for records that do not have a value in this column, select
Value is undefined.

e  Select the call terminator(s) to filter for from the following options:
User, Firewall Rule, IPS Rule.
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IPS Interval
Disposition Filter

Apply an IPS Interval Disposition Filter to Reports or the IPS Policy
Log to include data only for Intervals with the specified value in the
Disposition field.

IPS Interval Disposition Filter E

£ [nclude

" Exclude

% Must contain any one of the indicated values.
© Must cortain all of the indicated values.

 Must contain ohly the indicated values.

[ walue is undefined

" Breached [ Cancelled
r Completed

Ok I Cancel | Help |

To define an IPS Interval Disposition Filter

1.

Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

Select one of the following options:

Must contain any one of the indicated values—Records
containing any (but not necessarily all) of the specified values are
included, even if they include other values as well.

Must contain all of the indicated values—Only records
containing all of the specified values are included; the records may
contain other values as well.

Must contain only the specified values—Records
containing only the specified value are included.

Do one of the following:

To filter for records that do not have a value in this column, select
Value is undefined.

Select the Interval disposition(s) to filter for:
Cancelled—The Rule was reset during the Interval.
Completed—The Interval completed.

Breached—The Threshold for the Interval was breached. Note
that a given Interval may be recorded as both Breached and
Cancelled or Breached and Completed.
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IPS Action Filter

Truth Value Filter

Apply an IPS Action Filter to reports or the IPS Policy Log to include
data only for triggered IPS Rules with the specified value in the Action
field.

i Exclude
[~ walug is undefined
™ Allow I Termirste Current and Future
™ Termirete Future
Ok | Cancel | Helg |

To define an IPS Action Filter

1. Select one of the following check boxes: Include to include data that
matches the filter, or Exclude to exclude data that matches the filter.

2. Do one of the following:

e Tofilter for records that do not have a value in this column, select
Value is undefined.

e  Select one or more of the following actions:

- Allow—The Rule allowed all calls during and after the
threshold breach to continue.

- Terminate Future—The Rule allowed the call that resulted
in the threshold being breached to continue, but terminated
future calls during the Interval.

- Terminate Current and Future—The Rule terminated the
call that resulted in the threshold breach and terminated all
future calls during the Interval.

The Truth Value Filter is used to filter for a yes or no value in certain
fields in logs and reports.
To define a Truth Value Filter
1. Select one of the following check boxes:
¢ Include--Include records that match this filter. The default.
o Exclude--Exclude records that match this filter.

2. Recall that more than one rule can fire for a given call. In that case, a
value for each rule is present. Select one of the following check boxes:
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- Must contain any one of the indicated values--Include
calls for which at least one fired rule (but not necessarily all fired
rules) contains the selected value. The default.

- Must contain only the indicated values--Include only calls
for which all fired rules contain the selected value.

3. Do one of the following:

e To filter for records that do not have a value in this column, select
Value is undefined.

e  Select one of the following check boxes:

- Yes—The condition represented by the field is true. For
example, in the Ambiguous FW Rule field, Yes means the
call was ambiguous toward the Rule. The default.

- No—The condition represented by the field is false. For
example, in the Ambiguous FW Rule field, No means the
call was not ambiguous toward the Rule.

Removing Filters To remove afilter from a display column
from Display

¢ Right-click the column heading, and then click Remove Filter.
Columns
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Display and Automation Preferences

Automation
Preferences

Enabling Single
Server Autologin

Setting User Interface Preferences

Certain aspects of the ETM® System user interfaces can be customized for
display and automation preferences. These preferences include the content
of display labels in dialog boxes, autostart of tools, color-coding options,
and others.

Automation preferences include:

Automatically launching the login dialog box when the ETM® System
Console is opened if only a single server is defined.

Automatically displaying the Status Tool for status updates.
Automatically opening the Alert Tool for new alerts.
Playing a sound at a specified Interval when a new alert is received.

Automatically opening client applications upon login.

If only one ETM Server is defined in the ETM® System Console, you can
configure the system so that the Login dialog box for that ETM Server
automatically appears when you open the ETM System Console. This
simplifies login. If more than one Server is defined, this setting has no
effect.

To enable single-server autologin

1.

In the ETM System Console, click Edit | Preferences. The
Preferences dialog box appears.

Setting User Interface Preferences o 243



Setting Client
Tools to Autostart
upon Login

Preferences [ x|

General I Displayl
—Autamation Preference:

¥ Ging
I Cliert Tool Auto-Start

[~ Directary Manager

I Perfarmance Manager

[~ Usage Manaoer

~Alert Tool Preferences
v Dizplay Alert Toal for new alert

™ Use audible notification

Repeat audible every |0 Hours 00bins 00 Secs j

-Status Toal Preference:

v Display Status Tool for status updates

il I Cancel | Apply | Help |

Select Single Server Auto-Login.
Click OK.

You can configure the system to automatically launch selected client tools
when you log in. These settings apply to the workstation on which you set
them. They are not specific to your user account or to a particular

ETM® Server.

To autostart client tools upon login

1.

In the ETM System Console, click Edit | Preferences. The
Preferences dialog box appears.

In the Automation Preferences area of the General tab, select
Client Tool Auto-Start. When you select the check box, three client
tool options become available:

e Directory Manager
e  Performance Manager
e Usage Manager

Select each client tool you want to automatically open when you log in
to a Management Server. Note that although all of the client tools can
be selected here, only those tools for which your user account has
permission will actually open.
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Enabling Manual
Performance
Manager Refresh

Customizing
GUI Labels

In deployments with large numbers of appliances connected to a single
server and suboptimal network conditions, constant automatic status
updates of the Performance Manager tree pane can cause the Performance
Manager to become sluggish or nonresponsive. A manual refresh option
was added to accommaodate these unusual environments. By default,
Automatically refresh tree pane for status updates is selected.
Each change of state causes the tree pane to refresh.

To enable manual refresh

e Onthe General tab of the ETM System Console Preferences dialog
box, select Manually refresh tree pane for status updates. If the
Performance Manager is open when the selection is changed, it must be
restarted to effect the change. Note that this setting applies to all
connections from this client; it is not server-specific.

When Manually refresh tree pane for status updates is selected, a
Refresh option becomes available on the Performance Manager View
menu. Clicking that option causes the Performance Manager tree pane to
refresh its status display.

You can customize GUI labels throughout the ETM System. These
preferences apply only to the local client computer; they do not affect the
display on other client computers.

Note that these preferences only affect the labels in the GUI; reports and
Tracks are unaffected. Also, Comment appears as a choice for most items
because most items have a comment, even if it is not user-definable.

To change the label pattern for a type of item

1. Onthe ETM System Console main menu, click Edit | Preferences.
The Preferences dialog box appears.

2. Click the Display tab. The Pattern column shows the current settings,
and the Example column illustrates how each label would look based
on the current setting.
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Preferences E
General Dlsplayl
Chject ™ I Pattern | Example
8,88, Service User a5 (L) &y John Everyhody (1234) |
AAL Service User Group el ﬁ Sample AA5 Service User Group
Eillirg Flan el $ Local Billing Plan
Busy % & EBusy
Contact Yol [(FE) ﬂ Sample contact (contact@business.c.. [
Contact group £ 5 Sample contact group
Data Call % 8%, Data Call
Directory Ohject Yald @ Sample Directory Palicy Object
Dispositions el Terminated by Telelvall
Dot Yl (FD) _“"’i Sample domain name (Company .com)
Duration %D (% on1s
ETh tanagement Server ol (30 Central Office Server (10.1.1.136)
Ernil track £ =& Sample email track ﬂ

Ok I Cancel | Apply | Help |

You can also right-click 3.
the row and click Edit.

The change is not
reflected in the GUI
until you click OK or
Apply in the
Preferences dialog
box. If you click Cancel
on the Display tab
after editing a display
pattern, your changes
are discarded.

To modify a label, double-click anywhere in the row for the item type

you want to edit. The Edit Display Pattern dialog box appears.

xl

In the Pattern box, type the series of symbols that represents the

pattern you want for the label display. Available symbols for the
selected item appear in the Valid Symbols area. You can also type
punctuation marks and any special characters. To use a % (percent)

sign, you must type two of them together (e.g., %%), since % is

reserved for denoting a symbol.

To illustrate, the default label pattern for the Management Server is:

%N (%I)
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Resetting Default
Labels

The change is not
reflected in the GUI
until you click OK or
Apply in the
Preferences dialog
box.

Based on this pattern, an example Management Server name in a title
bar appears as follows:
MyServer (10.1.1.100)

Suppose you prefer that the IP address be separated by dashes instead
of parentheses, and that the data instance name be included, as in this
example:

MyServer - 10.1.1.100 - Datalnstance1

You would type the following pattern:
SN - %I - &T

Click OK to return to the Preferences dialog box.
Do one of the following:

e Click OK to apply the change and close the Preferences dialog
box.

e Click Apply to apply the change and leave the Preferences
dialog box open if you want to change other preferences.

To reset a label to its default pattern

1.

On the ETM® System Console main menu, click Edit | Preferences.
The Preferences dialog box appears.

Double-click the item type for which you want to restore the default
label. The Edit Display Pattern dialog box appears.

Click Default. A message appears confirming that you want to revert
to the default.

Click Yes, and then click OK to accept the change and close the Edit
Display Properties dialog box.

Do one of the following:

e Click OK to apply the change and close the Preferences dialog
box.

o Click Apply to apply the change and leave the Preferences
dialog box open.
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Setting You can customize the Performance Manager to show or hide various
Performance display elements, set color preferences for logs, and more. Changes to these
settings are applied to the client host where you set them only; they do not

M,an ager affect the display at other client hosts.
Display
Properties
Moving the You can remove the Performance Manager toolbar from its default location
Toolbar and drag it to a new location.
To move the toolbar
1. Click and hold down either mouse button in the blank area of the
toolbar (not on an icon or title bar).
2. While holding down the mouse button, drag the toolbar to the desired
location, and then release the mouse button. The toolbar becomes a
separate dialog box with minimize and close buttons.
To position or replace the toolbar
e To dock the toolbar in a new location:
a. Click and hold down either mouse button in the blank area of the
toolbar (not on an icon or the title bar). The toolbar becomes a
blank gray rectangle.
b. While holding down the mouse button, drag the rectangle toward
the bottom or side of the main menu.
c.  When the rectangle is outlined in red, release the mouse button.
The toolbar reattaches to the application window.
e Todock a floating toolbar, click the X in the upper-right corner. It
returns to its last docked location.
Showing or To show or hide the toolbar
Hiding the

e On the Performance Manager main menu, click View, and then click
Toolbar Toolbar. Clicking an element in the list works as a toggle to show or
hide the element. A check mark indicates that the element is showing.
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Showing or
Hiding Subtrees
in the Tree Pane

Showing or
Hiding Implied
Policy Rules

Showing or
Hiding the Default
Policy Nodes

By default, subtrees for features for which your user account has permission
appear in the Performance Manager tree pane. You can optionally hide
these subtrees. Subtrees for features for which your account does not have
permission are not available.

To show or hide subtrees

e  On the Performance Manager main menu, click View. Clicking an
element in the list works as a toggle to show or hide the element. A
check mark indicates that the element is showing.

Firewall and Call Recorder Policies have implied Rules. (IPS Policies have
no implied Rules.) The implied Firewall Policy Rules are the Emergency
and Catchall Rules, which are the first and last Rule in each Firewall Policy.
The Emergency Rule allows and logs all calls to Emergency numbers; the
Catchall Rule allows all calls that did not match a prior Rule. Call Recorder
Policies have an implied Do Not Record Rule that is the last Rule in every
Call Recorder Policy and prevents recording of any calls that did not match
a prior Rule.

The Implied Rules are hidden by default. This setting applies to all Policies
viewed at this Performance Manager.

To show or hide the Implied Policy Rules

e  On the Performance Manager main menu, click View, and then click
Implied Rules. Clicking an element in the list works as a toggle to
show or hide the element. A check mark indicates that the element is
showing.

Each type of Policy has a Default Policy node. The Default Policy node
lists all of the Span Groups that are not currently assigned to any user-
defined Policy of that type. These Span Groups are enforcing the default
Policy of that type.

To show or hide the Default Policy Node of a Policy subtree

e Right-click the Policies subtree for the type of Policy, and then click
Default Policy Node. Clicking this item works as a toggle to show or
hide the node. A check mark indicates that the node is showing.
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Showing or The Unassigned node of the Span Groups subtree lists the Spans that

Hiding the are not assigned to any Span Group.

Unassigned Span

Group Node To show or hide the Unassigned node of the Span Groups
subtree

¢ Right-click the Span Groups subtree, and then click Unassigned
Node. Clicking this item works as a toggle to show or hide the
element. A check mark indicates that the element is showing.

Setting Log Log display properties apply to the Policy Logs, Call Log, and
Display Diagnostic Log. Properties for logs include:
Properties e The log retrieval amount (in days, hours, and minutes) to display.

e How many entries to display.
o Whether the display automatically scrolls for new entries.

e Whether new entries are highlighted, and if so, in what color.

To set log display properties

1. On the Performance Manager main menu, click Edit | Properties.
The Properties dialog box appears.

2. Click the Log tab.

Properties E

| Monitar I

Log Retrieval Amourt Iu Diarys 00 Hours 10 Mins :I

Allowy Logs to Growy to |1 aon Log kems

v Automstically Scroll for neww Entries

I¥ Highlight Mesw Logs |

il I Apply | Cancel | Help |
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If the log is open when
you change the Allow
Logs to Grow to
value, the new value is
not effective until he
log is closed and
reopened.

Call Monitor
Color Coding

Classic View in
Dialog Boxes

3. Inthe Log Retrieval Amount box, select the amount of data that you

want to display, starting from the time you open the log, going back the
specified amount of time (unless the Allow Logs to Grow to limit is
reached first). The default is 10 minutes. For example, if you open the
log at 11:20, the log displays current logs as they are received and also
loads the data gathered from 11:10 to 11:20, unless that much time
includes more than allowed by the Allow Logs to Grow to Limit,
described below.

4. Inthe Allow Logs to Grow to box, type the maximum number of

log entries to display. The default is 1000; valid values are 1 - 100,000.
This value constrains the Log Retrieval Amount (above). If the time
Interval specified contains more entries than the limit specified in the
Allow Logs to Grow to box, only the specified number of entries is
displayed. (A message is provided in this case that states the Interval
for which the logs are retrieved). After the Allow Logs to Grow to
value has been reached, the display regenerates as new entries are
received, showing only the most recent entries, up to this maximum.

5. Select the Automatically Scroll for New Entries check box if you
want the display to automatically advance with each new entry. If you
clear this check box, you can manually scroll to view the entries at the
end of the log.

6. Select the Highlight New Logs check box if you want new lines of
data to be displayed in color. If you clear this checkbox, new entries are
not highlighted.

e  The default is yellow. To choose a different color, click the colored
box and select a new color from the Select New Log Highlight
Color dialog box.

See “Call Monitor Color Coding” on page 199.

Some dialog boxes provide a Classic View display option. Turning on
Classic View changes the display in the dialog box so that group members
appear both at the root level of the tree and beneath the group to which they
belong. By default, group members appear only beneath the group to which
they belong. (They can still be used independently simply by expanding the
group node and then selecting the member.)
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Filtering in Dialog  You can filter some dialog boxes to display only items of interest.

Boxes
To filter the display

1. Inthe dialog box, right-click, and then select Filter. The Filter dialog
box appears. Types and Fields vary according to the filter type.

The example below shows the Filter dialog box for Times.

Filter

Select types to show
v TImEE V¥ Group

Ok | Cancel | Help |

2. Select one or more of the check boxes next to the item(s) that you want
to appear in the dialog box.

3. Click OK to apply the filter and close the Filter dialog box.

Searching in You can search in many dialog boxes to find items of interest. The Search
Dialog Boxes dialog box allows the specification of a search string, which can be a
regular expression.

To search in the dialog box

1. Inthe dialog box, right-click, and then click Search. The Search
dialog box appears. Types and Fields vary according to the search

type.
The example below shows the Search dialog box for Times.
SEarl:h E

IElusiness Hours

r Graoup

Fields
[~ Hame [~ comment

[~ case sensitive [ Regular expression

Find | Cancel | Help |

2. Inthe text box at the top of the dialog box, type the characters that you
want to find.

3. Inthe Types area, select one or more check boxes to indicate which
type(s) you want to find.
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Sorting in Dialog
Boxes

4. Inthe Fields area, select one or more check boxes to indicate which of
the fields should be searched. One of the Types check boxes must be
selected for the Fields boxes to be available.

5. If you want to find only items that match the capitalization that you
typed in the text box, select the Case sensitive check box; if you
want to ignore capitalization when searching, clear the check box.

6. Select the Regular Expression check box if the search string is a
regular expression.

7. Click Find. If one or more matching items are found, the first matching
item is highlighted. To see the next match (if any), click Find again.
Repeat until you locate the item you are seeking, or until Search
wrapped around appears at the bottom of the Search dialog box
(meaning that all items were searched and the search is beginning again
from the top). If no items are found that match, Pattern not found
appears at the bottom of the Search dialog box.

By default, items in dialog boxes are arranged in ASCII order. You can sort
in many dialog boxes to display items in the order you specify. For
example, you can sort Contacts so that they are listed in ASCII order by
email address.

To sort the display

1. Inthe dialog box, right-click, and then click Sort. The Sort dialog box
appears. The Name field varies according to the sort type.

The example below shows the Sort dialog box for Contacts.

SDI'IZ [ x|
Priority MName
1 Type
I Marme
3 Email address :I
il Comment - I

I~ Reverse sort

oK I Cancel | Help |

2. To change the priority of an item, click it in the box, and then click the
up or down arrow. For example, if Name is Priority 2 and you want to
sort by Name, click Name, and then click the up arrow once to move
Name to Priority 1.

3. By default, the components are sorted in ascending order (i.e., a-z or 1-
10). To sort the components in descending order, select Reverse
Sort.

4. Click OK to apply the sort criteria.
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Generating a You can generate a report of each of the components and Groups displayed
Report of in many dialog boxes. Items in the report maintain the sort order and filters
Components set in the dialog box. The report contains all data associated with the item
(i.e., Name, Comment, and so on). The report can be saved in the following
formats: HTML, RTF, PS, PDF, CSV.

To generate a report of components

¢ Inthe dialog box, right-click, click Report, and then click one of the
following:

a. Preview opens the report in the Print Preview dialog box.
b.  Print sends the report to your configured printer.

c. Save As allows you to save the file to a disk location. In the
Save Report dialog box, type a file name, and then select the file
format.
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