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IMPORTANT NOTICE:

This manual, as well as the software and/or Products described in it, is furnished under license with
SecureLogix Corporation ("SecureLogix") and may be used only in accordance with the terms of such
license.

Except as permitted by such license, no part of this publication may be reproduced, stored in a retrieval
system, or transmitted, in any form or by any means, electronic, mechanical, recording, or otherwise,
without prior written permission of SecureLogix.

The content of this manual is subject to change without notice. SecureLogix assumes no responsibility
or liability for any errors or inaccuracies that may be contained herein or to correct the same.

ETM, TeleWatch Secure, TWSA, We See Your Voice, SecureLogix, SecureLogix Corporation, the
ETM Emblem, the SecureLogix Emblem and the SecureLogix Diamond Emblem are trademarks
and/or service marks or registered trademarks and/or service marks of SecureLogix Corporation in the
U.S.A. and other countries. All other trademarks mentioned herein are believed to be trademarks of
their respective owners.

© Copyright 2011 SecureLogix Corporation. All Rights Reserved.

This product is protected by one or more of the following patents: US 6,249,575 B1, US 6,320,948 B1,
US 6,687,353 B1, US 6,700,964 B1, US 6,718,024 B1, US 6,735,291 B1, US 6,760,420 B2,

US 6,760,421 B2, US 6,879,671 B1, US 7,133,511 B2, US 7,231,027 B2, US 7,440,558 B2,

CA 2,354,149, DE 1,415,459 B1, FR 1,415,459 B1, and GB 1,415,459 B1. U.S. Patents Pending.

ETM is used herein as shorthand notation to refer to the ETM® System.
This product includes:

Data Encryption Standard software developed by Eric Young (eay@mincom.oz.au),
© Copyright 1995 Eric Young. All Rights Reserved. (see DESL.icense.txt on ETM software CD)

Style Report software owned and licensed exclusively by InetSoft Technology Corp.
© Copyright 1996-2000 InetSoft Technology Corp. All Rights Reserved.

Software developed by The Apache Software Foundation (http://www.apache.org/)
© Copyright 2000 The Apache Software Foundation. All Rights Reserved.
(See ApacheL.icense.txt on ETM software CD.)

Linux kernel software developed by Linus Torvalds and others; and Busy Box software developed by
Bruce Perens and others. Distributed pursuant to the General Public License (GPL). See the Open
Source Code directory on the ETM software CD for related copyrights, licenses, and source code.

GNU C Library software; Distributed pursuant to the Library General Public License (LGPL). See the

Open Source Code directory on the ETM software CD for related copyrights, licenses, and source
code.
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Customer Support
for Your ETM® System

1-877-SLC-4HELP
(1-877-752-4435)
support@securelogix.com
http://support.securelogix.com

SecureLogix Corporation offers telephone,
email, and web-based support.
For details on warranty information
and support contracts, see our web site at

http://support.securelogix.com
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Preface

Tell Us What
You Think

Additional
Documentation
on the Web

Conventions
Used in This
Guide

About the SecureLogix Syslog Alert Tool
Documentation

The documentation for the SecureLogix Syslog Alert Tool consists of a user
guide in PDF format and online Help. The electronic PDF is available at the
root of the SecureLogix Syslog Alert Tool software installation CD.

We welcome your suggestions or comments on the user guides and the
online Help provided with your ETM System. Please send your
documentation feedback to the following email address:

docs@securelogix.com

SecureLogix Corporation provides corrections and additional
documentation for its products via the SecureLogix Knowledge Base online
at the following web address:

http://support.securelogix.com

The following conventions are used in this guide:

e  Functions that require two or more mouse clicks to open a dialog box
or make a selection are written using the pipe symbol. For example:

Click View | Implied Rules.
e Names of keys on the keyboard are uppercase. For example:
Highlight the field and press DELETE.

e If two or more keys must be pressed at the same time, the PLUS SIGN
(+) is used as follows:

Press CTRL+ALT+DELETE.

e Bold text indicates GUI labels, menu items and options, literal file
names, and paths. For example:

Click Edit, and then click Preferences.

C:\Program Files\SecureLogix\ETM\TWLicense.txt

About the SecureLogix Syslog Alert Tool Documentatione 7



e Keyboard input is indicated by monospaced font. For example:
In the Name box, type: My report tutorial
e ltalics indicate web addresses and names of publications.

e ETM System components and features are capitalized.

8 ¢ About the SecureLogix Syslog Alert Tool Documentation



SecurelLogix Syslog Alert Tool

Visual and Audible
Alert Notifications

About the Syslog Alert Tool

The SecureLogix Syslog Alert Tool automatically notifies a workstation
user when a system event and/or policy alert, such as a 911 call, is received
from the ETM® Syslog Server.

When a user logs in to a workstation on which the Syslog Alert Tool is
installed, the program automatically launches and runs continuously as a
background process.

When a system event and/or policy alert, also referred to as a syslog alert, is
received, all of the following actions occur:

e An audible tone sounds.

e The SecurelLogix Syslog Alert Tool window and the
Acknowledge Alert(s) window are both proximately displayed
in front of all other currently running applications with detailed
information about the syslog alert.

e The Syslog Alert Tool icon in the system tray displays a “New
Alert(s) Received” message.

e The alert is written to an alert log text file.

About the Syslog Alert Tool 9



T8 securelogix Syslog Alert Tool £ |
File Help
Time Aeceived Acknavisdged Message e
YA TLOIFM &A1 1100 Fired.  Folicy Trioges tem Fred,
e *EN :‘ 12y Ingger tem Fres
8/42011 1110 PM 282011 1116 pired.  Policy Tngger kem Fred,
B/AZ011 11:0PK [B/4/2011 1116 Fred.  Policy Troger tem Fred,
FA201 TI0PH 84201 11116 eimo A Lol : Fred. Pobicy Trgger tem Fred, |_|
8/4/2011 11:25FM 84472011 11:28 taheroe E6410 20110706 105007 pired.  Policy Tngger tem Fred,
p - il i <07 CHT, - E
BA20TI T137PM @401 1138 | | a INGG - eeboiud § 10:50:07 127,001 INFO: el Pk Fre, | [, Polkoy Tngger tem Frad. | ]
/42011 1140 P Paiicy Trigger Hem Fired, red.  Policy Trigger bem Fred, [
‘ Palicy: Emergancy Sysleq 1305965057956, S
L Fue: D.
Cal Dispesition: Allowed.
Source Humber. + (2101214647,

Destination Mumber: unavai,

(Cal Direction: Outbound,

Type: Voice.

Sart Time: Wed Jul 06 10:45:00C0T 2011,
End Time: unavai,

Commesit: The defauit rle for allowing Emergency-fype cals.,
Source Name: unavail,

Source Lacation: unaval.

Sawree Bd. Type: unaval,

Souwrce Ste: unaval,

Source Dept: unavai,

il

Achnoviedge

i Mew Alert(s) Reoeived. ™ *
Yau hares rec ereed new abats

The workstation user reviews alert details and acknowledges the alert(s) in
the Acknowledge Alert(s) window. After acknowledging alerts, the
SecureLogix Syslog Alert Tool window remains displayed in front of
all other windows showing acknowledged alerts for the current user session.

If alerts are not acknowledged, any new alerts that occur are added to the
Acknowledge Alert(s) and SecureLogix Syslog Alert Tool windows
with the most recent alert highlighted.

After all alerts have been acknowledged, the SecureLogix Syslog Alert
Tool window can be closed to the system tray. When a new alert is later
received, the Acknowledge Alert(s) and SecureLogix Syslog Alert
Tool windows are both again proximately displayed.

All syslog alerts received by the Syslog Alert Tool are added to a daily alert
log text file allowing system administrator to view historical alert details.

10 e SecurelLogix Syslog Alert Tool



Installation Instructions

Installation and Configuration Overview

This chapter explains how to install and configure the SecureLogix Syslog
Alert Tool for use with the ETM® System.

The installation and configuration steps include:
e  Software Installation

e Configuring the local computer to received syslog alerts from the
ETM Server

e Configuring the ETM Server to send syslog alerts.

The ability to start, stop, and configure the Syslog Alert Tool is only
available to users who are logged in as an administrator on the local
computer. (Users without administrator rights are only able to acknowledge
alerts and minimize the tool after all alerts are acknowledged.)

Installation and Configuration Overview o 11



System
Requirements

Software
Installation

Software Installation

The SecureLogix Syslog Alert Tool is an optional ETM® component that is
installed from a CD onto a workstation that is configured to receive syslog
alerts from the ETM Syslog Server.

The SecureLogix Syslog Alert Tool system requirements are:

e Windows XP, Windows Vista, or Windows 7.

e Microsoft .NET Framework 4.
(If not currently installed on the local computer, the installation
CD will direct you to the Microsoft website for download.)

The software installation is typical for a Windows installation process.

To install the SecureLogix Syslog Alert Tool software
1. Insert the Syslog Alert Tool CD into the CD-ROM drive.

2. Navigate to the Syslog Alert Tool directory, and then double-
click Setup.exe.

If Microsoft .NET Framework 4 is not currently installed, the
Syslog Alert Tool dialog box appears asking you install this
program. (Otherwise, continue with step 3 below.)

18 Syslog Alert Tool =

Thit setup requires the HET Framewaik veizian 4.0, Please inzlal the NET Framewatk
and un this galup again. The MET Flameawork can be obtainad flam the web, Wauld
youl bk bo dothis now?

-

a. Click Yes to be directed to the Microsoft download center.

b. On the webpage “Microsoft NET Framework 4Client Profile
(Web Installer)” review the System Requirements and
Instructions, performing updates as necessary.

12 e Installation Instructions



Quick details

c. Click the Download button and follow the installation
instructions.

Version: 4 Date Published: 2212011
Change Language: English ‘El
File Hame Size
dotHetFadd_Client_setup.exe 858 KB DOWHNLOAD

3.

d. After the NET Framework 4 installation is complete, navigate
to the Syslog Alert Tool directory, and then double-click
Setup.exe.

The SecureLogix Syslog Alert Tool Setup Wizard appears.

48 Securelogix Syslog Alert Toal o3 |[%=

Welcome to the Securelogix Syslog Alert Tool L&
Setup Wizard = T

The irstaler vl guide wow thiaugh the sleps requred lo nstall Securelags Syslog Aleil Teal an pow
complel.

WAFMIMG: This compuber pragram iz probected by copunight law and nlesnations| ireshes,
Urizuithanized dupkeation o distibution of this program, of any pailion of it may esul o sevens civl
or criminal penallies, and wil be prosecuted ko the maximum eshent posable wndar the law.

Carcel ¢ Bacl Heut »
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Click Next. The Select Installation Folder dialog box appears.

[ Securelogix Syslog Alest Tool SR |

Select Installation Folder

The irstaler vill mstell Secuelagy Sydog Alesl Tool bo the lallawing lalder.

Ta install i this folder, click "MWest”. Toirstal bo a different foldar, anier it balow o click "Browss™.

Faldes
C:\Pregiam Filesh\SecuielagndSe cuielogie Spsleq Alent Taely [ Beosseze.

Diisk Coesl..

hstall Securelogi Syshog Alart Toal for yoursek. ar for anyone who uses this computer:

@) Everyone

(20 duast me

| Carcel | < Back Heat >

a. The Folder box displays the default installation path. To
specify a different path, type it in the box or click Browse to
select the path.

b. To verify available hard drive space, click Disk Cost. The
Syslog Alert Tool Disk Space dialog displays the disk
space available on each drive. Click OK to close the Disk
Space window.

_@ Securelogx Syslog Alert Tool Disk Space @

The list bedow includes the ditves you can nstall Secureloge Syslog Aleit Toal o, along wilth each
dhive's available and required disk space.

ol Disk Size fuwailable Rieoui:
=1 Z33GB 240GE o=l
=20 Z04EMB T9NZIME i3
=2H 931GE S72GE 0K
=P 931GE d9GE 0K

c. By default, the Syslog Alert Tool is only installed for the
logged in user. To make the Syslog Alert Tool available to
everyone who logs in to the computer, click Everyone.
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Click Next. The Confirm Installation dialog box appears.

_EJ Securelogm Syslog Alert Tool =&
Confirm Installation 3. \
i |
— o

The irstaler is ready o inslal Securelogic Syslog Aleit Tool on your compuber.

Click "Met" to shart the: instalabion.

Click Next to start the installation.

(¥ SecureLogi Syslog Alert Tool @ =
Installing SecureLogix Syslog Alert Tool [ 1

Seciralogy Syzlog Akt Tool iz being nstalled

Pl wail...

Software Installation e 15



7.

When the installation is complete, click Close to exit.

_fEJ Securelogm Syslog Alert Tool v | = 1

—

Installation Complete

Secuielogix Spslog Aleit Tosl has been succassdully inslaled

Click "Cloge™ to exit

Fleass uss Windows Updabe bo check for any coical updates to the WET Framessark

By default, the Syslog Alert Tool is configured to start
automatically on system startup.

To start the SecureLogix Syslog Alert Tool without restarting the
computer, perform the following steps:

¢ In Windows XP: Open the Control Panel, then select
Administrative Tools | Services. Right-click Syslog
Alert Tool and select Start.

e In Windows 7: Open the Windows Task Manager and click
the Services tab. Right-click Syslog Alert Tool and select
Start Service. See "Windows 7 Hidden Icon" on page 16.

Windows 7 In Windows 7, the Syslog Alert Tool icon displays temporarily in the

Hidden Icon

Notifications area and then it becomes a hidden icon. Perform the following

steps so that the icon is always displayed.

To display the Syslog Alert Tool icon

SecurelLogix 1.

Syslog Alert Tool Icon

On the Windows 7 desktop, click the * Notifications arrow. The
Customize menu appears.

i Custamize...

o [N G

Click Customize.
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Firewall Settings -
Windows XP

Default Receiving Port
is UDP 514

Firewall Settings -
Windows 7

3. Click the down arrow for the “Alert Tool Client” Behavior and
select Show icon and notifications.

Show icon and notifications -
Shiow icon and notifications

Hide icon and notificetions

Oinby show netifications

4. Click OK. The Syslog Alert Tool icon now displays in the
Notifications area.

Configure the Local Computer to Receive
ETM Syslog Alerts

To allow the Syslog Alert Tool to receive alerts, configure the local
computer’s Windows Firewall with the receiving Port number and the IP
address of the ETM Server.

NOTE: Only the default ETM Syslog Port 514 is supported in this release.
For future reference, see “Changing the Port Number in the Config File” on
page 19.

Also see “Configuring the ETM Server to Send Syslog Alerts” on page 20.

To configure the IP address and Port in the Windows XP

1. Click Start, click Run, type Firewall.cpl in the Open box, and
then click OK. The Windows Firewall window appears.

2. Click the Exceptions tab, and then click Add Port. The Add a
Port dialog box appears.

3. Inthe Name box, type a descriptive name for this port such as
“Syslog.”

4. Inthe Port number box, type: 514
5. Select UDP.

6. Click the Change scope button. The Change Scope dialog
box appears.

7. Select Custom List, and then type IP address of the ETM Server
sending the syslog alerts.

8. Click OK.

To configure the IP address and Port in the Windows 7 Firewall

1. Click the Windows Start menu, type: WF.msc in the search box,
and then press ENTER. The Windows Firewall with Advanced
Security window appears.

2. Inthe left pane, click Inbound Rules.

Configure the Local Computer to Receive ETM Syslog Alerts o 17



3. Inthe right Actions pane, click New Rule. The New Inbound
Rule Wizard window appears.

4. Inthe Rule Type dialog box, select Custom, and then click
Next.

5. Inthe Program dialog box, select This program path.

6. Click the Browse button to navigate and select
“<The Install Path>\SyslogAlertTool.exe”. For a typical install, this is:
“C:\Program Files\SecureLogix\Syslog Alert Tool\SyslogAlertTool.exe”

7. Click Open.

8. To the right of Services, click the Customize button. The
Customize Service Settings dialog box appears.

9. Click Apply to this Service.

10. Scroll down and select SecureLogix Syslog Alert Tool, click
OK, then click Next.

11. Inthe Protocol and Ports dialog box:
a. Click the Protocol type down arrow and select UDP.

b. Click the Local port down arrow and select Specific

Ports.
Receiving Port is c. Inthe Local port box, type the number of the receiving
UDP 514 port: 514
d. Leave the Remote port set to All Ports.
e. Click Next.

12. Inthe Scope dialog box:

a. Forthe question “Which local IP addresses does this rule
apply to?” select Any IP address.

b. For the question “Which remote IP addresses does this
rule apply ¢t0?” select These IP addresses.

c. Click the Add button. The IP Address dialog box
appears.

d. Select This IP address or subnet, and then in the box,
type the IP address of the ETM Server from which alerts
will be received.

e. Click OK.
13. Inthe Scope dialog box, click Next.

14. Inthe Action dialog box, click Allow the connection, then
click Next.
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Changing the
Port Number in
the Config File

Currently supported
Port is UDP 514

Additional Filter
Settings in the
Config File

15. Inthe Profile dialog box, in answer to the question “When does
this rule apply?” select the profile for which the rule applies.
(Domain, Private, and/or Public)

16. Click Next. The Name dialog box appears.

17. In the Name box, type a descriptive name for this rule, such as
“Syslog Alerts.”

18. Click Finish.

NOTE: For this software release, the receiving port number must be set to
UDP 514.

The receiving port number is defined in the file:
SyslogAlertTool.exe.config.

The following instructions to change the default port setting are provided
for future reference only.

To change the receiving port number
1. Navigate to the file: SyslogAlertTool.exe.config

For a typical installation, the file location is:
C:\Program Files\SecureLogix\Syslog Alert Tool

2. Use atext editor to open the config file.
3. Edit the port value in the “appSettings” section.
<appSettings>

<add key="ClientPath"
value="AlertToolClient.exe"/>

<add key="ClientProcess"
value="AlertToolClient"/>

<add key="Port" value="512"/>
</appSettings>
4. Save the SyslogAlertTool.exe.config file.

The Syslog Alert Tool is configured to display the syslog alert that matches
Firewall Policy Rule number zero (0) “Emergency Calls”, i.e. 911 calls.
This is accomplished by the use of a standard regular expression in the
“Filter” section of the SyslogAlertTool.exe.config file.

<filter name="Emergency Calls" priority="10" regex="\s+Rule:\s+0,\s+"/>

As an advanced option, additional filters for syslog events (system events
and/or rules) may be added. You can add as many filters as necessary for
your monitoring preferences by adding filters inside the filters tag.

Configure the Local Computer to Receive ETM Syslog Alerts o 19



<filtersSection>

<filters>

<filter name="Emergency Calls" priority="10" regex="\s+Rule:\s+0,\s+"/>
—_

</filters>

</filtersSection>
Where:
e  The filter name field needs to be unique.

e The priority field, while not currently used in this release, needs to
be a positive integer.

e The regex field needs to be a valid standard regular expression.

For detailed information and instruction, see the topic “Regular
Expressions” in the ETM System Technical Reference. Tip: Naming
policies to include text indicating type or including meaningful text in the
comment of a rule can assist in writing a regex. Additionally, contact
Customer Support for assistance with modifying a regex.

To add filters to receive additional alerts
1. Navigate to the file: SyslogAlertTool.exe.config

For a typical installation, the file location is:
C:\Program Files\SecureLogix\Syslog Alert Tool

Use a text editor to open the config file.
Locate the “Filters Section”.

Add a new filter line(s) after “Emergency Calls.”

a > wn

Save the SyslogAlertTool.exe.config file.

Configuring the ETM Server to Send Syslog
Alerts

The ETM System supports system event and Policy alerting via Syslog.
You can specify one or more ETM Syslog servers to receive alerts
generated in response to specific system events or firing of Policy rules.
Generated alerts are sent to all configured ETM Syslog servers. The ETM
Server must be configured to receive Syslog alerts before the Syslog Alert
Tool can receive and display the alerts.

Also see “Configure the Local Computer to Receive ETM Syslog Alerts”
on page 17.
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Specifying Configure the ETM Server to send system events and policy alerts to the
Syslog Servers ~ Syslog Server.

To specify a Syslog server

1. Onthe ETM System Console, highlight the desired Management
Server in the tree.

2. On the main menu, click Servers | Server Management.
The Server Administration Tool appears.

3 server Administration Tool

System Events | Users | User Password Policy | Login Ba
Generall Authentication | Client Hosts | ETM Report Serverl Email | SHMP

—SysLog Servers

New... | Edit... | Delete |

OK I Close | Apply | Help |

3. Click the Syslog tab.

4. Click New. The Syslog Server dialog box appears.
Host W
[ ok | cancel | hep |

Configuring the ETM Server to Send Syslog Alerts o 21



5. Inthe Host box, type the IP address of the Syslog server.
(Remember that only the default Syslog port (514) is supported in
this release.)

6. Click OK. The Syslog server appears in the Syslog servers list.

7. Repeat for additional servers as needed. When you are done, click
OK to save the changes and close the dialog box, or Apply to save
the changes and leave the dialog box open.

Setting Email The ETM Server manages system events and policy alerts. You can
Alerts configure the ETM System to send an email notification to the appropriate
personnel by assigning one or more Tracks to cause follow-up actions.

See “Setting Track Actions for System Events” in the ETM® System
Administration and Maintenance Guide.

See "Tracks" in the ETM® System User Guide for instructions for defining
email tracks.
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Monitoring Alerts

Overview

When a user logs in to a workstation on which the Syslog Alert Tool is
installed, the tool automatically launches and the Syslog Alert Tool icon is
displayed in the system tray. The Syslog Alert Tool runs continuously as a
background process, listening for syslog alerts, until the user logs out.

When the SecurelLogix Syslog Alert Tool receives an alert from the ETM
Syslog Server, two (2) windows are displayed:

e The Acknowledge Alert(s) window enables the user to review
alert details and then acknowledge the alert event.

e The SecureLogix Syslog Alert Tool window displays a list of
acknowledged and unacknowledged alert(s) that have occurred
during the current user session. The following information is
displayed:

o Time Received — date and time the syslog message was
received from the ETM Syslog Server.

o Acknowledged — date and time the workstation user
clicked the Acknowledge button in the Acknowledge
Alert(s) window.

o Message — details about the syslog alert(s).

T8 Securelogax Syslog Alert Tool [
File  Help
Time Received Acknoviedged Message

842011 10T PM SN OFPY fatheree EG10 20000705 10:5007.  B40INFO - <45adul § 10:50.07 127.0.0.1 INFO: Firewall Rule Fred.  Policy Trgger kem Fired. Pl
A0 108 P 401 T0EPM  |[fathenee-EB410 20 06 105007, BA0INFO - <afodul § 10:50:07 127.0.0.1 INFO: Firewali Fule Fired.  Palicy Trigger kem Fired.  Pol
SAGINL0EPM AN TR0FPM Hatheree ER1D 20000705 10:5007,  S40INFOD - <45l § 105007 127.0.0.1 INFO; Firewall Rule Fred,  Policy Trgger kem Fired. Pl
A0 109 FM A0 TI0PM |[fathenee-EB410 20 06 105007, BA0INFO - <afodul § 10:50:07 127.0.0.1 INFO: Firewali Fule Fired.  Palicy Trigger kem Fired.  Pol
SAGINEIRPM AN IEPH  (fathereeEE410 20 D5 1007, BA0INFD - <afadud § 10:50:07 127.0.0.1 INFO: Firewall Fule Fred,  Palicy Trigger Bem Fired. Pl
A0 10 FPM A0 TEIERM | fathenee-EBAT0 20070706 10:50:07. 840 INFO - <46>Jul § 10-50:07 127.0.0.1 INFO: Firewali Fule Fred.  Policy Trigger kem Fired.  Fol
AN NMA0PM 842011 TRIEPM  fatheree-EG410 20110706 10:50:07, <46l 6 10:50:07 127.0.0.1 INFO: Finewall Rule Fred,

All syslog messages received that display the Acknowledge Alert(s) and
the SecureLogix Syslog Alert Tool windows are also logged to a text
file viewable to the system administrator. See “Syslog Alert Log Files” on
page 28.
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Monitoring
Alerts

To monitor alerts with the SecureLogixSyslog Alert Tool

1. Log in to the workstation on which the SecureLogix Syslog Alert
Tool is installed. The Syslog Alert Tool automatically launches, as

indicated by the @ icon in the system tray, and is waiting for

syslog alerts. (See “Windows 7 Hidden lcon” on page 16.)

2. When a new alert is received, both the SecureLogix Syslog
Alert Tool window and the Acknowledge Alert(s) window
automatically appear. The most current alert is highlighted in the

SecureLogix Syslog Alert Tool window.

File Help

[ Securelogix Syslog Alert Tool

£

Time Received

42011 1109 PM
B/4/2011 1110 PM
42011 110 FPM
42011 110 FM
/42011 1125 FM
842011 1137 FM
B/A2011 11:40 PM

Acknowledged
SAA2011 110
B/472011 11116
22011 1116
/42011 11116
2472011 11:28
84472011 11:38

Iessage

Acknowledge Alertis)

Viewing alert 1of 1

Fatherse-EG410 20110705 105007,

840 INFQ - «46dul 6 10:50:07 127.0.0.1 INFO: Fireweall Rule Fired,

Policy Trigoer kem Fired,
Palicy: Emergancy Sysleq 1308965057956,
Fuia: D,

Cal Disposition: Allowed,

Source Humber: +1(Z10)1214647,
Dagtinatices Mumbar: unavai,

Cal Direction: Qutbound,

Type: Voice.

Sart Time: Wed Jul 06 10:45:00 COT 2011,
End Time: unavai,

Comment: The defauit rle for zllowing Emengency-fype cals.,
Saurcs Name: unavai,

Source Lacation: unavai.

Sawres Bd. Type: unaval,

Sowca Ste: Lnavail,

Sowrce Dept: unaval,

il

Fired.
fired.
fired.
fired.
fired.,
iresd..

Fred,  Policy Trgger kem Frad, I=|

Plicy Trgger kem Fred,
Policy Trgger tem Fred,
Flizy Tngger tem Frad,
Pulicy Trigger tem Fred,

Fulicy Tngger tem Frad,
Pulicy Tngger tem Frad,
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To acknowledge alerts

Acknowledging
Alerts

1. When an alert is received, review the alert information in the
Acknowledge Alert(s) window.

2. After completing actions in accordance with your company policy
regarding alerts, click the Acknowledge button to close the
Acknowledge Alert(s) window.

e If more than 1 (one) alert has occurred, click the Next button
in the Acknowledge Alert(s) window to view each alerts.
When all alerts have been viewed, the Acknowledge button
becomes available to click and close the window.

il

/42011 1110 PM

Plicy Trigger bem Fired,
Wi Policy: Emergency Syslog 13(556057556,

Aule: 0,

T8 Securel agix Syslog Alert Tool (=
d q 9

Eile  Help

Time Received Acknowiedged Message

L420N 0TPH | 8/4/2011 1107, Fred.  Paley Trigger kem Fired.  Po
2201 N0EPM_|3/4/2011 18] Acknowledge Alerts) Fred,  Fobey Trigger hem Fired. ol
/42011 TL0BPM | 2/4/2011 11:09 Fred.  Poley Trigger kem Fired.  Po
BAZ0T TLOSFM | 87472001 1110 Viewing ale 10f 3 _Heot Alert Fred,  Palcy Trigger hem Fired.  Fo
2/4/2011 1110 PM Fred.  Polcy Trigger kem Fired.  Po

1 1170 P fatheree-EG410 20110706 105007, - icy Trigger kem Fir Po
A0 1110 PN 840 IMFO - cd&zbul & 10:50-07 127.0.0.7 INFO: Finewal Rule Fired, = | [md_Faley Trager hem Fred.

Call Dispostion: Alowad,
Source MNumber: +1{21011214847,

Destination Number. unavai,

Call Diection: Outbound,

Tywe: Voics,

Slar Time: Wed Jul 06 10:49:00 COT 2011,
End Time: unaval,

Comment: The defauk rule for alewing Emengency-tipe calls.,
Sounce Name: unaval,

Source Location: unaval,

Source B, Type: unaval,

Source Ste:unaval,

Sounce Depd-unavai.

3. After acknowledging alert(s), the SecureLogix Syslog Alert
Tool window remains displayed so that you can review all
acknowledged alerts received so far for the current user session.
Drag the scroll bar at the bottom of the window to view Message

Drag the scroll bar to

. . 24201 1:10PM
view Message details.

/472011 TEIEPM

fatherce-E6410 2011-07-06 10:50:07,

- <464 & 10:50:07 127.0.0.1 INFO; Firewall Rule Fred.  Policy Trgger Kem Fired.

details.

T8 Securelogix Syslog Alert Tool [

File  Help

Time FAeceived Acknowledged Message
YA TLOTRM 847200 TH07 P fatheree EE41D 20110705 1050407, S40INFQ - <480 § 10:50:07 127.0.0.1 INFO: Firewall Rule Fred.  Paly Trgger fem Fied. Pl
BAGONTN0EFM  (RA40N TROEFK [fstheree-EB410 20100705 10:50:07, 340 INFO - <482Jul § 10:50:07 127.0.0.1 INFO: Firewali Rule Fred,  Palicy Tigger Rem Fired.  Fol
SAEOTITROEFM | 8/A4/200 TR0 PM fatheren BG40 20110705 1050407, S40INFQ - <453 § 10:50:07 127.0.0.1 INFO: Firewall Rule Fred.  Paley Trgger fem Fied. Pol
AL TLOFFM (A0 T0FK [fsthereeEB410 20100705 105007, 340 INFO - <482Jul § 10:50:07 127.0.0.1 INFO: Firewali Rule Fred,  Palicy Tigger Rem Fired.  Fol
YA TEI0FM  8/A4/20N 116 PK fatheren BG40 20110705 1050407, S40INFG - <483 § 10:50:07 127.0.0.1 INFO: Firewall Rule Fred.  Paley Tngger fem Fied. Pl
AT ITI0FM AN TTIEFM Tatheree-EG410 2017-07-06 10:30:07, 840 INFO - <46Jul § 10:50:07 127.0.0.1 INFO: Firewall Rule Fred.  Palbicy Trgoger Rem Fired.  Po

LOCK the workstation
instead of logging off

NOTE: Alerts listed in the SecureLogix Syslog Alert Tool
window are cleared when you log out and end the user session;
however, they are retained if you Lock your computer. See
“Locking a Workstation to Retain Alert List” on page 27.
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Closing the
Syslog Alert
Tool Window

Displaying
Acknowledged
Alerts

Clearing
Acknowledged
Alerts

After all alerts have been acknowledged, the SecureLogix Syslog Alert
Tool window is designed to remain displayed in front of all other programs
with the most current alert highlighted; however, this window can be closed
to the system tray. Closing the window does not stop the program,; the tool
continues to run as a background process and when a new alert is received
both the SecureLogix Syslog Alert Tool window and Acknowledge
Alert(s) window will again be displayed.

To close the SecureLogix Syslog Alert Tool window
e  Click the X button, or
e Click File | Close.

If the SecureLogix Syslog Alert Tool window has been closed, you can
re-open the window to view acknowledged alerts for the current user
session that have not been cleared. See “Clearing Acknowledged Alerts” on
page 26. Contact your System Administrator if you need access to cleared
alerts and alerts for previous days. (See "Syslog Alert Log Files” on page
28.

To display previously acknowledged alerts that have not been
cleared

1. Rightclick the Syslog Alert Tool icon in the system tray.

2. Select Show Syslog Alerts Tool. The SecureLogix Syslog
Alert Tool window appears showing all alerts previously
acknowledged for the current user session.

You can clear all acknowledged alerts from the SecureLogix Syslog
Alert Tool window at any time so that the only alerts displayed will be
unacknowledged alerts. Clearing alerts only removes the alert listings from
the window; all alerts are written to an alert log file.

NOTE: Only users with system administrator privileges can view cleared
alerts. See “Syslog Alert Log Files” on page 28.

To clear acknowledged alerts

1. Inthe SecureLogix Syslog Alert Tool window, click
File | Clear Acknowledged Alerts.

2. Click OK. All previously acknowledged alerts are permanently
removed from the window.
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Locking a
Workstation to
Retain Alert List

When a workstation user logs out and ends the user session, alerts are
automatically cleared from the SecureLogix Syslog Alert Tool
window. (Alerts are separately written to a syslog alert log file. See “Syslog
Alert Log Files” on page 28.)

If you want to retain the list of alerts when you need to secure your
workstation, use the computer’s Lock feature.

To Lock a Windows XP computer
1. Press Ctrl+Alt+Del to display Windows Security.

2. Click the Lock Workstation button. The workstation is secured.

To Lock a Window 7 computer
1. Click the Windows Start menu.

2. Click the right arrow located to the right of “Shut down” to display
the shutdown menu.

3. Select Lock. The workstation is secured.
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Syslog Alert Log Files

Today’s Alert Log File

Previous Day’s Alert
Log File

Overview

In addition to visual and audible notification of syslog alerts received from
the ETM System, the SecureLogix Syslog Alert Tool saves syslog alert
information to the alertsLog.txt file.

A new alertsLog.txt file is generated for each 24-hour period. At midnight,
the filename is appended with the date (alertsLog.txtYYYYMMDD), and a
new alertsLog.txt file is created for the current day.

Log files are retained indefinitely unless manually purged.

Accessing Alert Log Files

Only users with access to the Syslog Alert Tool directory have access to the
saved log files.

To view the current day’s alert log files

1. Navigate to the Syslog Alert Tool directory. For example,
C:\Program Files\SecureLogix\Syslog Alert Tool

2. Using a text editor, open the file: alertsLog.txt

To view a previous day’s alert log files

1. Navigate to the Syslog Alert Tool directory. For example,
C:\Program Files\SecureLogix\Syslog Alert Tool

2. Locate the date for which you want to view the log files. For
example, alert log files for August 1, 2011 will be saved to the log
file: alertsLog.txt20110801

3. Using a text editor, open the file of interest.
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Glossary

ETM Server - The background processing engine that controls all access
to and aspects of the ETM System. You log in to the ETM Server via the
ETM System Console. The Server receives data from the Appliances,
pushes configuration and Policies to them, generates Track messages, and
controls access to the system.

Syslog Server — An ETM Syslog server receives alerts generated in
response to specific system events or firing of Policy rules. Generated alerts
are sent from the ETM Server to all configured ETM Syslog Servers.

Syslog Alert Tool — A SecureLogix software program that provides
visual and audible alerts for system events and policy alerts received from
an ETM Syslog Server. The software resides on a user’s workstation and
automatically starts when the user logs in.

Syslog Alerts — The ETM Server sends system events and policy alerts,
such as 911 calls, to the ETM Syslog Server. When the SecureLogix Syslog
Alert Tool is installed and running, it receives and displays the events and
alerts from the ETM Syslog Server and are referred to as Syslog Alerts.
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