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Importing a Customer Certificate
for the PolicyGuru® Solution Web Interface
Overview
By default, the PolicyGuru® Solution uses a self-signed certificate for the web interface. The certificate
and key are found in the /opt/ngp/config/security/server.p12 truststore. This is identified in
/opt/ngp/jboss-as-7.2.0.Final/standalone/configuration/standalone-full.xml in this section:
<subsystem xmlns="urn:jboss:domain:web:1.4" default-virtual-server="defaulthost" native="false">
<connector name="http" protocol="HTTP/1.1" scheme="http" socketbinding="http" redirect-port="8443"/>
<connector name="https" protocol="HTTP/1.1" scheme="https"
socket-binding="https" secure="true">
<ssl key-alias="<alias>"
password="<password_used_to_create_the_truststore>" certificate-keyfile="/opt/ngp/config/security/server.p12" protocol="TLSv1" verifyclient="false" ca-certificate-file="/opt/ngp/config/security/server.p12" cacertificate-password="<password_used_to_create_the_certificate>" keystoretype="PKCS12" truststore-type="PKCS12"/>
You can import a customer certificate to use instead of the default self-signed certificate, as long as the
following requirements are met:


The PolicyGuru Solution requires TLSv1 as the protocol.



The keystore type must be PKCS12, and the key and certificate must be in the same file, because
this is what the application providing the webserver supports.

You can use the openssl tool to convert the certificate to meet these requirements if it is in another
format such as PEM.
The PolicyGuru Mediation Server uses JBoss middleware to provide the web interface functionality,
including use of a certificate. Customer-provided certificates can be imported using standard JBoss
procedures. This document describes one way to accomplish that goal.
The instructions below describe how to import a customer certificate that meets these requirements using
the existing truststore name and values that are referenced in the standalone-full.xml file. You can
choose to create a new truststore and use different values for the alias and use different passwords. If
you do, update the corresponding entries in the standalone-full.xml file.
Importing the Certificate
To import a customer certificate
1. Stop the ngp service on the Mediation Server:

service ngp stop 5
2. SSH to the Mediation Server and cd /opt/ngp/config/security/
3. Make a backup copy of server.p12.
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4. Copy the customer certificate file and private key file to the Mediation Server. The instructions below
assume they are placed in cd /opt/ngp/config/security/. If you place them elsewhere, such as in
tmp, use the full path in the conversion and import command.
5. Convert and import the certificate into the server.p12 truststore:
openssl pkcs12 -export -out server.p12 -name <alias> -inkey
<privateKey>.key -in <certificate>.crt
Where <privateKey>.key is the name of the private key file, <alias> is the alias from the
standalone-full.xml file, and <certificate>.crt is the name of the certificate file. Do not include
the angle brackets in the command.
6. Use the following command to view and verify the contents of the truststore:

keytool -list -v -storetype pkcs12 -keystore server.p12
7. Verify that the alias and password values in standalone-full.xml match the passwords used to create
the key and certificate.
8. Start the ngp service:
service ngp start
9. Log in via the web interface to verify that the new certificate allows access.
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